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Abstract

Balancing competing dependability concerns related to
security, fault tolerance and performance is a challenge
during software development. Addressing these concerns
early on in the development lifecycle can reduce the need
for extensive and costly design changes later on. We have
developed an Aspect-Oriented Modeling framework that al-
lows early localization of competing concerns into aspects
and their composition with models reflecting the core func-
tionality. This paper presents approaches for systematic
evaluation of the models created and generated in the ap-
proach through design analysis and mishap modeling.
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1. Introduction

A secure system restricts access to authorized users and
actions. A fault tolerant system continues to operate under
adverse conditions. The requirements of secure and fault
tolerant systems are interdependent and may conflict. Fault
tolerant systems should continue to be available to autho-
rized users while under attack, but they should not be toler-
ant of attackers. To ensure availability of services through
replication, developers may add functionality that ensures
the confidentiality, integrity and currency of replicated data,
but impacts performance.

System implementations, in general, tend to have pro-
gram code to satisfy these competing concerns mixed up
with code that provides code functionality. Such distributed
code is likely to be difficult to maintain. We have devel-
oped an Aspect-Oriented Modeling (AOM) approach that
models these competing concerns at the design level, so that
design solutions can be developed, analyzed, compared and
improved. Our AOM approach localizes cross-cutting real-

izations of dependability concerns in aspect models using
the Unified Modeling Language (UML) diagram template
notation [3, 4]. The primary model describes realizations of
core functionality in the form of UML design models. The
integrated design model consists of an integrated set of as-
pect models and primary models. Developers compose the
aspect and primary models using mapping rules and compo-
sition directives to produce a full design model of the sys-
tem. Details of the approach can be found in [3, 4].

All the models produced in this approach — aspects, pri-
mary and composed — can be subjected to different types of
analysis to ensure that both core functionality and depend-
ability features are preserved. The order of composition
may make a difference in the resulting model properties.
Conflicts may occur during the composition process for var-
ious reasons. A conflict occurs when operations with the
same signature but different behavioral specifications (i.e.,
pre- and post-conditions) appear in the models. A behav-
ior required by an aspect may not be performed as specified
because its sub-behaviors may have been modified after be-
haviors are merged with other aspect models. A conflict
may also occur when a system needs to compose aspects
with seemingly inconsistent functionality: for example, a
security aspect and a fault tolerance aspect. The security
aspect tries to reduce availability, but the fault tolerance as-
pect tries to increase it.

2. Analysis of Aspect-Oriented Models

Analysis of the models is performed to identify design
deficiencies. A deficiency can be a stress point, which is a
non-robust part of a design that can be exploited to compro-
mise security or other desired system behavior, a conflict,
or a design flaw.

The identification of design deficiencies and assessment
of associated risks involves mishap modeling [2], in which
we anticipate and model misuses of the system. Consider a
system that requires password-based authentication of users
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accessing mission-critical services. This system also re-
quires duplication of mission critical services on geograph-
ically remote computers on a wide area network (WAN).
A system that satisfies the requirements may allow users to
access mission-critical services from remote locations after
authenticating them with passwords. However, if the pass-
words are not encrypted when transmitted on the WAN, the
communication of the passwords becomes a design stress
point. Design stress points can also lead to denial or degra-
dation of services. In these cases, the stress arises when
transaction loads or other performance related loads rise
above or fall below certain thresholds.

In our approach, we model anticipated situations that
stress or misuse the system. UML diagrams are used to
describe misuse scenarios. For example, to evaluate the im-
pact of security concerns on an application, we define test
scenarios that represent malicious attacks and sanctioned
interactions. These scenarios act as test data that determine
if the design elements described by security aspects are suf-
ficient to prevent the attacks from compromising protected
resources. Sanctioned interaction scenarios can help deter-
mine the impact security aspects have on authorized activ-
ities. Test scenarios are expressed in terms of UML be-
havioral models (e.g., sequence diagrams) and can be based
on use cases that describe authorized behaviors and misuse
cases [2] that describe behaviors that should not be present
in a correct system implementation.

The test scenarios can be used for both static and dy-
namic analysis of the models. The selection and quality of
selected scenarios helps to determine the effectiveness of
scenario-based testing of the composed models.

Three levels of analysis can be used on the models:

1. Unit analysis occurs when a single aspect model is an-
alyzed in isolation.

2. Integration analysis occurs on the model resulting
from composing an aspect with the primary model.

3. System analysis occurs when all the aspects have been
composed with the primary model.

When multiple aspects are composed sequentially with a
primary model, one must check that no existing capabilities
were broken and that the capability of the newly composed
aspect was preserved in the composition. This entails re-
gression analysis and also analyzing the newly composed
aspect.

In the static approach, we compose the mishap models
with the integrated aspect-oriented design model. If the
composition results in a consistent model, it implies that
the design allows the compromised behaviors described by
the misuse scenarios. Another static analysis approach uses
Paltor’s model-checking technique [5].

In the dynamic analysis approach, we test the models
using a formally defined operational semantics for UML

models [1]. The UML diagrams specify a system of asyn-
chronously communicating objects whose behaviors are de-
scribed by state machines. The misuse scenarios are used as
test inputs in this analysis.

3. Conclusions and Future Work

Several techniques can be used for analyzing models in
our AOM framework. Model analysis can lead to the iden-
tification of design deficiencies and assessment of risk as-
sociated with the stress points. Developers may perform
systematic trade-off analysis on a set of alternative realiza-
tions of dependability concerns to select the best option that
meets design objectives and minimizes risks.

We are working on developing prototype tools that can
assist in the analysis of models. We are also evaluating the
effectiveness of our approach using various dependability
concerns.
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