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Abstract—'Software test-coverage measures” quantify the de- LE logarithmic-exponential (the proposed model)
gree of thoroughness of testing. Tools are now available that mea- DC defect coverage
sure test-coverage in terms of blocks, branches, computation-uses,DSi data-sei (i = 1, 2, 3, 4)
- ? ? ?

predicate-uses, etc. that are covered. This paper models the rela- L
tions among testing time, coverage, and reliability. An LE (log- RGM reliability growth model
arithmic-exponential) model is presented that relates testing ef- 1C test coverage
fort to test coverage (block, branch, computation-use, or predi-

cate-use). The model is based on the hypothesis that the enumer-

. NOTATION
able elements (like branches or blocks) for any coverage measure
have various probabilities of being exercised; just like defects have superscript 0 indicates defects
;’;F:%U; ?ergtbﬁg"g'rzzgfn:’ggg ;”g,‘iggttlereqt-th'esfe@togg' ;'g’;s ;eh-ei superscripts 1, 2, 3, 4 indicate specific enumerables
i -Ccov ure directly wi -cov . i : )
model is fitted to 4 data-sets for programs with real defects. In the a?, parametgrs for _proposed LE model in terms of enu
model, defect coverage can predict théme to next failure ap, merablei used in (4)
The LE model can eliminate variables like test-application aé{
strategy from consideration. It is suitable for high reliability — A?, parameters used in (5)
applications where automatic (or manual) test generation is pi
used to cover enumerables which have not yet been tested. The;; ;;
data-sets used suggest the potential of the proposed model. Thebo’ bi parameters used for (3)

model is simple and easily explained, and thus can be suitable C* (%) DC at time?

for industrial use. The LE model is based on the time-based C7(n) s-expected coverage of the enumerables of type
logarithmic software-reliability growth model. It considers that: (Y coverage level at which the knee occurs

. . knee
at 100% coverage for a given enumerable, all defects might not g overall value of fault-exposure ratio
yet have been found. Ki fault or enumerable exposure ratio
Index Terms—Defect density, reliability-growth model, software  N© total number of initial defects
reliability, software testing, test coverage. N§ total number of enumerables of type
17 time when debugging stops
DEEINITIONS Ty, linear execution time

8o logarithmic-model parameters for enumerable
« enumerable: structural or data-flow components of a pray

gram that can be counted (like branches or p-uses). )\1

» subsumption: if complete coverage of enumerabie-
plies complete coverage of enumerallehen the cov-
erage ofi subsumes the coverage jpf

failure intensity.

. INTRODUCTION

EVELOPERS can achieve the target reliability of soft-
ACRONYMS! ware systems in a predictable way by evaluating relia-
bility during development. By evaluating and projecting reli-

c- computation- ability growth, developers can optimally allocate resources to
p- predicate- _ o _ meet a deadline with the target reliability [21].
5= implies the technical statistical meaning

To quantify reliability during testing, the code is executed
using inputs randomly selected following some distribution.
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e Testing strategy: TC can be based on the functional spec-e P-use coverage: The fraction of the total number of p-uses
ification (black-box), or on internal program structure (whitethat have been covered during testing. A p-use pair includes 2
box). Strategies can vary in their ability to find defects. points in the program, a point where the value of a variable is

e The relationship between calendar time and execution timdefined or modified, followed by a point which is a destination
The testing process can be accelerated through the possibly paa branching statement where it is used as a predicate (without
allel, intensive execution of tests at a faster rate than would ocenoedifications to the variable along the path) [14], [23].
during operational use. To keep this discussion general, the tezmumerabldndi-

e Testing of rarely executed modules: Such modules includates a unit covered by testing [17]. For DC, the enumerables
exception handling or error recovery routines. These modulas defects, for branch coverage, the enumerables are branches,
rarely run [10], and are notoriously difficult to test. Yet, theyet al.
are critical components of a system that must be highly reliable Enumerable-type implies defects, blocks, branches, c-uses, or

Intuition suggests that TC must be related to reliability. Yep-uses. The superscripti = 0, 1, 2, 3, 4 identifies 1 of the 5
the connection between structure-based measurements (&ggs:

TC) and reliability is still not well understood. 0: defects,

There are several motivations for investigating the relation be- 1: blocks,
tween TC and reliability. TC, rather than test effort, is a direct 2: branches,
measure of how thoroughly a system has been exercised. With3: c-uses,
the same test effort (measured in CPU execution time or cal-4: p-uses.

endartime), aless effective test strategy might be less efficienins assumed that no functional changes are being attempted:;
finding defects. Measuring TC is usually an intrusive approachid thus no new code is being added to the software under test.
however available tools now allow it to be done automatica”y. When an enumerable is exercised, one or more associated

The effectiveness of testing in finding defects has been fewits can be detected. “Counting the number of covered units”
cently examined by several researchers. Reference [7] exajires a measure of the extent of sampling. Sometimes 85%
ines the correlation between TC and the error removal rafganch coverage is considered to be the minimum acceptable
Reference [3] suggests that the relation between structural coytue [9]. The DC in software can be defined in an analogous
erage and fault coverage is a variant of the Rayleigh distribgranner: the fraction of actual defects initially present that would
tion. References [4], [5] add structural coverage to traditiongk detected by a given test set.
time-based software rellablllty models by eXClUding test cases|n generaL TC increases when more test cases are app”ed, as
that do not increase coverage. Assuming random testing, [28lg as the test cases are not repeated and complete TC has not
analyzes block-coverage growth during function test, and dgready been achieved. A few enumerables might not be reach-
rives an exponential model relating the number of tests to blogkle in practice. Assume that the fraction of such enumerables
coverage. Reference [11] experiments with detection of defe@segligible.
in small programs. Reference [12]: a) studies detection effec-|t has been shown that if all paths in the program have been
tiveness of test sets with various coverage values for realiséigercised, then all p-uses must have been covered. Similarly all
seeded faults; b) finds that a test set with higher coverage hagse coverage implies all-branches coverage, and all-branches
higher per-test detection probability; ) shows that 100% co¥overage implies all-instructions coverage. This is termed the
erage using a specific measure might not detect all the faultssubsumption hierarchf2], [6], [14].

This paper explores the connection between TC and relia-
bility by developing a model that relates TC to DC. With this III. A NEW LE COVERAGE MODEL
model the defect density can be estimated. With knowledge of

the fault exposure ratio, reliability can be predicted from TC THiS_Paper uses the Musa-Okumoto logarithmic growth
measures. model [8], [15], [18], [19], [21]. Assume that the DC growth

follows the logarithmic model:
Il. COVERAGE OFENUMERABLES

1
0 _ 0 N 0 0
TC in software is measured in terms of structural or data-flow c(t) = NO ~Bo - log(1 + 67 - 1), i<t (@)

units that have been exercised. Some of the common coverg%%ause the maximum value of coverage is 1, (1) applies to

" Statement (or block . The fraction of the totg crade values.1.
* b a e][netnt (or tocb)l c?(verte;]g?.h € brac lon o ¢ ?j t? a' Assume that coverage growth of enumerablellows the
number of statements (blocks) that have been execute Y B rithmic model{ = 1, 2, 3, 4):

test data.
e Branch (or decision) coverage: The fraction of the total i L 1 i i
=—0- 1 -t), <1
number of branches that have been executed by the test data. () N Bo - og(1 + 1 - 1), Ci() < @
» C-use coverage: The fraction of the total number of C-US@g;th (1) and (2) can be considered as 2-parameter models. The
that have been covered during testing. A c-use pair includeg2ximum value ofi(¢) is 1. Once this value is reached during

points in the program, a point where the value of a variable is Ol%'sting, it remains 1 with further testing. Equation (2), in the
fined or modified, followed by a point where it is used for comgeaneral form. is

putation (without the variable being modified along the path) . . .
[14], [23]. C'(t) = by-log(14b] 1), C'(t)<1,i=1,2,3,4. (3)
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1 TABLE |
DATA-SETS USED
Defect

p ) DataSet | KLOC _ # of Tests _# of Defects _Tool
overage approximately DS1 (13 30 21k 66 ATAC
linear here DS2 3] 5 1196 9 BCG
T DS3 [3] 5 796 9 BCG
DS4 (3] 5 796 7 BCG

KLOC = kilo number of lines of code;

may not be observed in ATAC, BCG = names of the tools used to collect the coverage data .

small programs

0.5 0.85 1
Enumerable i Test Coverage TABLE I
COVERAGE DATA: DS3

Fig. 1. DC versus TC.

NASA project: Sensor management in inertial management
(integration/acceptance test phase: 9 faults found with 796 tests)

Equation (2) relate€’ to the number of tests applied. Itis used =~ CF = Cumulative Fauls

i 0 D ; Number of %Coverage

to obtain DCC" interms of one of th€*,i = 1, 2, 3, 4. Using OF | Tost Gases [ Blocks branches p-uses c-uses

(2) solve fort, 1 1| 57.01 5004  36.24  69.60

2 2 | 5850 53.40 39.80  70.30

i I3 3 4| 61.30 57.00 4550  72.00

p=1 e N\ _ 1 i=1.23. 4 4 10| 6939 6415 5164 7881

- B P Jer ’ TR E S 5 20 | 77.80 72.00 57.10 83.30

! 0 6 30 | 85.61 79.01 6285 87.63

; : 7 4 | 87.00 81.00 6510 88.10

Substitutet for C° in (1): 8 114 | 92.40 89.00 7470 91.25

9 160 | 93.50 90.40 77.20 91.50

‘ B9 39 Ci Nt 9 796 | 95.99 93.87 8459 9229

CO(Ol):—O'IOg[1+—l-<exp< .0>)—1)]
0 7 7
No b1 Bo
1=1,2,3,4 TABLE IlI
SUMMARY TABLE FOR DS1
Let
0 0 . (total 21,000 tests applied)
k3
ai = & at = ﬂ—l ai’ = NO Blocks Decisions c-uses  p-uses Defe.zcts
o7 Ny LT g T i=1 i=2 =3 i=4 i=0
0 ! 0 Total enum. | 6977 3524 8851 4910 67
i i ; ; Final cov. | 91.8% 83.9%  91.7% 735  98.4%
Then write the previous equation using these 3 parameters as, % 0.031 0049  0.036 00 0184
b 2E+8 1234 3.4E+6 29 ;)b.‘%
i ) i i i 8E-4 B81E5 7.
CO(CZ) = a}) . log[l +a}- (exp(az2 . Cl)—l)] LSE 5.7E-4 35E-5 5.8
i=1,2,3,4 )

. : . : A, B are the parameters for the linear approximation.
Equation (4) is a convenient 3-parameter model for DC mterms.l_he full TC of an enumerable does not imply full DC. Full

(ff a measurable TC metric. Equation (4) applies only(f6r< statement coverage can be reached before full branch-coverage

Fig. 1 plots the relationship of DC versus TC, as given bt})lecause of the subsumption hierarchy.

(4). The overall curve is nonlinear, although the initial segment

might not be observed in small programs because even a single IV. ANALYSIS OF DATA

test execution can provide close to 50% enumerable coverageThe proposed model, given by (2) and (3) is fitted using the

The location of the knee of the curve depends on the initial dé-data sets in Table |.

fect density [20]. Fig. 1 shows that the curve can be approxi-DS1 is from a 12-version automatic airplane landing system

mated by a linear plot whe@'’ exceed<’; .. [13] software. It was collected using the ATAC tool developed
Equation (4) results in a linear expression whénexp(ab -  at Bellcore. The 12 versions of the software have a total of

C") > 1, and wherexp(aj - C*) > 1. Analysis of actual data 30 694 lines of code. The data used are for integration and accep-

in Section IV suggests thaf < 1. Thusa} - exp(abC?) > 1 tance-test phases, where 66 defects were found. One additional

implies: exp(a} -.07’) > 1. defect was found during operational testing. The next three data
The knee at’y . is influenced by the initial defect densitysets, DS2, DS3, DS4 are from a NASA supported project im-

[20]. A low initial defect density can mean that easy-to-find deslementing sensor management in an inertial navigation system

fects have already been found and removed. Thus one wo[d§l As an example, DS3 is reproduced in Table II.

begin finding new defects only when TC is sufficiently high.  The results for data set DS1 are summarized in Table Ill. Row
ForC' > Ci,.., alinear approximation fof*” is: #1 gives the total number of enumerables for all versions. Row

o ] ] ] . P #2 gives the average coverage when 21 000 tests had been ap-
C° ~ag - log (aj - exp(ay cot C')) = —A' + B' - C", plied. The estimated values &, b%, and LSE are given in the
C" > O} poes (5) remaining rows.
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Fig. 2. Actual and fitted values of DC for DS2, DS3, DS4.
TABLE IV TABLE V
SUMMARY TABLE FOR DS2 SUMMARY TABLE FOR DS3 (796 EST CASES)
(total 1196 tests applied) Final Blocks Branches C-uses P-uses Defects
Coverage 96% 94% 92% 85% 90%
- t;
Blocks  Branches  cuses  puses  Defects % 007 0074 0044 0079 0139
Final cov. | 89% 84% 76%  61%  90% by 2725 870  G.6ES 8 263
Iy 0.032 0.060 0.034 0.039 0.166 LSE 0.015 0.01 0.008 0.002 0.038
% 2E+8 870  3E+7 2500 0.1 ) 013 0138 014 0189
¢ )
LSE 002  62F-4 35E3 49E3 0025 a 7E-4 24E-3  9E7  0.042
a 131 0.46 0.23 0.29 a} 14.13 13.14 2146 9.88
o | 18E3  46E3 0.1E7 5.2E3 LSE | 0023 0014 004 002
aj 6.95 3.84 23.12 13.46
LSE 0.017 0.018 0.041 0.025

Table VI summarizes the results for DS4. Fig. 5 illustrates
the correlation of other TC measurés?, C3, C*, with block

Table IV summarizes the result for DS2; 9 faults were r&overageC''. As anticipated, branch coverage, and to a lesser

vealed by application of 1196 tests; 1 fawliz{ 10%) is assumed €xtent, p-use coverage, are both strongly correlated with block
to be still undetected. coverage. The correlation with c-use coverage is weaker.

Fig. 2 shows actual and computed values for fault coverage
for data sets DS2, DS3, DS4. The computed values were ob-
tained using branch coverage and (4). The knee occurs at variouSonsider the failure intensity during the operational period.
branch coverage values. For Data Set DS2 (shown by a solissume that debugging stopstat and no further changes in
line), at 50% branch coverage the fault coverage is still quitke program are made. Aftéf, the defects remaining are not
low (about 10%); however with 84% branch coverage, 90% fautmoved. Thus\ no longer depends on time. Becausis pro-
coverage is obtained. Figs. 2 and 4 assume that in each cagggriional to the number of defects [19], then
fault is still undetected. In practice, estimating the number of
remaining defects is a major challenge that needs further inves- (tg).
tigation.

Table V presents the results for DS3 which involves 796 teBgference [19] shows that the valuefSfranges from 2 10~
cases. The values of the parameters obtained can be compiedd5- 10~ failures/fault, for several data-sets examined. The
with the values for DS2 in Table IV. value of K does not depend on the program size, but can depend

Fig. 3 plots the coverage growth of various enumerables. on def_ect dist_ribution in the program and the testing approach.

During testing and debugging, the faults found are removed.

Fig. 4 plots actual and model DC values against branch ¢qypq new faults are introduced during this process, then the total
erage for DS3. It shows how the relative defect density decling§\ner of defects to be found by is:

as branch coverage increases. The vertical line represents 85%
branch coverage (for reference).

V. DEFECTDENSITY AND RELIABILITY

E.NO

Alts) = 7

NO(ts) = Ng - (1= C°(ty) -



424 IEEE TRANSACTIONS ON RELIABILITY, VOL. 51, NO. 4, DECEMBER 2002

[ -
g
(g -
3 J *,-"' a
S o5 M .
-"‘,--' ./’,/
04 . T yd ]
block —+—
- c-use ---X---
03 A p-use ---¥--- ]
e branch -8~
e fault --m--
02 A i
0.1 8= L 1
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Fig. 3. Coverage growth of various enumerables (DS3).

Actual defect coverage —+—
Model defect coverage ---x---
Relative defect density ---*---

85% branch coverage -

Coverage

-
| CETEEe -
05 0.75 1
Branch Coverage
Fig. 4. Fault coverage and relative defect density (DS3).
In practice, debugging can be imperfect [22]. Equation (6) can also be used for the operational period with
SubstituteC? using (4): the appropriate value for the fault-exposure rafio.depends

4 4 S on the operational profile encountered during the operational
NO(tg)=Ng-(1-ag-log[1+aj - (explay - C*(¢p)]=1)]) . period [21].

Hence, the mean duration between successive failures is: VI. FUTURE WORK

1 _ Tn Further experimental and theoretical research is needed to
Altyp) K validate the model in this paper. Analysis of additional data sets
1 ) will provide further insight into the problem. This paper eval-

‘No- (1—aj-log [L +ai - (exp(aj - Ci(ty)) — 1)]) uates the values af}, a3, a} by curve fitting. It will be useful
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Fig. 5. Plot of C2, C3, C4 against C1 (DS4).

TABLE VI [6]
SUMMARY TABLE FOR DS4 (796 EST CASES
Final Blocks Branches c-Uses p-Uses Defects [7]
Coverage | 94% 93% 94% 87% 90%
by 0.063 0.072 0.051 0.077 0.116
bt 9759 1400 44E5 214 3.78 8]
LSE 0.013 0.017 0.012 0.011 0.01
“6 0.116 0.116 0.11 0.116 [9]
a) 6E-4 3.8E-3 1E-5 0.017
aj 15.23 13.4 19.20 12.95 [10]
LSE 0.022 0.022 0.04 0.01
[11]

to obtain initial estimates of the parameter values using empir-
ical methods. That would involve interpreting the parameter$!2]
for the logarithmic model [16], [19]. Estimating the number of
remaining defects is another problem that needs further investjt3)
gation.

[14]
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