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Abstract. Trust can be used to measure our confidence that a securmdyeste
haves as expected. We had previously proposed a vector rabtteist [1]. In
this work we address the problem of trust management usmgebtor model.
We develop a new trust management engine which we call VTush Vector
Trust). The trust management engine stores and managestcas well as his-
torical information about different parameters that defineust relation between
a truster and a trustee. We propose an SQL like languagel cailestQL to in-
teract with the trust management engine. TrustQL consfsasToust Definition
Language (TDL) that is used to define a trust relationshipafdust Manipu-
lation Language (TML) that is used to query and update infdiom about trust
relationships.

1 Introduction

Traditionally, security challenges in computing have baddressed through the use
of techniques such as passwords, access control, progréiat®n, intrusion detec-
tion, cryptographic protocols and so on. However, with theagng use of distributed
open systems such as the Internet and pervasive computimgranents, traditional
approaches to security are often found lacking. For exaroplken systems applications
such as e-commerce or e-government presents interestibgprs to security. In such
systems, human users and computational agents and sevftersnteract with each
other without having sufficient assurances about the behafthe other party. There is
often insufficient information for deciding how much acctsauthorize and how much
information to share in a multi-user environment. Thesélams have led researchers
to explore the potential of security mechanisms that aredas some aspects of social
control.

The notion oftrust has often played a crucial role for the proper formulation of
security policies and in reasoning about expectations figents and systems to work
with confidentiality, integrity and availability. Thus, ing trust to enable secure inter-
action among computational agents seems appropriatertunéely there is no well
accepted model for the specification of and reasoning alosit. t-For the most part,
trust is considered to be a binary entity; confidence is nreasn terms of either total
trust or no trust. This had motivated us earlier to proposeva vector model of trust
[1]. In this model trust is a quantitatively measurable tyntthich can have different



degrees. We define methods and algorithms to measure tidisd @ompare two trust
relationships. To use this trust model however, we needr@sponding trust manage-
ment system. The current work presents a step in that directi

A trust management system is a comprehensive frameworlgrksbito facilitate
the specification, analysis and management of trust rekstips. It focuses on spec-
ifying and interpreting security policies, credentialadarelationships [2]. The trust
management system also provides trust establishment elvakiation, trust monitor-
ing and trust analysis service. Traditionally, trust managt has always focused on
how one can make authorization and access control moreeettigi[3]. Blaze, et al.
first introduced the trust management problem as a distimttirmportant component
of security in network services [4]. TH®licyMakertrust management system [4, 5] is
a framework for expressing in a common language authooizgiolicies, certificates
and trust relationships. THeolicyMakerservice appears to applications very much like
a database query engine [eyNote[2] derives from PolicyMaker and was designed
to improve some of its weakness&gyNoteprovides a simple language for describing
and implementing security policies, trust relationshgrg] digitally-signed credentials.
KeyNote has a built-in credential verification system andhgpke notation to express
authorization predicates. Grandison [3] propoS&H.TAN (Simple Universal Logic-
oriented Trust Analysis Notation), an abstract, logieoted framework designed to
facilitate the specification, analysis and managementust trelationships. The IBM
Trust Management System [6] implements trust managemetapoof the Role Based
Access Control model. The underlying trust model is bindtye XML based Trust
Policy Language that is used to interact with the systemx#ilie and can be easily ex-
panded. However, it often requires defining custom XML tagssbmplex situations.

In this paper, we present the VTrust (from Vector Trust mptteist management
framework. Major components of the trust management systelude a database en-
gine to store and manage trust data, a trust specificatidneefay defining and manag-
ing trust relationships, a trust analysis engine to procesglts of a trust query, a trust
evaluation engine for evaluating trust expressions andsa tnonitor for updating trust
relationship information in the database engine. We hase d¢veloped an SQL like
language to interact with the trust management system. Wi TaustQL.

The rest of the paper is organized as follows. In section 2 aseiibe the main
components of the vector trust model. We discuss the extenso the model that are
needed to implement it in the VTrust framework. In sectione8describe the VTrust
system architecture. Section 4 presents the conceptuigtezititionship model for the
VTrust system. The section begins with a description oti@hal entities involved. We
discuss inter-relationship of these entities. We then shoe the idea with a running
example. Section 5 identifies components of a query basgddaye, called TrustQL, to
interact with the trust management system. In this sect®algo discuss the rationality
for choosing such a language. We conclude the paper in 8&&tigth some discussion
on extensions that we are currently working on.



2 Overview of vector trust model

For the purpose of implementing the model in the trust mamage system we needed
to introduce several modifications to the original modelthis discussion we include
the extensions we have made. The interested reader isddfefé] for the original
model. We bgin by defining trust along the lines of Grandisath &loman [7].

Definition 1. Trust is defined to be the firm belief in the competence of aty ¢otact
dependably and securely within a specific context.

Definition 2. Distrust is defined as the firm belief in the incompetence drdity to
act dependably and securely within a specified context.

Although we define trust and distrust separately in our maoaelallow the possibility
of a neutral position where there is neither trust nor digtru

We specify trust in the form of a trust relationship betwego entities — the trus-
ter — an entity that trusts the target entity — and the trustdee target entity that is
trusted. This trust is always related to a particular cantér entity A needs not trust
another entityB completely.A only needs to calculate the trust associated \Bitim
some context pertinent to a situation. The specific contdktiepend on the nature of
application and can be defined accordingly. Based on ouecumodel, trust is evalu-
ated under one contegionly. The simple trust relationshi — B); is a vector with
three components experienceknowledgeandrecommendationlt is represented by
(A BN B): = [aEg§.aK§,w RG], whereaE§ represents the magnitude AE experience
aboutB in contexic, AKg represents\'s knowledge ang,Rg represents the cumulative
effect of allB's recommendations t& from different sources.

To compute a trust relationship we assume that each of these tactors is ex-
pressed in terms of a numeric value in the rafigé 1)U {_L}. A negative value for
the component is used to indicate thast-negativeype for the component, whereas a
positive value for the component is used to indicatetthst-positivetype of the com-
ponent. A O (zero) value for the component indicdtast-neutral To indicate a lack of
value due to insufficient information for any component we tse special symbal.

2.1 Computing the experience component

We model experience in terms of the number of events encadhi®y a trusteA re-
garding a truste® in the contextc within a specified period of timf,tn]. An event
can be trust-positive, trust-negative or, trust-neuteglehding on whether it contributes
towards a trust-positive experience, a trust-negativergpce or, a trust-neutral expe-
rience. Intuitively, events far back in time does not coumts&rongly as very recent
events for computing trust values. Hence we introduce theet ofexperience policy
which specifies a length of time interval subdivided into 1omerlapping intervals. It is
defined as follows.

Definition 3. An experience policyspecifies a totally ordered set of non-overlapping
time intervals together with a set of non-negative weigltsesponding to each ele-
ment in the set of time intervals.



Recent intervals in the experience policy are given moregktethan those far back.
The whole time periodty,ty] is divided in such intervals and the trustekeeps a log
of events occurring in these intervals.

If & denote th&" event in the'™ interval, then/, = +1, if e € 2, vi = —1,if & €
Q orv, =0, if g € A(, where,» = set of all trust-positive events, = set of all trust-
negative events ang = set of all trust-neutral events.

Theincidents |, corresponding to thg" time interval is the sum of the values of all
the events, trust-positive, trust-negative, or neutnattfe time interval. I is the num-
ber of events that occured in tfié time interval, ther; =L, if there is no event irftj_1,tj],
andl; = 5,0, vi, otherwise.

The experiencenf A with regards tdB for a particular context is given by,E§ =

z—z'ﬁ%'h" where,w; is a non-negative weight assignedtbinterval.
=

2.2 Computing the knowledge component

The knowledge component has two partirect knowledgendindirect knowledge (or,
reputation) The trusterA assigns two values to these two parts. Keowledge policy
regardingB in contextc determines the weights to express relative importancedsstw
these two. Sum of the product of values and weights for thts gawes us a value for
knowledge.

Theknowledgeof A with regards tdB for a particular context is given by

difr=1

rifd=_1

Wy-d+we-r ifdz£Lr#L
Lifd=r=1

c
AKB =

whered,r € [-1,1JU{ L} andwy+w; = 1.d andr are the values to direct and indirect
knowledge respectively angy andw; are the corresponding non-negative weights.

2.3 Computing the recommendation component

Recommendation is evaluated on the basis fa@mmendation valueeturned by a
recommender té\ aboutB. TrusterA uses the “level of trust” he has on the recom-
mender in the context “to provide a recommendation” as aleathe value returned.
This weight multiplied by the former value gives the acttedlommendation scoffer
trusteeB in contextc.
The recommendatiomf A with regards taB for a particular context is given by
RE — ST (AN,
O SLavAEDY)
value of j'" recommender and; = j" recommender’s recommendation value about the
trusteeB.

whereW is a group of recommendersj(A =% j)N) = trust-



2.4 Trust vector

We next observe that given the same set of values for therftttat influence trust, two
trusters may come up with two different trust values for thms trustee. We believe
that there are two main reasons for this. First, during etada of a trust value, a trus-
ter may assign different weights to the different factoet thfluence trust. The weights
will depend on the trust evaluation policy of the truster.ifSwo different trusters as-
sign two different sets of weights, then the resulting tnedtie will be different. The
second reason is applicable only when the truster is a humiaug land is completely
subjective in nature — one person may be more trusting thathan We believe that
this latter concept is extremely difficult to model. At thisge we choose to disregard
this feature in our model and assume that all trusters aséngito the same extent. We
capture the first factor using the concept af@malization policy The normalization
policy is a vector of same dimension as(8f—— B);; the components are weights that
are determined by the corresponding trust evaluation yolithe truster and assigned
to experience, knowledge, and recommendation componérmeca B):. The nor-
malization policy together with the experince policy and kmowledge policy form the
truster’'strust evaluation policy

We use the notatiofA —— B)N, callednormalizedtrust relationship to specify a
trust relationship. It specified’s normalizedtrust onB at a given timet for a par-
ticular contextc. This relationship is obtained from the simple trust relaship —
(A LN B): — after combining the former with the normalizing policy.idtgiven by
(A—- B)N =W (A— B).. The® operator represents the normalization operator.
Let (A— B) = [aES,aKS,y RS] be a trust vector such theE§, aKS, RS € [—1,1]U
{L1}. Let alsoW = W, W, W] be the corresponding trust policy vector such that
We + W+ W = 1 andWe, W, W € [0,1]. The © operator generates the normalized
trust relationship as

(A= BN =Wo (A B)
= We, W, W] ®[aES, aKS, yRE]
= [We- aES, Wk-aES, W - yRE]
= [aES, aK§, yRg]

We next introduce a concept called tredueof a trust relationship. This is denoted
by the expression(A —- B)N and is a number ifi-1,1] U {_L} that is associated with
the normalized trust relationship. The special symhois used to denote the value
when there is not enough information to decide about tristrust, or neutrality. This
value together with the vector now represents a trust ohedegree.

Finally, we investigate the dynamic nature of trust — hovgttfor distrust) changes
over time. We make a couple of observations. First, truseddp on trust itself; that is
a trust relationship established at some point of time inphst influences the com-
putation of trust at the current time. If an agent is poshijivieusted to begin with
then negative factors are often overlooked (that is gives lgeightage) when trust
is re-evaluated in the agent. Second, trust decays with fithis is owing to the ef-
fect of forgetfulness of the human mind. The second ideaptucad by the equation —



V(T,) = V(T )& VTM™ where v(T;,), be the value of a trust relationshif, at time

ti andv(T;,) be the decayed value of the same at timé&\Ve have developed a method
to obtain a vector of same dimension ag&f-— B)N from this valuev(T;, ). The effect
of time is captured by the parametewhich is determined by the trustéis dynamic
policy regarding the truste in contextc. The current normalized vector together with
this time-affected vector are combined according to thedative importance. Relative
importance is determined by trustehstory weight policywhich specifies two values
a andBin [0,1] (where,a + B = 1) as weights to current vector and the vector obtained
from previous trust value. The new vector thus obtainedgyihe actual normalized
trust vector at time for the trust relationship between trusfeand trusted in context

c. Thisis represented by the following equation

[ LpRCB] ifth="0
(A B = pURIUR iftn;AOandAEg:AKC:wRCB:L
BN = !
[AEBvAKB’llJRCB +8- [, G, 1 o
ifty 20 and at least one gES, AKg, yRg #L
where[*; vf) v (3TA) V@] is the time-effected vector andT) = v(T,).

3 The VTrust system architecture

The high level system architecture consists of the compsrasshown in the follow-
ing figure 1. Values of the different parameters needed fercihmputation of trust
relationships are maintained in the VTrust database. Tstdr interacts with the trust
management system through the external interface. The caioation is done using
the language TrustQL that we have developed. The TrustQyuiage parser in the
interface parses the command and sends it to the appropaatponent in the next
layer. This layer has the following major componentssgecification serveis man-
aging and updating the trust database schemaanhé/sis engingrocesses all trust
related queries. It interacts with specification server amevaluation engineThe lat-
ter is responsible for computing trust related informatémeording to the underlying
model. The evaluation engine takes a parsed trust quengsfinds the associated in-
formation and policy, and returns the final trust vector aald® to the analysis engine.
Thetrust monitoris responsible for acquiring relevant trust formulatiomgmaeters. It
maintains the VTrust database, updates the trust data tmhdier and trustee interacts
with each other and also updates periodically trust compiovedues like experience
and knowledge.

All these information (trusters, trustees, recommendmticies and trust parame-
ter information) are stored in the VTrust database. Thebdasta is implemented as de-
scribed in section 4. Since TrustQL can not interact withdaebase directly, an SQL
translator beneath the component layer does this job. Téeifgmation server, analy-
sis engine and evaluation engine takes a trust operatianifigoein TrustQL and maps
the command to an equivalent SQL command to interact withutigerlying database.
After receiving an answer from the database, each of thosganents again does a
reverse mapping to output the answer in terms of TrustQL.
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Fig. 1. Trust Management System Architecture

The following algorithm is used by a truster to compute thisttrelationship with
a trustee for a given context at any given time.

Algorithm 1 1. If not already available, initialize the truster’s trusvaluation policy
corresponding to the trustee and the specific context. Ifl@@@pdate the same to
reflect current circumstances.

2. Initialize dynamic policy and historyveight policy if not already available. Update
as needed.
3. Compute truster’s experience with trustee.
(a) Determine last point in time when trust was evaluatectforent trustee in the
given context. If such a time exists calljitt
(b) Read off experience values from database starting frarst mecent first till
either {55 Or start of experience table.
(c) Apply experience policy to evaluate current experieraiae.
4. Compute truster’s knowledge with trustee by applyingitedge policy to current
direct knowledge and reputation values.



5. Compute recommendation value for trustee.

6. Compute truster’s simple trust on trustee using valug¢aiobd in steps 3 - 5. Apply
normalization policy as appropriate to the simple trust.

7. Lettrust value atis be termed ks (assuming available); compute decayed value
for Tiast by applying dynamic policy to it.

8. Combine trust values obtained in steps 6 and 7 using therkisveight policy to
get the truster’s current trust relationship with the trestin the given context.

9. Record current time of trust evaluation agitcorresponding to this truster, trustee
and context.

4 Conceptual trust model

We model the underlying trust components using Entity-Redahip techniques (see
Figure 2). Both the entity sets and the relationship setsheme converted to tables in
a relational database with columns representing the Bates” of the entity and rela-
tionship sets. ATORIs a generalization of three specific typesRUBTER TRUSTEE
and RECOMMENDER as Role A TRUSTER has the the following relationships with
a TRUSTEE EVENTS, EXPPoOL, KNOWLEDGE, KNOwWLPoL, NOoRMPOL, DYNPOL,
and HvTPoL. The relationship RCOMMENDATION involves all three types of &TOR
(i.e Truster, Trustee and Recommender). TRe3TERCcalculates his ‘experience’ with
a TRUSTEEON the basis of EENTS and ExPPOL. The entity EVENTS s a log of events
happened between the truster and the trustee in the coniexttain time. Experience
is calculated by summing up the net effect of events withinsgonsecutive intervals
of time. The ExpPPoL specifies the length of that time intervalNEWLEDGE returns
a value which is evaluated based ond&wLPoL which determines weights for direct
knowledge DKnolW{ and reputationRepuWy The truster assigns values for direct
knowledge Directknol) and repuationRepuatio). RECOMMENDATION (Recommen-
dationScorgis evaluated based on the value returned by the recomméReeoValug
and the recommender’s weiglR¢commender\Waccording to the truster. These three
values (i.e., experience score, knowledge score and reeoghation score) are normal-
ized according to a normalization policy &MPoL). They are multiplied with their
corresponding weights ExpWt, KnolWtand RecoWt The DrNPoL determines the
parametek to get the current value of the last available trust valueegter from this
trust history is derived and WTPoL specifies weights to be assigned to this vector
and the current normalized vector. Composition of theseu®giors results in actual
trust vector with components Experience score, Knowledgeesand Recommenda-
tion score and they, in turn, return trust value between tirgter and the trustee in a
context on a particular date.

We now use a hypothetical trust relationship example toidedwow the VTrust
database works. Let Alice be developing a software that basral modules with
diffrent functionality. She wants to get every module tddtg an expert software engi-
neer before she merges two modules. Assume that she assgjtesting responsibility
to Bob. Thus, Alice wants to evaluate her ‘trust’ on Bob in dumtext of ‘efficiency
to test a software’ (say, EST; acronym for the context) tadieber further course of
action with Bob in the context EST. Alice sets up a trustiieteship with Bob in the
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context EST. She thinks of consulting Charlie, her friencdbvilappens to know Bob,
to get his view about Bob’s efficiency in this context. To sttine information Alice
creates the table calledcAoRr as shown in Table 1.

|[ACTORNAME |ROLE |
Alice Truster

Bob Trustee

Charlie Recommender

Table 1.Initial AcTORtable

Alice starts interacting with Bob from®1.January, 2004. She decides to keep track
of events that occured between her and Bob on a monthly #d&ie.forms her Ep-
PoL as shown in Table 2. Alice also sets up her knowledge poliggnding Bob. She
decides to assign 70% weight on direct knowledge and 30%diceict knowledge she
gets about Bob regarding EST. Thus, hevd{vLPoL table looks like that in Table 3.
Alice can set her knowledge policy anytime before the firsetishe evaluates trust for
Bob in EST. She can also set the normalization policy anypna to first evaluation



ACTOR.ACTOR- |ACTOR|ACTOR.ACTOR- |ACTOR|CONTEXTEXOPOLDATE |Timeper
NAME1 RoLE1 [NAME2 RoOLE2 iodLn

[Alice [Truster [Bob [Trustee[EST [01/01/2004 |1 month |
Table 2. Alice’s experience policy

ACTOR.ACTOR- |ACTOR|/ACTOR.ACTOR- |ACTOR|CON- KPOLDATE|Dknol |Repu
NAME1 RoOLE1 [NAME2 ROLE2 |TEXT Wt Wt
|Alice [Truster|Bob [Trustee]EST |06/30/20040.7 03 ]

Table 3. Alice’s knowledge policy

ACTOR.ACTORACTOR|ACTOR. ACTORfActor. |CONTEXTNPOL Exp |Knol [Reco
NAME 1 RoOLE1 |NAME2 Role2 DATE Wt (Wt |Wt
|Alice [Truster|Bob [Trustee[EST |10/31/20040.5 [0.3 [0.2 |

Table 4. Alice’s normalization policy

of trust for Bob in EST. Let she have theoRMPOL as shown in Table 4. Now let
us assume that Alice evaluates Bob’s trust in EST for thetfirst on 3£' December,
2004. On that day henEENTs table looks like Table 5. Alice calculates the ‘experience
value’ from the above log with the help of her ‘experiencei@ol The policy defines
the time-period length as 1 month. Let us assume that Alieeipthe start-date for
calculation as 01/02/2004. Then the above log is devidedid&/ periods and net
effect of positive and negative events are calculated withose periods. Thus Alice
got her experience value asl843. Alice next builds the KOWLEDGE, and REcOm-
MENDATION databases. She assigns two values for direct knowledgeegudation
for Bob in EST. During the year Alice possibly makes seveisity to Bob'’s office to
get idea about Bob's infrastructure; she checks tools atfthtques used by Bob for
testing. She hears about Bob’s efficiencey in the job. Basethese information Al-
ice assigns those two values according to her own policy Khloa/ledge value, which
comes as ®2, is calculated based on the two values she provides ama tineespond-
ing weights specified in Table 3. Finally, before evaluatingt in Bob Alice consults
Charlie to get his view on Bob in the context of EST. Charlieines his judgment about
Bob as a recommendation value to Alice. Alice evaluates k&'smrecommendation on
the basis of the trust she has on Charlie. Alice calculatemmenendation score of Bob
with these information as.®4 and the RCOMMENDATION table is of the form of Ta-
ble 7. Now Alice evaluates the actual trust vector as wellhasttust value based on
these information. All these component values are normdlizefore calculating the
trust value with the values available from Table 4. Theseutations are automatically
computed by the system. The final trust vector and the trusewaf Alice for Bob in
the context EST as obtained on’8December, 2004 shown in the Table 8.

Let us next assume that Alice again wants to evaluate Bob 4fteonths. There-
fore, on 3®" April, 2005 she wants to have a trust for Bob in the same cor&x.
We assume that after evaluating trust ot Elecember, she purges all events prior to
that date and start keeping log afresh. Rationale is thatyatager time, her decision



ACTOR.ACTOR- |[ACTOR|ACTOR.ACTOR- |Actor. |CONTEXTEVENT Eve |Eve
NAME 1 RoOLE1 [INAME2 Role2 DATE nts(+)nts(-)
Alice Truster|Bob Trustee EST 01/06/2004 1 0
Alice Truster|Bob Trustee EST 01/19/20041 1
Alice Truster|Bob Trustee EST 07/27/20040 1
Alice Truster|Bob Trustee EST 10/10/20040 1
Alice Truster|Bob Trustee EST 11/07/20042 0

Table 5. Alice’s EVENTS table on 3% December, 2004

ACTOR. AC-|ACTOR|ACTOR. Ac-|Actor. |CONTEXTKEVAL Direct |Reput
TORNAME1 |ROLEL |TORNAME2 |Role2 DATE Knol |ation
|Alice [Truster|Bob [ Trustee EST |12/31/20040.8 [0.2 |
Table 6. Alice’s knowledge value on 31 December, 2004

would be influenced by the previous trust value. She does @ed the whole set of
events to derive current trust value. Only the events aftemptrevious evaluation are
considered to evaluate current experience. We also assahshe has not changed
any policy and nothing happened between her and Bob dureggeth months. Thus
there will not be any change in Alice’svMENTS table on 38" April, 2005. Let us as-
sume that Alice changes the values assigned to direct kdge&land repuation on the
basis of her current judgment. So she adds a new entry to tfeMCEDGE table and
calculates the new knowledge value a88)(say). Maybe also the trust relationship of
Alice with Charlie on the context of “providing a recommetida” changes from @

to 0.7 and this time Charlie returns a lower valud €or Bob in the context EST. Hence
the RECOMMENDATION table changes and (possibly) the new recommendation score
for Bob is evaluated as 8. Now the trust value evaluated earlier (i.e., off Becem-
ber, 2004) will have some effect on Alice’s present deciskar that Alice has to form
the dynamic policy which gives the current ‘level’ of the yimus value. Alice can form
this table DxNPoL anytime before 30 April, 2005. Let us assume that Alice dein
DYNPoL as 1 on 3% March, 2005. This is presented in Table 9.

To combine the vector having current value of the parametigéhgthe vector derived
from the time-affected value of trust, Alice needs to forwHPoL on or before 3%
April, 2005 to put relative weight on these two vectors. Letassume that Alice put
60% weight to the vector with currently evaluated values sesd 40% to the vector
derived from the time-affected value. It is shown in Table e final trust vector and
value on 38" April, 2005 is presented in the Table 11. Alice keeps on agldimew
entry in the tables everytime she evaluates Bob’s trusovectEST.

5 TrustQL: The trust query language

Users of the trust management system need a language tacinigth the system. The
language should be able to interact with the database ingpigation of the model.



ACTOR|/ACTOR|/ACTOR|ACTOR|CONTEXTREVAL ACTOR|ACTOR/|Reco|Recomm

ACTOR|ROLE1 |[ACTOR|ROLE2 DATE ACTOR|ROLE3 |value|enderwt

NAME 1 NAME 2 NAME3

Alice |Truster|Bob Trustee EST 12/31/2004/Charlie|Recom|0.55 |0.8
mende

Table 7. Alice’s recommendation score on3December, 2004

ACTOR|ACTOR|ACTOR|ACTOR|CONTEXTEVALUAT |ExperKnowRecom |Trust

ACTOR|ROLE1 |ACTOR|ROLE2 ION DATE |ience|ledge|mendativalue
NAME1 NAME 2 ScorgScorgon
Score

Alice |Truster|Bob Trustee EST 12/31/20040.077]0.186/0.088 |0.351
Table 8. Alice’s trust on Bob in the context EST on 3December, 2004

Therefore, we introduce a trust language similar to Strnect@uery Language (SQL).
We call this language as Trust Query Language or TrustQktQi consists of Trust
Definition Language (TDL) and Trust Manipulation Languad®(). TDL is used
to create, alter and drop entities, policies, parametetsantext. TML is used to add,
modify and delete trust records as well as query the trusherig get trust values. Trust
Definition Language (TDL) consists of TrustQL keywords,rtgers, Statements, and
TrustQL convention. Trust Manipulation Language (TML) stats of commands like
INSERT, UPDATE, DELETE, SELECT, and commands to query tuadtie after the
trust management system has been set up using Trust Defih#ioguage. TrustQL
differs from general purpose procedural language such aslQava in that users spec-
ify what they want instead of how to get the result. It is uphe ¥ Trust engine to
manipulate the data and present the final trust value to ezrd.usrom the user’s point
of view, this approach makes it easy to interact with thettmesnagement system.

Some examples of TrustQL statements are shown in figures 8.and

CREATE PQLI CY
{pol i cy_nanme}
VEI GHT

{(experi encewei ght, know edgewei ght, recommendati on.wei ght)}
EXPERI ENCE POLI CY {experi ence_policy_nane}

KNOALEDGE PQLI CY {knowl edge_pol i cy_nane}

RECOMVENDATI ON POLI CY {r econmendat i on_pol i cy_nane}

DYNAM CS POLI CY {dynami cs_pol i cy_nane}

H STORY PQOLICY {hi story_policy_nane}

Fig. 3. Defining trust evaluation policies using TrustQL



ACTOR. ACTOR/ACTOR,/ACTOR. ACTOR/ACTOR|CONTEXTDPOLDATE |k
NAME 1 RoLE1 [NAME2 ROLE2

[Alice Truster|Bob [Trustee[EST [03/31/2005 [1 |
Table 9. Alice’s dynamic policy

ACTOR. ACTOR|ACTOR|ACTOR. ACTOR/ACTOR|/CONTEXTHWTPOL |AlphaBeta
NAME 1 ROLE1 [NAME2 ROLE2 DATE
[Alice [Truster|Bob [Trustee]EST [04/01/20050.6 [0.4 ]
Table 10.Alice’s policy on assigning weights to previous trust valdeurrent time

6 Conclusion and future work

The vector model of trust gives a technique to measure tuesttitatively on the basis
of some parameters. The model has methods to specify potizievaluate those pa-
rameters. Using this model we can define “multilevel” trusd aistrust. In this paper
we present a trust management framework, named as VTrustdlmm vector-based
trust model. In this framework, information regarding treslationships are kept in a
trust database. The trust relationship, the entities Vmablin it (e.g., truster, trustee,
context etc.), the parameters to evaluate trust, and theigmto determine values are
represented as relational entities. All these are tragdbliat tables of the database and
the attributes of these entities are expressed as colunting iables. The working prin-
ciple of the database system is explained with an example system architecture of
VTrust, which contains a user interface, trust managememiponents in the middle
layer and the trust database as the lower layer is also intex We also introduce a
query language, called TrustQL, to interact with the congmas of trust management
system. We present some of the features of TrustQL with elesnphe detail syntax
and semantics of TrustQL are left out.

A lot of work remains to be done. We are currently extendirguhderlying trust
model to define more operations on trust relationships.gdptBswe have single entity
as truster or trustee. We want to incorporate the idea of apgod truster or a group
of trustee. In our current representation, the user (he. ttuster) needs to enter a lot
of values. We are trying to minimize the number of user inpuglying more power
to the analysis engine. An efficient design of the underlyatabase and a good user
interface are need to be developed. We believe that acliediove goals would result
in a complete trust management framework based on the vieasad trust model.
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ACTOR|ACTOR|ACTOR|ACTOR|{CONTEXTEVALUAT |Exper |Know |Recom |Trust

ACTOR|ROLE1 |ACTOR|ROLE2 ION DATE |ience |ledge |mendativalue
NAME 1 NAME2 Score |Score |on
Score

Alice |Truster|Bob Trustee EST 12/31/20040.077 |0.186 |0.088 |0.351

Alice |Truster|Bob  |TrusteelEST 04/30/20050.00640.40240.1744 |10.5832

Table 11.Alice’s trust on Bob in the context EST on‘f@O&priI, 2005

| NSERT TRUST

BETVWEEN {<truster>} AND {<trustee>}

CONTEXT {cont ext _nanme}

[WHEN {sone_dat e}]

[ EXPERI ENCE VALUES {(<experience_val ues>) }]

[ KNOALEDGE VALUES {(<know edge_val ues>) }]

[ RECOMMVENDATI ON VALUES {( <r ecomrendat i on_val ues>) }]

<truster> ::= {entity_nanme}
<trustee> ::= {entity._nane}
<experience.values> ::= {tine. nterval, experiencevalue} [,...n]
<know edge_val ues> ::= {di rect know edge._val ue,

i ndi rect knowl edge_val ue }
<reconnendat i on_val ues> ::= {<recommender>, recommendati onval ue}[,...n]
<recommender> ::= {entity._name | group_nane}

Fig. 4. Populating trust relationships using TrustQL
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