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Abstract. Onepotentialproblemof active databasapplicationss thenon-termination
of rules.Although algorithmshave beenproposedo detectnon-terminational-
mostall provide a conserative estimate;that is, the algorithmsdetectall the
potentialcasef non-terminationThesealgorithmsthenleave it to the database
programmeto analyzeeachcaseo determinef indeedtherulesarenon-terminating.
Ourwork proposeshe useof automatedoolsfor softwarespecificatiorandver
ification, to analyzeactive databas@pplicationsIn this paperwe shav how the
databasg@rogrammercan automaticallydetectnon-terminationusing an exist-

ing symbolicmodelchecler. Our approachdoesnot requiremuch expertiseon
thepartof the databas@rogrammerandcanbe usedto detectterminationcases
whichtheconserative approachesejectasnon-terminatingones.Our approach,
thus,complementshe conserative approaches.

1 Intr oduction

Active databasesystems[1, 7-9,16—18] appearto be a very promising technology
However, usersarereluctantto useit becausef the uncertaintyassociateavith how a
setof active databaseulesactingon their own will interactwith eachotherandwith
othertransaction$15]. To ensurehattheapplicationwill behaein a predictablaman-
ner, active databaseapplicationseedto beformally verified.In this paperwe focuson
how oneimportantpropertyof active databasesystemsnamely terminationof active
databaseules,canbeformally verifiedusingsymbolicmodelchecking.
Detectingterminationof active databaseulesis, in general,an undecidablerob-
lem. However, researcherbave proposecconditions|[2, 12,13] which aresufficient to
ensurgermination.Thus,agivenproblemcanbeanalyzedo checkwhetherit satisfies
theseconditions;f it doesthentherule-setsaareguaranteedtb terminate ptherwisethey
may or may not. One suchconditionis the agyclicity of the triggeringgraph[2]. Ab-
senceof cyclesin atriggeringgraphindicatesthatthe ruleswill eventuallyterminate.
Cyclesin thetriggeringgraphindicatepotentialfor non-terminationin otherwords,if
acycle existsin thetriggeringgraph furtheranalysismustbe donebeforeonecangive
a moredefiniteanswerabouttermination.The questionis how to analyzethe applica-
tion to find outwhethertherulesinvolvedin thecyclewill indeedterminateor not. This
paperaimsto answerthe above question.In this work we shav how modelchecking,



asoftwareverificationtechniguecanbe usedto analyzethe applicationandgive some
usefulresultsabouttermination.

To illustrate our approachwe usethe SMV modelchecler! [14]. Thefirst stepin-
volvescorverting the active databasepplicationto an SMV specification.The second
stepis to expressthe terminationpropertyasa CTL (Computationallree Logic) for-
mulae.Thethird stepinvolvesusingthemodelcheclerto seeif thepropertyholds.The
modelchecler performsan exhaustve searchandreportswhetherthe propertyholds
or not. If the propertydoesnot hold, the modelchecler providesa traceshaving the
violation of the property

We find thatour methodis ableto

1. predictterminationof rulesthat are also predictedto terminateby the triggering
graphapproach;

2. predictterminationof rulesthatdo terminate but are diagnosedas possiblynon-
terminatingby thetriggeringgraphapproachtand

3. predictnon-terminatiorfor rulesthatareindeednon-terminatingand,additionally
provide asequencef rule executionthatleadsto the non-termination.

Thelastpropertyof ourapproachs speciallyimportant;it providesahintto thedatabase
designehow to modify theapplicationto ensurecorrectbehavior.

Therestof thepapelis organizedasfollows: Section2 discussesomerelatedwork.
Section3 givesan overview of our approachSection4 first presentsan overview of
the SMV modelchecler andthenillustratesour approactusinga motivating example.
Section5 presentsa secondexamplewith terminatingrule setsand the outcomeof
analyzingthis examplewith SMV. Section6 concludeghis paper Appendix1 provides
theSMV specificatiorcorrespondingo theexampledescribedn sectiord.2. Appendix
2 providesthe outputgeneratedy the SMV modelchecler for the specificationgiven
in Appendix1.

2 RelatedWork

Oneof the major works on rule terminationdetectionis that by Widom et al. [2]. In
this work, the authorsproposea static, graphtheoreticapproachto detectif a setof
active databaseuleshave theterminationaswell asotherdesirablepropertiessuchas,
confluenceindobsenabledeterminismThiswork involvesbuilding atriggering graph
of an actve databasepplicationandthenanalyzingit to determinethe propertiesof
theapplication.Theverticesof thetriggeringgraphcorrespondo theactive rulesof the
application.Thereis anedgefrom vertex i to anothewvertex j if thereis apossibilitythat
therulerepresentetly vertex i cantriggertherulerepresentedly vertex j. Theabsence
of cyclesin the graphindicatethatthe given setof rulesareterminating.Cyclesin the
executiongraphidentify potentialscenario®f non-termination.

Someexamplesof terminationthatarenot detectedy thetriggeringgraphcitedby
theauthorsareasfollows: (i) Theactionof someruler deleteguplesfrom atable,and

1 The SMV model checler is available from http: //wwv. cs. cru. edu/ af s/ cs/ pr oj ect /
modck/ pub/ www/ nodck. ht m



no otherruleson the cycle inserttuplesinto thesetables.(ii) The actionof somerule

r on the cycle performsa monotonicupdate guaranteeinghat the condition of some
rule r’ eventuallybecomedalse.In both thesecaseshe triggeringgraphgenerates

cycle indicatinga possibility of non-terminationOncea cycle hasbeendetectedthe

rulesinvolvedin the cycle mustbe analyzedThe authorsdo not specifyhow the users
canperformsuchananalysisIn areal-world active databasepplication,a cycle may
involve alargenumberof rules.Manuallyanalyzingall theserulesmaybetiresomeand
errorprone.ln our work we shav how this analysiscanbe automatedy usingmodel
checking Notethat,boththecase®f terminationidentifiedabove canbedetectedising
our approach.

Anotherwork onterminationdetectiorhasbeenproposedy Karadimceetal. [12].
The authorsargue that a simple syntacticanalysismay producea graph containing
cycleswhereasa more detailedanalysismay producean acyclic graph.If a detailed
analysiscanshow thatarule p cannevertriggeranotherule g, thentheedge(p, g) can
be safelyremoved from the graph.Remaing edgesn this mannemay at somestage
yield anagyclic graphindicatingthattherulesdoindeedterminate.

BaralisandWidom [6] introducedanotherkind of graphknown asactivation graph
to detecttermination.The verticescorrespondso therulesof theapplication.An edge
(i, ]) signifiesthatthe actionof rule i may satisfy the condition of rule j. Acyclicity
of this graphmeangdefinitetermination.Baralisproposedh rule-reductiormethod[5]
thatmakesuseof both activation andtriggeringgraphs Any vertex thatdoesnot have
anincomingactivationor triggeringedgeis removedtogethemwith its outgoingedges.
If all theverticesareremovedin the processtherule setis indeedterminating.

Ruleanalysigocussingontheterminationandconfluenceropertiehave alsobeen
proposedy VanderVoort et al. [13]. The authorsbasetheir work on object-oriented
databasendproposea designtheorywhich they useto ascertairvhethertherulesare
terminatingand/orconfluent.The focusis on decidingterminationin a fixed number
of steps.Therule modelusedis very restrictive — rule actionscanonly modify datase-
lectedby therule condition,andit appearshatinsertionsanddeletionsarenotallowed.
Decidabilityresultsfor theterminationof ruleshasalsobeengivenby Bailey etal. [4].
In a separatavork Bailey et al. [3] shov how collectingsemantidnformationcanbe
usefulin terminationanalysis.

3 Our Approach

Our approachrequiresbuilding a finite statemodel of the active databasepplication
which canthenbeverifiedby anexisting verificationtechniqueknowvn asmodel check-

ing. Model checlershave beentraditionally usedto verify hardwaredevices.They re-

quirethatthemodelto beverifiedberepresentedsafinite statemachine Thisrequire-
menthashistorically limited the useof modelcheckingfor softwareverification,since
softwaresystemsin generalareinfinite statemachinesOnly recentlyresearchersave

showvn how to build afinite stateabstractiorof the software systemandverify it using
modelchecking[11,19].

In our approachwe first build afinite stateabstractiorof anactive databasappli-
cationandthenverify thefinite statemodelusingthesymbolicmodelcheclerknovn as



SMV. We usetheinputlanguageo the SMV to representhefinite statemachine The
terminationpropertiesarerepresentedsComputationallreeLogic (CTL) (asubsebf
branchingtime temporallogic) formulae. The SMV modelchecler verifiesthe model
by performinga searchon the statespaceandcomesup with the appropriateesponse:
eitherit printsthatthe propertyholdsor producesa countergampleillustratingthe vi-
olation of the property Sincethe modelchecler searchesn the entirestatespace pur
approachs ableto correctlypredictterminationof rules.Moreover, the countergam-
ple,generatethy themodelchecler, providesthedesignemwith atraceof rule execution
thatresultsin non-terminationWe believe that sucha tracegivesenoughinformation
to thedesigneto suitablymodify the active databasepplication.

We usetwo examples(mary othersare, of course,possible)to describeour ap-
proachto rule terminationanalysis.The rulesin the first exampletrigger eachother
indefinitelyandtheterminationpropertydoesnothold. Theresultobtainedn this case
concurswith that obtainedby applyingthe triggering-graphanalysisof Widom et al.
[2]. Next we modify the exampleslightly so that the rules do terminate.The corre-
spondingriggering-grapthascyclesindicatingthe possibility thatsomerulesmaynot
terminate Our automatednalysishowever, indicatesthattherulesdo terminate.

3.1 Rule Execution Semantics

Themodelingof theapplicationin SMV is dependenbn therule executionsemantics.
We assumehat our active databasesystemincorporateghe following rule execution

semanticsNote that, our choicewasarbitrary We could have chosena differentrule

executionsemanticsjn sucha casethe modelin SMV would be different. How the

modelingchangeswith differentrule executionsemanticwill be exploredin a future

work.

1. SequentiaExecution:We assumea sequentiamodeof execution.Thatis, only one
inputtransactioror active ruleis processeatatime.

2. Rule ProcessingGranularity: The rules are processedfter eachoccuranceof a
transactionWe assumehatthetransactiorconsistof a singledatabaseperation.

3. Conflict ResolutioniIf two or morerulesaretriggeredat ary time, therule chosen
for activation depend=on the priorities specifiedin the rule definition. The other
rulesare queuedup for later execution.If no priorities are specified,onerule is
choserarbitrarily for activation.

4. Iterative Rule ProcessingOnerule is selectedand processedt a time beforese-
lectingandprocessingheotherrule.

5. Set-OrientedExecution: We assumehat a rule is executedoncefor all database
instancedriggeringtherule or satisfyingthe rulescondition.

6. CouplingModeis Dependent-Decouple@herule processindakesplaceonly af-
tertheoriginal transactiorhascommitted.

3.2 A Note on Notation

Thenotationswve useareasfollows. We usethebold font to describedatabaseariables,
sans serif font to describehe SMV variablesanditalics to describeéSMV keywords.



4 Modeling the Active DatabaseApplication

At this point we briefly describethe SMV modelchecler [14]. Thiswill helptheuser
understandhow we build finite stateabstraction®f the active databasapplication.

4.1 The SMV Model Checker

Theinputto the SMV modelchecleris anSMV program.Theprogramconsistof four
parts:(i) declarationf statevariables(ii) theinitial statesof the variables,(iii) the
transitionrelationsthatchangehe stateof thevariablesand(iv) the specificatiorof the
propertiego be verified. We briefly describethe syntaxof eachof thesefour parts.

Declaration of State Variables: Thevariablesusedin an SMV specificatiormustbe
declaredbeforeuse.The declaratioralsoincludesthe type of the variable.A state
variable can be of the following types: boolean,scalar and fixed arrays.In the
examplebelow threevariablesx, y andz have beendeclared.The variablex is a
booleanvariable,thatis, it cantake oneof two values:0 or 1. Thevariable)y, is of
type enumeratedhatis, it cantake oneof thethreevaluesaA, B or C. Thevariable
z cantake ary valuein therangel to 5.

X . bool ean;
y . {A B G;
z . 1.5

Statelnitialization: The SMV init functiondefinestheinitial valuesof the variables.
For example,suppose/ariablex is initialized to 0. Thisis specifiedn SMV as:

init(x) :=0;

State Transformation: The SMV next function defineshow the next statevaluesof
the variablesare computedusing the currentstatevaluesof the variables.Often
avariablechangewaluedependingon whethercertainconditionsare satisfiedby
the currentstatevariables.Moreover, the value may changein differentways if
differentconditionsare satisfied.Theseconditionscan be specifiedusing a case
statementA case statementeturnsthe first expressionon the right handside of
the colon (:), suchthat, the condition on the left handside of the colon is true.
The default caseis oftenspecifiedasthe last expressiorof the case statementthe
left handside of the colonis a 1 andthe right handsideis the default value. The
examplebelow will helpillustratethepoint. Thenext statevalueof thevariabley is
A if thecurrentstatevaluesof x andz satisfyboththe conditionsx and(z = 1). The
next statevalueof y is B if y currentlyequalsB andz equals2. If neitherof these
conditionsaretrue,thatis, in thedefault casethevalueof y remainsunchanged.

next(y) :=

case
X &(z=1): A
(y=8 &(z=2:8
1y,

esac,;



Specificationsof the Propertiesusing CTL: The propertiesto be verified must be
specifiedasComputationallreeLogic (CTL) formulae A CTL formulais aboolean
expressionan existential (E) pathformula, an universal(A) pathformula, or the
applicationof standarchooleanoperatorgo CTL formulae.A pathformulais the
applicationof thetemporaloperatorsiext (X), eventually(F), or globally (G), to a
CTL formula.For exampleif we wantto statethatit is alwaystruethatif X is true
in astate thenin somefuture stateY will betruewe specifyit asfollows:

AG(X -> EF(y))

4.2 Example Application with Non-Terminating Rules

The databas@pplicationhasa numberof tables,userdefinedtransactionsandrules.
To keepthe exampleshort, we describeonly thoseentitiesthat are relevant for our
purposeThetwo tablesthatareof interestare:emp(id,rank,salary) andbonus(emp-
id,amount). Tableemp recordseachemplo/ee’s rank andsalary tablebonusrecords
abonusamountawardedto eachemployee.

The two transactionghat we areinterestedn are: updateRank andupdateAmt.
The transactionupdateRank increaseghe rank of an employee and updateAmt in-
creaseshebonusamount.To keepthe examplesimple,we assumehatanemplo/ee’s
rankis alwaysincreasedy 1 andthebonusis alwaysincreasedy 10.

We definetwo rules.Thefirst rule,bonusRank stateghatwheneeranemploee’s
bonusis increasedy 10,theemplo/eesrankis increasedy 1:

createrule bonusRankon bonus
whenupdatedémount)
thenupdateemp
setrank =rank + 1
whereid in (selectemp-id from new-updated old-updated
wherenew-updated.emp-id= old-updated.emp-id
andnew-updated.amount- old-updated.amount= 10)

Thesecondule, rankBonus, stateghatwheneeranemployee’s rankis modified,
thatemployees bonusis increasedy 10.

createrule rankBonus onemp
whenupdated(ank)
thenupdatebonus
setamount = amount + 10
whereemp-id in (selectid from new-updated

Notethatthesetwo rulestriggereachotherindefinitely.

4.3 Converting the DatabaseApplication to an SMV Specification

A databaseapplicationoften hasalarge numberof statesit is possiblefor theapplica-
tion to have aninfinite numberof statesThe specificatiorthatis to be executedby the



SMV modelchecler musthave afinite a numberof statesjn fact,to be efficiently exe-
cutedby themodelchecler the numberof statesnustbe minimized. Thus,the biggest
challengds in downsizingthe applicationwithout changingts properties.

In this sectionwe give an algorithmfor corverting a databaseapplicationto an
SMV specification.First, we give the generalalgorithm for corverting the database
applicationto an SMV specification.Then,we give somehints on how to reducethe
statespace.

Stepl: Creationof SMV State Variables

Stepla: For eachcell in eachtable of the databasealefinetwo SMV variables.
Oneof thesevariableswill containthe currentstatevalue of the cell andthe
otherwill containthe previous statevalue.As a corventionthe previous state
variablescontainthe prefix ‘old’. Recallthat eachvariablein SMV mustbe
specifiedvith arange For now, we assumehattherangeof thisvariableequals
thedomainof thevaluesthatthe correspondingttributecantake. Lateron,we
specifyhow to reducethis rangeto minimizethe stateexplosionproblem.

Sate variables for the tables in the example: For eachrow i (wherei = 1,2,3,
...) in the table emp we definethe variablesid-i, rank-i, salary-i to storethe
currentstatevaluesof the respectie cells, andthe variablesoldid-i, oldrank-i,

oldsalary-i to storethe previous statevalues We createsimilar variablesfor the
tablebonus. Assumingthateachtablehasjustonerow, thefollowing variables
are created.id-1 , rank-1, salary-1, oldid-1 , oldrank-1, oldsalary-1, empid-1,

amount-1, oldempid-1, oldamount-1. For the sale of corveniencewe elimiate
thesufiix -1 from thevariablesThedeclaratiorof thevariablesandtheirtypes
usinga pseuddSMV notatior? is:

id: 0..1000;

rank : 0..no upper linmt;
salary : 0..no upper limt;
oldid : 0..1000;

ol drank : 0..no upper limt;
ol dsalary : 0..no upper limt;
empid : 0..1000;

amount : 0..no upper limt;

ol denpid : 0..1000;

ol damount : 0..no upper limt;

Steplb: For eachrule in the application,definean SMV variable.Eachof these
variablesare specifiedas boolean.The value 1 of the variableindicatesthat
thecorrespondingule hasbeentriggered.ThevalueO indicateshatthecorre-
spondingrule hasnotbeentriggered.

Sate variables for the rules in the example: The motivating examplehastwo
rulesthatgeneratehefollowing statevariablesn SMV.

2 In SMV we mustspecifyarangewith alower andanupperlimit



rankBonus : bool ean;
bonusRank : bool ean;

Steplc: DefineanSMV variableactive to indicatewhichrule is currentlyactive.
The variableactive is an enumeratedype (known asscalarin SMV). Corre-
spondingto eachrule in the applicationthereis an enumeratarDependingon
whichruleis active,thevariableactive takesonthecorrespondingalue.There
is alsoanotherenumeratgm, thatis usedto denotethatnorulesareactivein a
particularstate.

Sate variable to represent current active rule:  For our examplethe variable
active cantake the value bR (indicating that the rule bonusRank hasbeen
choserfor activation),rB (indicatingthattherule rankBonus hasbeenchosen
for activation),or n (indicatingthatno ruleshave beenchoserfor activation).
active : {bR rB, n};

Step1d: Definean SMV variableinput to indicatewhich input transactioris cur-
rently beingprocessedThevariableinput is alsoanenumeratedype.For each
inputtransactionthereis acorrespondingnumeratorT hereis furtheranenu-
merator n, thatis usedto denotethat no input transactioris currently being
processed.

Sate variableto represent current active transaction: Themotivatingexample
hastwo transactionaipdateRank and updateAmt. Thus the variable input
cantake in ary of thethreevaluesuR (indicatingthat the currenttransaction
being processeds updateRank), uA (indicating that the currenttransaction
beingprocesseds updateAmt) andn (indicatingthat no input transactioris
currentlybeingprocessed).
input : { uR UuA n};

Step2: Statelnitialization

Step2a: For eachSMV variablederived from the databaseable,specifythe ap-
propriateinitial valuesusingthe init statementThe initial valuesdependon
theapplicationsemanticandcannotbe generalized.

Initializing state variables corresponding to the table: For our motivating ex-
ample theinitial valuesareasfollows:

init(id) :=0;
nit(rank) := 0;
nit(salary) := 0;
nit(oldid) :=0;
nit(oldrank) :=

(

(

(

( 0;
nit(oldsalary) :=

(

(

(

(

0;

..

nit(enpid) :=

nit(amount): = 0;

nit (ol denpid) := 0;

nit (ol danount) := 0;

Step2b: Thevariablescorrespondindo therulesareinitialized to 0. This is be-
causdnitially norulesaretriggered.



Initializing state variables corresponding to therules: For our examplethisis
doneasfollows:
i nit(rankBonus) 0;
i ni t(bonusRank) := 0;

Step2c: The variablesactive andinput are eachinitialized to n — indicatingthat
noneof therulesareactive andno input transactioris beingprocessed.

Initializing the variables active and input: For ourexamplethisis implemented
asfollows:
init(active) :=n;
init(input) :=n;

Step3: State Transformation

Step3a: The SMV variablesthat containprevious statesvaluesare changedas

follows: the next statevaluesof thesevariablesequalthe currentvaluesof the
correspondingariables.

Sate transformation of variables containing previous state values: For our
examplethisis
next(oldid) :=id;

next (ol drank) : = rank;
next (ol dsal ary) := salary;
next (ol denpi d) := enpid,;
next (ol damount) := anount;

Step3b: The SMV variablescontainingcurrentvaluesare modifiedasperappli-
cation semanticsTypically, in a databaseapplication,thereare transactions
and/orrulesthatupdatethe correspondingellsin thetable.A case statement
is usedto modelthis. The numberof expressionsn the case statements the
numberof transactionandrulesthat updatethis cell plus onefor the default
case.

Sate transformation of variables containing current state values: For our ex-
ample,rank andamount arethe only variablesthatarechangecy triggersor
transactionsConsiderthe statetransformatiorof the variablerank given be-
low:
next (rank) :=
case
(input = uR) : rank + 1;
(active = bR) : rank + 1;
1 : rank;
esac;
Thefirst expressiorin the case statemenindicateghatrank getsupdatedf the
currentinputtransactionis updateRank. The secondexpressiorindicateshat
rank getsupdatedf the currentactive rule is bonusRank Thelastexpression
is thedefault case- if noneof theabove two casesretrue,thenrank remains
unchanged.
Similarly, the variableamount’s statetransformatioris given by the following
SMV code:



next (anount): =
case
(input = uA) : amount + 10;
(active = rB) : amount + 10;
1 : anount;
esac;

Step3c: Therule variablesaresetif the correspondingulesgettriggered.Note
that, a rule getstriggeredif someevent hasoccuredand someconditionis
satisfied.The event can be either an insert, updateor deleteoperationon a
table. The condition may dependon the value of someattributes. The state
variablegepresentingherulesaremodifiedin thefollowing way. Thereis case
statementlescribingthe differentconditionsin which the rule getstriggered.
Thefirst expressioncontainsthe conjunctionof the eventsandthe conditions
thatcausethe rule to be triggered.The secondexpressionsaysthatif therule
is triggered,but hasnot beenprocessedthenthe rule remainstriggered.The
third expressiongivesthe default casewhich meanshe rule variableis setto
0; this indicatesthatthe rule will not be triggeredif the above conditionsare
not satisfied.

Satetransformation of rule variables: FortherulerankBonustheSMV spec-
ificationsis:
next (rankBonus) :=

case

I'(rank = ol drank) : 1,

(rankBonus = 1) & !(active =rB) : 1;

1:0;

esac;

Thefirst expressionsaysthat the rule rankBonus is triggeredif the value of
rank changesThesecondxpressiorsaysthatif rankBonus wastriggeredbut
notactivated,it will beactivatedin thenext state Finally, thedefault casesays
thatif noneof theabove conditionsis truethentheruleis nottriggered.
Similarly the SMV specificatiorfor therule bonusRankis:
next (bonusRank) :=
case
' (amount = ol damount) : 1;

(bonusRank = 1) & !'(active = bR) : 1,
1:0;
esac;

Step3d: Thevariableactive getschangedn thefollowing way. A case statement
is usedto specifyhow thevalueof active changesFor eachrule variablethere
aretwo expressionsThefirst expressiorindicatesthatif arule variableis true
but the rule hasnot beenactivated,thenactive getsthe valueof thatrule. The
secondexpressionsaysthatif the event andthe conditionof a rule are both
satisfiedtherule mustbeactivated.



Note the orderin which the expressionscorrespondingo the different rule
variablesarespecifiedin the case statementdeterminehe priority of rule ex-
ecution.This is becausef the propertythatif the conditionsfor multiple ex-
pressionsn acase statemenaresatisfiedonly thefirst expressioris executed.

Sate transformation of variable active: Thefirst expressionn the case state-

mentsaysthatif the currentactive triggeris not bonusRank but it is queued

up for activation,thenin the next stateit will becomeactive. The secondex-

pressionmalkes a similar argumentaboutthe trigger rankBonus. The third

expressiorsaysthatif theamount hasbeenchangedhenin the next therule

bonusRankwill be activated.Thefourth expressiorsaysthatif therank has

beenupdatedthentherule rankBonus will beactivated.If noneof theabove

conditionsaretrue,thennorule will beactivatedin the next state.

next (active) :=

case

I(active

bR) & (bonusRank
I'(active = rB) & (rankBonus
I'(amount = ol dant) : bR
I'(rank = oldrank) : rB;
1: n
esac;

Step3e: Thevariableinput determineswhich transactions beingprocessedwe
assumehat oncean input transactioris beingprocessear thereis a trigger
activated,noothernew transactioris acceptedecaus¢heprocessings notyet
completeOtherwisgheinput cantake any valuefrom its possibleenumerators.
Thevaluethatinput takesin this caseis specifiednon-deterministically

1) : bR
1) : rB;

Satetransformation of variableinput: For ourexample theSMV specification

is:
next (i nput) :=
case
I(input = n) : n;
I'(active = n) : n;
(input =n) & (active =n) : {uR uA n};
esac;

Converting Database Application to a Verifiable SMV Specification The SMV

model checler checksall possiblestatesfor the satisfction of the property Hence,
to avoid the stateexplosionproblemit is requiredthatthe numberof statesbekeptto a
minimum/evel. In this sectionwe discusssomeoptimizationsto reducethe numberof

statesBut beforewe talk aboutoptimization,we needto elaborateon somedetailsleft

outearlier

SpecifyUpper Limits: In someapplicationsno upperboundis specifiedfor an at-
tribute. However, in the SMV specificationboth the upperand the lower bound
mustbe specifiedfor a particularvariable.To simulatethe caseof a variablenot



having an upperbound,we usethe modulooperationand wrap aroundwhenthe
variablereacheshe upperlimit.

Soecifying upper limitsfor the example: In our exampleapplicationno upperlimit
hasbeenspecifiedor therank attribute.However, thecorrespondingMV variable
is specifiedwith anupperboundshavn below.

rank : 0..4;
Considerthe statetransformatiorof the variablerank asdiscussedn Step3hb.

next (rank) :=
case
(input = uR) : rank + 1;
(active = bR) : rank + 1;
1 : rank;
esac;

With the abore example,the rank will soonreachan upperbound.To avoid this
scenariowe usethe modulooperationshavn below:

next (rank) :=
case
(input = uR) : (rank + 1) nod 5;
(active = bR) : (rank + 1) nod 5;
1: rank;
esac;

Note thatthe modelingabove doesnot distinguishbetweenranks1, 6, 11 etc. So
if the actualvalue of the rankis importantfor someapplicationthen someextra
measuresnustbe taken. For example,supposéhe applicationrequiresthatif the
rankis 1 thenanemplo/eegetsanextrabonus.To modelthiswe needto introduce
anothewariableranklsOne which equalsl, if therankis one,andO otherwise.

Eliminate Redundant Variables: In Step1 we mentionedhatfor eachfield we create
two variables Now someof thefieldsarenever changedn anapplicationandthey
arenotimportantwith respecto the propertybeingverified. Suchvariablescanbe
safely eliminatedfrom the specification For instancejn the motivating example,
the variablesid, empid, salary, are never usedin the specification.So thesecan
safelybe eliminated.Somefieldsin atablearenever updated For thesefields we
do not requirea variableto storethe previous statevalues.For example,id, empid
never getupdated- sowe cando without the variablesoldid, oldempid.

Reducethe Rangeof Variables: Sometimes variablecantake a wide rangeof val-
ues.For example,the salaryof an emplo/ee cantake ary valuein the range0O to
200000.However, specifyingsalaryasanintegerwith theabove rangewill leadto
a stateexplosionproblem.

Onesolutionis to justlist afew possiblevaluesthatthe salarycantake asin

salary : {40000, 45000, 50000, 55000, 60000}



This solutionis fine for applicationsin which the rangeis 40000to 60000and
incrementccurin 5000.However, if theapplicationrequireghatanincrementbof
1000begivento anemployeethenthis cannotbe modeledf we specifythe salary
asabore.

A secondsolutionmaybeto just scaledown the salary:

salary : 0..20

This solutionassumeghattheunitis in thousanddf thissolutionis usedthencare
mustbetakento divide all theusageof salaryfiguresby 1000.This solutionis used
to scaledown the value of amount variablein our motivating example.Note that
othersolutionsmay alsobe possible The solutionwhich mustbe useddepend®on
theapplication.

The completespecificationthatis input to the SMV modelchecler is providedin
Appendix1.

4.4 SpecifyingNon-termination Propertiesusing Computational TreelLogic

Oncewe have built the finite model, the next stepis to specify the non-termination
propertyusing ComputationallreeLogic (CTL) formulae.To shav non-termination,
we have to shav thatin the absencef inputtransactionsthe triggerswill all bereset,
thatis, notriggerwill beactie.

The CTL formulafor theterminationpropertyis asfollows:

SPEC AG (input = n) -> AF((active =n)))

Theabove CTL formulastateghatit is alwaysthe casethatin the absencef any
input transactionseventually none of the triggersare active. Note that all properties
statedin CTL begin with the word SPEC. The formula AG(f) meansthatf holdsin
every statealong every path. The formula AF(f) meansthat along every path there
existssomefuture statein whichf holds.

Theoutputof themodelchecler is asfollows:

-- specification AG (input = n -> AF active = n)
-- as denonstrated by the follow ng execution sequence

The CTL formulaearefalse;thatis therulesdo notterminate The modelchecler also
providesthe scenariounderwhich the rules do not terminate.The detailedoutputis
givenin AppendixB.

5 Examplewith Terminating Rules

To illustrate the advantageof our approachover [2], we createa secondexampleby
slightly modifying the rule rankBonus of the examplein Section4.2. The modified
rule, which we call rankBonus2, is givenbelow. As beforetherankBonus2 triggeris
setwhenrank is updated However, this trigger updateshe amount for the employee
whoserank is lessthan3.



createrule rankBonus2 onemp
whenupdated(ank)
thenupdatebonus
setamount =amount + 10
whereemp-id in (selectid from new-updated
andnew-updated.rank < 3)

Thefinite statemodelfor this applicationis developedin the samemannerasin the
previous example. The modelis very similar exceptthat we introducea booleanstate
variablerankLessThan3. Thevalueof rankLessThan3 equalsl whenrank is lessthan3
andO otherwiselnitially rankLessThan3 is 1. Wheneerthecurrentrankis greatetthan
or equalto 2 andthe currentinput transactionis updateRank or the currentactive trig-
geris bonusRank rankLessThan3 is setto 0. Otherwise the valueof rankLessThan3
is notchanged.

The SMV specificatiorfor the stateinitialization and statetransformatiorof rank-
LessThan3 aregivenbelow:

init(rankLessThan3) := 1;

next (rankLessThan3) : =
case
(input = uR) & (rank >=2) : 0;
(active = bR) & (rank >=2) : 0 ;
1 : rankLessThan3 ;
esac;

TherankBonus2triggeris setwhenrank is updatedThistriggerupdatesheamount
for theemployeewhoserankLessThan3 is true. The SMV specificatiorfor the stateini-
tialization and statetransformatiorof rankBonus?2 is identicalto that of rankBonus of
the previous example.This is expectedbecauséhe eventandthe conditionpartof the
triggersarethe same.The actionpartsof the two triggersaredifferentandthis is re-
flectedin the statetransformatiorof variableamount.

init(amount) := 0;
next (anount) :=
case
(input = uA) : (amount + 1) nod 5;
(active = rB) & rankLessThan3 : (amount + 1) nmod 5;
1 : anount;
esac;

The CTL formulaeremainshe same:
SPEC AG((input = n) -> AF((active =n)))

For this particularexample therulesbonusRankandrankBonus2 areterminating.
Thetriggeringgraphanalysigechniqug?2] detectsacycle signifying a potentialsource
of non-terminationHowever, whenwe executethe SMV programcorrespondingo this
example the CTL formulaereturntrueindicatingthatthetriggersdo indeedterminate.



-- specification AG (input = n -> AF active = n) is true

Thereasonwhy the modelchecler is ableto answerin the positive is thatit performs
anexhaustve searcton the entirestatespacefor thefinite statemodel.

6 Conclusion

Our contrikution in this paperis thatwe illustrate how state-of-the-arformal method
toolscanbeusedto reasoraboutactive databasepplicationsin this papemwe focuson

how terminationof active databaseulescanbe formally verified by the databasgro-

grammerusingan easy-to-usesymbolicmodelchecler. The formal analysisprovides
assuranc¢hatthe resultingsystemindeedpossessethe terminationproperty Usinga

very simpleexample,we illustratethat our approactcandetectterminationfor a case
wherethetriggeringgraphapproactof Aikenetal. [2] fails.

Themajordifficulty in this approachs developinganaccuratdinite statemodelof
the active databasapplication.The modelingshouldbe suchthat the propertybeing
verified shouldnot be alteredin the processof developingthe finite stateabstraction.
In this paperwe illustrate manuallyhow the model canbe developed.A future work
remainshow someautomatedrerificationmethodologycanbe usedto createa model
thatcanbe automaticallychecled by the model-checkr. A similaridea,in the context
of automatedrerificationof communicatiomprotocols,wasproposedy Havelundand
Shankaf10]. In thiswork theauthorsshaov how theorenproving canbeusedto gener
ateafinite stateabstractiorof acommunicatiorprotocol,which, in turn, canbeverified
by modelchecking.We planto explore, if andhow, suchideascanbe usedto verify
active databasapplications.
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Appendix 1: SMV Specificationsfor Example 1

MODULE mai n
VAR
rank : O0..4;

amount : 0..4;

oldrank : 0..4;
ol damount : 0..4;

bonusRank : bool ean;
rankBonus : bool ean;



active : {bR rB, n};
input : {uR UA n};

ASSI GN

init(oldrank) :
next (ol drank) :

init(oldamunt) :=
next (ol damount) : = anount
init(rank) :=0;
next (rank)
case
(input = uR) : (rank + 1) mod 5
(active = bR) : (rank + 1) nod 5;
1: rank ;

esac;
init(anount) := 0;
next (anount) :=
case
(input = uA) : (amount + 1) nmod 5
(active = rB) : (amount + 1) nod 5;
1 : amount;
esac;
init(active) :=n
next (active) :=
case
I'(active = bR) & (bonusRank = 1) : bR
I'(active = rB) & (rankBonus = 1) : rB;
' (amount = ol damount) : bR
I'(rank = oldrank) : rB;
1:nm
esac;

i ni t(rankBonus)
next (rankBonus)
case
I'(rank = oldrank) : 1;
(rankBonus = 1) & !(active =rB) : 1;
1: 0;
esac;



i ni t(bonusRank) :
next (bonusRank) :

case
' (amount = ol danmount) : 1;

1:
esac;

0;

init(input) :
next (i nput) :
case
I(input =n) : n;
I'(active = n) : n;

(input = n) & (active =n) : {uR

esac,

--Checking for Rule Termnation

(bonusRank = 1) & !(active = bR) :

1

UA, n};

--Returns true if the rules will eventually termnate

SPEC AQ (input =n) -> AF((active =n)))

Appendix 2: Output Producedby SMV Model Checker

- specification AG (input = n -> AF active = n) is false
- as denonstrated by the foll owing execution sequence



state 1.1:
rank = 0
amount = 0
ol drank =
ol danount
bonusRank
r ankBonus
active = n
input =n

n 1 o

o

=

state 1.2:
input = uR

state 1.3:
rank = 1
input =n

state 1.4:

oldrank =1
rankBonus =
active = rB
input = uR

state 1.5:
rank = 2
amount =1
rankBonus =
active = n
input = n

state 1.6:
ol drank =
ol danount
bonusRank
rankBonus
active = bR

N

-- loop starts here --

state 1.7:
rank = 3
bonusRank =
active = rB

state 1.8:
amunt = 2

1

1
1
1

0

oldrank = 3

state 1.9:
amount = 3
ol danount
bonusRank
rankBonus =
active = bR

state 1.10
rank = 4
ol dambunt =

state 1.11:
rank = 0

oldrank = 4
bonusRank
rankBonus =
active = rB

state 1.12
amount = 4
oldrank = 0

state 1.13
amount =0
ol danount
bonusRank
rankBonus =
active = bR

state 1.14:
rank = 1
ol dambunt =

state 1.15
rank = 2

ol drank =
bonusRank
rankBonus
active =r

(.o B I

state 1.16
amount = 1
oldrank = 2

2
1
0

4
1
0



state 1.25

state 1.17: ampunt = 1
amount = 2 ol damount = 0
ol danpunt =1 bonusRank = 1
bonusRank = 1 rankBonus = 0
rankBonus = 0 active = bR
active = bR
state 1.26
state 1.18: rank = 2
rank = 3 ol danount =1
ol danpunt = 2
state 1.27
state 1.19: rank = 3
rank = 4 ol drank = 2
oldrank = 3 bonusRank = 0
bonusRank = 0 rankBonus = 1
rankBonus = 1 active = rB
active = rB
state 1.20: resources used:
anmount = 3 user time: 0.09 s, systemtine: 0.01 s
oldrank = 4 BDD nodes al | ocat ed: 10029
Bytes all ocated: 1048576
state 1.21: BDD nodes representing transition relation: 1314 + 1
anount = 4
ol damount = 3
bonusRank = 1
rankBonus = 0

active = bR

state 1.22:
rank = 0
ol damount = 4

state 1.23:
rank = 1
oldrank = 0
bonusRank = 0
rankBonus = 1
active = rB

state 1.24:
amount = 0
oldrank = 1



