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Abstract. Onepotentialproblemof activedatabaseapplicationsis thenon-termination
of rules.Althoughalgorithmshave beenproposedto detectnon-termination,al-
most all provide a conservative estimate;that is, the algorithmsdetectall the
potentialcasesof non-termination.Thesealgorithmsthenleave it to thedatabase
programmertoanalyzeeachcasetodetermineif indeedtherulesarenon-terminating.
Ourwork proposestheuseof automatedtoolsfor softwarespecificationandver-
ification, to analyzeactive databaseapplications.In this paperwe show how the
databaseprogrammercanautomaticallydetectnon-terminationusingan exist-
ing symbolicmodelchecker. Our approachdoesnot requiremuchexpertiseon
thepartof thedatabaseprogrammer, andcanbeusedto detectterminationcases
whichtheconservativeapproachesrejectasnon-terminatingones.Ourapproach,
thus,complementstheconservativeapproaches.

1 Intr oduction

Active databasesystems[1,7–9,16–18] appearto be a very promising technology.
However, usersarereluctantto useit becauseof theuncertaintyassociatedwith how a
setof active databaserulesactingon their own will interactwith eachotherandwith
othertransactions[15]. To ensurethattheapplicationwill behave in apredictableman-
ner, activedatabaseapplicationsneedto beformally verified.In thispaper, wefocuson
how oneimportantpropertyof active databasesystems,namely, terminationof active
databaserules,canbeformally verifiedusingsymbolicmodelchecking.

Detectingterminationof active databaserulesis, in general,anundecidableprob-
lem. However, researchershave proposedconditions[2, 12,13] which aresufficient to
ensuretermination.Thus,agivenproblemcanbeanalyzedto checkwhetherit satisfies
theseconditions;if it doesthentherule-setsareguaranteedto terminate,otherwisethey
may or may not. Onesuchconditionis the acyclicity of the triggeringgraph[2]. Ab-
senceof cyclesin a triggeringgraphindicatesthat theruleswill eventuallyterminate.
Cyclesin thetriggeringgraphindicatepotentialfor non-termination.In otherwords,if
acycleexistsin thetriggeringgraph,furtheranalysismustbedonebeforeonecangive
a moredefiniteanswerabouttermination.Thequestionis how to analyzetheapplica-
tion to find outwhethertherulesinvolvedin thecyclewill indeedterminateor not.This
paperaimsto answertheabove question.In this work we show how modelchecking,



asoftwareverificationtechnique,canbeusedto analyzetheapplicationandgivesome
usefulresultsabouttermination.

To illustrateour approachwe usetheSMV modelchecker1 [14]. Thefirst stepin-
volvesconverting theactive databaseapplicationto anSMV specification.Thesecond
stepis to expressthe terminationpropertyasa CTL (ComputationalTreeLogic) for-
mulae.Thethird stepinvolvesusingthemodelchecker to seeif thepropertyholds.The
modelchecker performsan exhaustive searchandreportswhetherthe propertyholds
or not. If the propertydoesnot hold, the modelchecker providesa traceshowing the
violationof theproperty.

Wefind thatourmethodis ableto

1. predict terminationof rules that arealsopredictedto terminateby the triggering
graphapproach;

2. predictterminationof rulesthat do terminate,but arediagnosedaspossiblynon-
terminatingby thetriggeringgraphapproachand

3. predictnon-terminationfor rulesthatareindeednon-terminatingand,additionally,
provide asequenceof ruleexecutionthatleadsto thenon-termination.

Thelastpropertyof ourapproachisspeciallyimportant;it providesahint to thedatabase
designerhow to modify theapplicationto ensurecorrectbehavior.

Therestof thepaperis organizedasfollows:Section2 discussessomerelatedwork.
Section3 givesan overview of our approach.Section4 first presentsan overview of
theSMV modelchecker andthenillustratesour approachusinga motivatingexample.
Section5 presentsa secondexamplewith terminatingrule setsand the outcomeof
analyzingthisexamplewith SMV. Section6 concludesthispaper. Appendix1 provides
theSMV specificationcorrespondingto theexampledescribedin section4.2.Appendix
2 providestheoutputgeneratedby theSMV modelchecker for thespecificationgiven
in Appendix1.

2 RelatedWork

Oneof the major works on rule terminationdetectionis that by Widom et al. [2]. In
this work, the authorsproposea static,graphtheoreticapproachto detectif a setof
activedatabaseruleshavetheterminationaswell asotherdesirableproperties,suchas,
confluenceandobservabledeterminism.Thiswork involvesbuilding a triggering graph
of an active databaseapplicationandthenanalyzingit to determinethe propertiesof
theapplication.Theverticesof thetriggeringgraphcorrespondto theactiverulesof the
application.Thereis anedgefrom vertex i to anothervertex j if thereis apossibilitythat
therulerepresentedby vertex i cantriggertherulerepresentedby vertex j. Theabsence
of cyclesin thegraphindicatethat thegivensetof rulesareterminating.Cyclesin the
executiongraphidentify potentialscenariosof non-termination.

Someexamplesof terminationthatarenotdetectedby thetriggeringgraphcitedby
theauthorsareasfollows: (i) Theactionof somerule r deletestuplesfrom a table,and

1 The SMV model checker is available from http://www.cs.cmu.edu/afs/cs/project/
modck/pub/www/modck.html



no otherruleson the cycle inserttuplesinto thesetables.(ii) Theactionof somerule
r on the cycle performsa monotonicupdate,guaranteeingthat the conditionof some
rule r � eventuallybecomesfalse.In both thesecasesthe triggeringgraphgeneratesa
cycle indicatinga possibility of non-termination.Oncea cycle hasbeendetected,the
rulesinvolvedin thecycle mustbeanalyzed.Theauthorsdo not specifyhow theusers
canperformsuchananalysis.In a real-world active databaseapplication,a cycle may
involvealargenumberof rules.Manuallyanalyzingall theserulesmaybetiresomeand
error-prone.In our work we show how this analysiscanbeautomatedby usingmodel
checking.Notethat,boththecasesof terminationidentifiedabovecanbedetectedusing
ourapproach.

Anotherwork onterminationdetectionhasbeenproposedby Karadimceetal. [12].
The authorsargue that a simple syntacticanalysismay producea graphcontaining
cycleswhereasa moredetailedanalysismay producean acyclic graph.If a detailed
analysiscanshow thatarule p cannever triggeranotherruleq, thentheedge� p � q � can
besafelyremovedfrom thegraph.Removing edgesin this mannermayat somestage
yield anacyclic graphindicatingthattherulesdo indeedterminate.

BaralisandWidom[6] introducedanotherkind of graphknown asactivation graph
to detecttermination.Theverticescorrespondsto therulesof theapplication.An edge
� i � j � signifiesthat the actionof rule i may satisfy the conditionof rule j. Acyclicity
of this graphmeansdefinitetermination.Baralisproposeda rule-reductionmethod[5]
thatmakesuseof bothactivationandtriggeringgraphs.Any vertex thatdoesnot have
anincomingactivationor triggeringedgeis removedtogetherwith its outgoingedges.
If all theverticesareremovedin theprocess,therule setis indeedterminating.

Ruleanalysisfocussingontheterminationandconfluencepropertieshavealsobeen
proposedby VanderVoort et al. [13]. Theauthorsbasetheir work on object-oriented
databaseandproposea designtheorywhich they useto ascertainwhethertherulesare
terminatingand/orconfluent.The focusis on decidingterminationin a fixed number
of steps.Therule modelusedis very restrictive– rule actionscanonly modify datase-
lectedby therulecondition,andit appearsthatinsertionsanddeletionsarenotallowed.
Decidabilityresultsfor theterminationof ruleshasalsobeengivenby Bailey etal. [4].
In a separatework Bailey et al. [3] show how collectingsemanticinformationcanbe
usefulin terminationanalysis.

3 Our Approach

Our approachrequiresbuilding a finite statemodelof the active databaseapplication
whichcanthenbeverifiedby anexistingverificationtechniqueknown asmodel check-
ing. Model checkershave beentraditionallyusedto verify hardwaredevices.They re-
quirethatthemodelto beverifiedberepresentedasafinite statemachine.Thisrequire-
menthashistorically limited theuseof modelcheckingfor softwareverification,since
softwaresystems,in general,areinfinite statemachines.Only recentlyresearchershave
shown how to build a finite stateabstractionof thesoftwaresystemandverify it using
modelchecking[11,19].

In our approach,we first build a finite stateabstractionof anactive databaseappli-
cationandthenverify thefinite statemodelusingthesymbolicmodelcheckerknown as



SMV. We usetheinput languageto theSMV to representthefinite statemachine.The
terminationpropertiesarerepresentedasComputationalTreeLogic (CTL) (asubsetof
branchingtime temporallogic) formulae.TheSMV modelchecker verifiesthemodel
by performinga searchon thestatespaceandcomesup with theappropriateresponse:
eitherit printsthatthepropertyholdsor producesa counterexampleillustratingthevi-
olationof theproperty. Sincethemodelchecker searcheson theentirestatespace,our
approachis ableto correctlypredictterminationof rules.Moreover, thecounterexam-
ple,generatedby themodelchecker, providesthedesignerwith atraceof ruleexecution
that resultsin non-termination.We believe thatsucha tracegivesenoughinformation
to thedesignerto suitablymodify theactivedatabaseapplication.

We usetwo examples(many othersare,of course,possible)to describeour ap-
proachto rule terminationanalysis.The rules in the first exampletrigger eachother
indefinitelyandtheterminationpropertydoesnothold.Theresultobtainedin thiscase
concurswith that obtainedby applyingthe triggering-graphanalysisof Widom et al.
[2]. Next we modify the exampleslightly so that the rules do terminate.The corre-
spondingtriggering-graphhascyclesindicatingthepossibilitythatsomerulesmaynot
terminate.Our automatedanalysis,however, indicatesthattherulesdo terminate.

3.1 Rule ExecutionSemantics

Themodelingof theapplicationin SMV is dependenton therule executionsemantics.
We assumethat our active databasesystemincorporatesthe following rule execution
semantics.Note that,our choicewasarbitrary. We could have chosena differentrule
executionsemantics;in sucha casethe model in SMV would be different.How the
modelingchangeswith differentrule executionsemanticswill beexploredin a future
work.

1. SequentialExecution:Weassumeasequentialmodeof execution.Thatis,only one
input transactionor active rule is processedata time.

2. Rule ProcessingGranularity:The rules are processedafter eachoccuranceof a
transaction.Weassumethatthetransactionconsistsof asingledatabaseoperation.

3. Conflict Resolution:If two or morerulesaretriggeredat any time, therule chosen
for activation dependson the priorities specifiedin the rule definition. The other
rulesarequeuedup for later execution.If no priorities arespecified,onerule is
chosenarbitrarily for activation.

4. Iterative Rule Processing:Onerule is selectedandprocessedat a time beforese-
lectingandprocessingtheotherrule.

5. Set-OrientedExecution:We assumethat a rule is executedoncefor all database
instancestriggeringtherule or satisfyingtherulescondition.

6. CouplingModeis Dependent-Decoupled:Therule processingtakesplaceonly af-
ter theoriginal transactionhascommitted.

3.2 A Note on Notation

Thenotationsweuseareasfollows.Weusethebold font todescribedatabasevariables,
sans serif font to describetheSMV variables,anditalics to describeSMV keywords.



4 Modeling the Active DatabaseApplication

At this point we briefly describetheSMV modelchecker [14]. This will help theuser
understandhow we build finite stateabstractionsof theactivedatabaseapplication.

4.1 The SMV Model Checker

Theinput to theSMV modelchecker is anSMV program.Theprogramconsistsof four
parts:(i) declarationsof statevariables,(ii) the initial statesof the variables,(iii) the
transitionrelationsthatchangethestateof thevariablesand(iv) thespecificationof the
propertiesto beverified.Webriefly describethesyntaxof eachof thesefour parts.

Declaration of StateVariables: Thevariablesusedin anSMV specificationmustbe
declaredbeforeuse.Thedeclarationalsoincludesthetypeof thevariable.A state
variablecan be of the following types:boolean,scalar, and fixed arrays.In the
examplebelow threevariablesx, y andz have beendeclared.The variablex is a
booleanvariable,thatis, it cantakeoneof two values:0 or 1. Thevariable,y, is of
typeenumerated,thatis, it cantake oneof thethreevaluesA, B or C. Thevariable
z cantakeany valuein therange1 to 5.

x : boolean;
y : {A, B, C};
z : 1..5;

StateInitialization: TheSMV init functiondefinestheinitial valuesof thevariables.
For example,supposevariablex is initialized to 0. This is specifiedin SMV as:

init(x) := 0;

StateTransformation: The SMV next function defineshow the next statevaluesof
the variablesarecomputedusing the currentstatevaluesof the variables.Often
a variablechangesvaluedependingon whethercertainconditionsaresatisfiedby
the currentstatevariables.Moreover, the value may changein different ways if
differentconditionsaresatisfied.Theseconditionscanbe specifiedusinga case
statement.A case statementreturnsthe first expressionon the right handsideof
the colon (:), suchthat, the condition on the left handside of the colon is true.
Thedefault caseis oftenspecifiedasthelastexpressionof thecase statement:the
left handsideof the colon is a 1 andthe right handsideis the default value.The
examplebelow will helpillustratethepoint.Thenext statevalueof thevariabley is
A if thecurrentstatevaluesof x andz satisfyboththeconditionsx and(z = 1). The
next statevalueof y is B if y currentlyequalsB andz equals2. If neitherof these
conditionsaretrue,thatis, in thedefault case,thevalueof y remainsunchanged.

next(y) :=
case
x & (z = 1): A;
(y = B) & ( z = 2) : B;
1 : y;

esac;



Specificationsof the PropertiesusingCTL: The propertiesto be verified must be
specifiedasComputationalTreeLogic (CTL) formulae.A CTL formulaisaboolean
expression,an existential(E) pathformula,an universal(A) pathformula,or the
applicationof standardbooleanoperatorsto CTL formulae.A pathformula is the
applicationof thetemporaloperatorsnext (X), eventually(F), or globally (G), to a
CTL formula.For exampleif we wantto statethatit is alwaystruethat if X is true
in astate,thenin somefuturestateY will betruewespecifyit asfollows:

AG(X -> EF(y))

4.2 ExampleApplication with Non-Terminating Rules

The databaseapplicationhasa numberof tables,user-definedtransactions,andrules.
To keepthe exampleshort,we describeonly thoseentitiesthat are relevant for our
purpose.Thetwo tablesthatareof interestare:emp(id,rank,salary) andbonus(emp-
id,amount). Tableemp recordseachemployee’s rankandsalary, tablebonus records
abonusamountawardedto eachemployee.

The two transactionsthat we areinterestedin are:updateRank andupdateAmt.
The transactionupdateRank increasesthe rank of an employeeandupdateAmt in-
creasesthebonusamount.To keeptheexamplesimple,we assumethatanemployee’s
rankis alwaysincreasedby 1 andthebonusis alwaysincreasedby 10.

Wedefinetwo rules.Thefirst rule,bonusRank, statesthatwheneveranemployee’s
bonusis increasedby 10, theemployee’s rankis increasedby 1:

createrule bonusRankon bonus
whenupdated(amount)

thenupdateemp
setrank = rank + 1

whereid in (selectemp-id from new-updated, old-updated
wherenew-updated.emp-id= old-updated.emp-id

andnew-updated.amount- old-updated.amount= 10)

Thesecondrule, rankBonus, statesthatwheneveranemployee’s rankis modified,
thatemployee’sbonusis increasedby 10.

createrule rankBonus onemp
whenupdated(rank )

thenupdatebonus
setamount = amount + 10

whereemp-id in (selectid from new-updated)

Notethatthesetwo rulestriggereachotherindefinitely.

4.3 Converting the DatabaseApplication to an SMV Specification

A databaseapplicationoftenhasa largenumberof states;it is possiblefor theapplica-
tion to haveaninfinite numberof states.Thespecificationthatis to beexecutedby the



SMV modelcheckermusthavea finite a numberof states;in fact,to beefficiently exe-
cutedby themodelchecker thenumberof statesmustbeminimized.Thus,thebiggest
challengeis in downsizingtheapplicationwithout changingits properties.

In this sectionwe give an algorithm for converting a databaseapplicationto an
SMV specification.First, we give the generalalgorithm for converting the database
applicationto an SMV specification.Then,we give somehints on how to reducethe
statespace.

Step1: Creationof SMV StateVariables

Step1a: For eachcell in eachtable of the databasedefinetwo SMV variables.
Oneof thesevariableswill containthe currentstatevalueof the cell andthe
otherwill containthepreviousstatevalue.As a conventionthepreviousstate
variablescontainthe prefix ‘old’. Recall that eachvariablein SMV must be
specifiedwith arange.For now, weassumethattherangeof thisvariableequals
thedomainof thevaluesthatthecorrespondingattributecantake.Lateron,we
specifyhow to reducethis rangeto minimizethestateexplosionproblem.

State variables for the tables in the example: For eachrow i (wherei = 1,2,3,
����� ) in the tableemp we definethe variablesid-i, rank-i, salary-i to storethe
currentstatevaluesof the respective cells,andthe variablesoldid-i, oldrank-i,
oldsalary-i to storethepreviousstatevalues.Wecreatesimilarvariablesfor the
tablebonus. Assumingthateachtablehasjustonerow, thefollowing variables
are created.id-1 , rank-1, salary-1, oldid-1 , oldrank-1, oldsalary-1, empid-1,
amount-1, oldempid-1, oldamount-1. For the sake of conveniencewe elimiate
thesuffix -1 from thevariables.Thedeclarationof thevariablesandtheir types
usingapseudoSMV notation2 is:

id : 0..1000;
rank : 0..no upper limit;
salary : 0..no upper limit;
oldid : 0..1000;
oldrank : 0..no upper limit;
oldsalary : 0..no upper limit;
empid : 0..1000;
amount : 0..no upper limit;
oldempid : 0..1000;
oldamount : 0..no upper limit;

Step1b: For eachrule in the application,defineanSMV variable.Eachof these
variablesarespecifiedasboolean.The value1 of the variableindicatesthat
thecorrespondingrulehasbeentriggered.Thevalue0 indicatesthatthecorre-
spondingrule hasnotbeentriggered.

State variables for the rules in the example: Themotivatingexamplehastwo
rulesthatgeneratethefollowing statevariablesin SMV.

2 In SMV we mustspecifya rangewith a lowerandanupperlimit



rankBonus : boolean;
bonusRank : boolean;

Step1c: DefineanSMV variableactive to indicatewhich rule is currentlyactive.
The variableactive is an enumeratedtype (known asscalarin SMV). Corre-
spondingto eachrule in theapplicationthereis anenumerator. Dependingon
whichrule is active,thevariableactive takesonthecorrespondingvalue.There
is alsoanotherenumerator, n, thatis usedto denotethatno rulesareactive in a
particularstate.

State variable to represent current active rule: For our examplethe variable
active can take the value bR (indicating that the rule bonusRank hasbeen
chosenfor activation),rB (indicatingthattherule rankBonus hasbeenchosen
for activation),or n (indicatingthatno ruleshavebeenchosenfor activation).
active : {bR, rB, n};

Step1d: DefineanSMV variableinput to indicatewhich input transactionis cur-
rentlybeingprocessed.Thevariableinput is alsoanenumeratedtype.For each
input transaction,thereis acorrespondingenumerator. Thereis furtheranenu-
merator, n, that is usedto denotethat no input transactionis currentlybeing
processed.

State variable to represent current active transaction: Themotivatingexample
hastwo transactionsupdateRank and updateAmt. Thus the variable input
cantake in any of the threevaluesuR (indicatingthat the currenttransaction
beingprocessedis updateRank), uA (indicating that the currenttransaction
beingprocessedis updateAmt) andn (indicatingthat no input transactionis
currentlybeingprocessed).
input : { uR, uA, n};

Step2: StateInitialization
Step2a: For eachSMV variablederived from thedatabasetable,specifytheap-

propriateinitial valuesusingthe init statement.The initial valuesdependon
theapplicationsemanticsandcannotbegeneralized.

Initializing state variables corresponding to the table: For our motivatingex-
ample,theinitial valuesareasfollows:
init(id) := 0;
init(rank) := 0;
init(salary) := 0;
init(oldid) := 0;
init(oldrank) := 0;
init(oldsalary) := 0;
init(empid) := 0;
init(amount):= 0;
init(oldempid) := 0;
init(oldamount) := 0;

Step2b: The variablescorrespondingto the rulesareinitialized to 0. This is be-
causeinitially no rulesaretriggered.



Initializing state variables corresponding to the rules: For ourexamplethis is
doneasfollows:
init(rankBonus) := 0;
init(bonusRank) := 0;

Step2c: The variablesactive and input areeachinitialized to n – indicatingthat
noneof therulesareactiveandno input transactionis beingprocessed.

Initializing the variables active and input: For ourexamplethisis implemented
asfollows:
init(active) := n;
init(input) := n;

Step3: StateTransformation
Step3a: The SMV variablesthat containprevious statesvaluesare changedas

follows: thenext statevaluesof thesevariablesequalthecurrentvaluesof the
correspondingvariables.

State transformation of variables containing previous state values: For our
examplethis is
next(oldid) := id;
next(oldrank) := rank;
next(oldsalary) := salary;
next(oldempid) := empid;
next(oldamount) := amount;

Step3b: TheSMV variablescontainingcurrentvaluesaremodifiedasperappli-
cation semantics.Typically, in a databaseapplication,thereare transactions
and/orrulesthatupdatethecorrespondingcells in thetable.A case statement
is usedto modelthis. Thenumberof expressionsin the case statementis the
numberof transactionsandrulesthatupdatethis cell plusonefor thedefault
case.

State transformation of variables containing current state values: For our ex-
ample,rank andamount aretheonly variablesthatarechangedby triggersor
transactions.Considerthe statetransformationof the variablerank given be-
low:
next(rank) :=
case
(input = uR) : rank + 1;
(active = bR) : rank + 1;
1 : rank;

esac;
Thefirst expressionin thecase statementindicatesthatrank getsupdatedif the
currentinput transactionis updateRank. Thesecondexpressionindicatesthat
rank getsupdatedif thecurrentactive rule is bonusRank. Thelastexpression
is thedefault case– if noneof theabove two casesaretrue,thenrank remains
unchanged.
Similarly, thevariableamount’s statetransformationis givenby thefollowing
SMV code:



next(amount):=
case
(input = uA) : amount + 10;
(active = rB) : amount + 10;
1 : amount;

esac;
Step3c: The rule variablesareset if the correspondingrulesget triggered.Note

that, a rule getstriggeredif someevent hasoccuredand somecondition is
satisfied.The event can be either an insert, updateor deleteoperationon a
table.The condition may dependon the value of someattributes.The state
variablesrepresentingtherulesaremodifiedin thefollowing way. Thereis case
statementdescribingthedifferentconditionsin which the rule getstriggered.
Thefirst expressioncontainstheconjunctionof theeventsandtheconditions
thatcausetherule to betriggered.Thesecondexpressionsaysthat if therule
is triggered,but hasnot beenprocessed,thenthe rule remainstriggered.The
third expressiongivesthedefault casewhich meanstherule variableis setto
0; this indicatesthat the rule will not be triggeredif the above conditionsare
notsatisfied.

State transformation of rule variables: For therulerankBonus theSMV spec-
ificationsis:
next(rankBonus) :=
case
!(rank = oldrank) : 1;
(rankBonus = 1) & !(active = rB) : 1;
1 : 0;

esac;

The first expressionsaysthat the rule rankBonus is triggeredif the valueof
rank changes.Thesecondexpressionsaysthatif rankBonus wastriggeredbut
notactivated,it will beactivatedin thenext state.Finally, thedefault casesays
thatif noneof theaboveconditionsis truethentherule is not triggered.
Similarly theSMV specificationfor therule bonusRank is:
next(bonusRank) :=
case
!(amount = oldamount) : 1;
(bonusRank = 1) & !(active = bR) : 1;
1 : 0;

esac;

Step3d: Thevariableactive getschangedin thefollowing way. A case statement
is usedto specifyhow thevalueof active changes.For eachrule variablethere
aretwo expressions.Thefirst expressionindicatesthatif a rulevariableis true
but therule hasnot beenactivated,thenactive getsthevalueof that rule. The
secondexpressionsaysthat if the event andthe conditionof a rule areboth
satisfied,therule mustbeactivated.



Note the order in which the expressionscorrespondingto the different rule
variablesarespecifiedin thecase statement,determinethepriority of rule ex-
ecution.This is becauseof thepropertythat if theconditionsfor multiple ex-
pressionsin acase statementaresatisfied,only thefirst expressionis executed.

State transformation of variable active: Thefirst expressionin thecase state-
mentsaysthat if thecurrentactive trigger is not bonusRankbut it is queued
up for activation, thenin the next stateit will becomeactive. The secondex-
pressionmakes a similar argumentabout the trigger rankBonus. The third
expressionsaysthat if theamount hasbeenchangedthenin thenext therule
bonusRankwill beactivated.Thefourth expressionsaysthat if the rank has
beenupdated,thentherule rankBonus will beactivated.If noneof theabove
conditionsaretrue,thenno rule will beactivatedin thenext state.
next(active) :=
case
!(active = bR) & (bonusRank = 1) : bR;
!(active = rB) & (rankBonus = 1) : rB;
!(amount = oldamt) : bR;
!(rank = oldrank) : rB;
1 : n;

esac;
Step3e: Thevariableinput determineswhich transactionis beingprocessed.We

assumethat oncean input transactionis beingprocessedor thereis a trigger
activated,noothernew transactionis acceptedbecausetheprocessingis notyet
complete.Otherwisetheinput cantakeany valuefrom itspossibleenumerators.
Thevaluethat input takesin this caseis specifiednon-deterministically.

State transformation of variable input: For ourexample,theSMV specification
is:
next(input) :=
case

!(input = n) : n;
!(active = n) : n;
(input = n) & (active = n) : {uR, uA, n};

esac;

Converting DatabaseApplication to a Verifiable SMV Specification The SMV
model checker checksall possiblestatesfor the satisfaction of the property. Hence,
to avoid thestateexplosionproblemit is requiredthatthenumberof statesbekeptto a
minimumlevel. In this sectionwe discusssomeoptimizationsto reducethenumberof
states.But beforewe talk aboutoptimization,weneedto elaborateon somedetailsleft
out earlier.

SpecifyUpper Limits: In someapplicationsno upperboundis specifiedfor an at-
tribute. However, in the SMV specificationboth the upperand the lower bound
mustbe specifiedfor a particularvariable.To simulatethe caseof a variablenot



having an upperbound,we usethe modulooperationandwrap aroundwhenthe
variablereachestheupperlimit.

Specifying upper limits for the example: In ourexampleapplicationnoupperlimit
hasbeenspecifiedfor therank attribute.However, thecorrespondingSMV variable
is specifiedwith anupperboundshown below.

rank : 0..4;

Considerthestatetransformationof thevariablerank asdiscussedin Step3b.

next(rank) :=
case
(input = uR) : rank + 1;
(active = bR) : rank + 1;
1 : rank;
esac;

With the above example,the rank will soonreachan upperbound.To avoid this
scenario,weusethemodulooperationshown below:

next(rank) :=
case
(input = uR) : (rank + 1) mod 5;
(active = bR) : (rank + 1) mod 5;
1 : rank;
esac;

Note that themodelingabove doesnot distinguishbetweenranks1, 6, 11 etc.So
if the actualvalueof the rank is importantfor someapplicationthensomeextra
measuresmustbe taken.For example,supposetheapplicationrequiresthat if the
rankis 1 thenanemployeegetsanextrabonus.To modelthisweneedto introduce
anothervariablerankIsOne which equals1, if therankis one,and0 otherwise.

Eliminate Redundant Variables: In Step1 wementionedthatfor eachfield wecreate
two variables.Now someof thefieldsareneverchangedin anapplicationandthey
arenot importantwith respectto thepropertybeingverified.Suchvariablescanbe
safelyeliminatedfrom the specification.For instance,in the motivating example,
the variablesid, empid, salary, are never usedin the specification.So thesecan
safelybeeliminated.Somefields in a tablearenever updated.For thesefieldswe
do not requirea variableto storethepreviousstatevalues.For example,id, empid
nevergetupdated– sowecando without thevariablesoldid, oldempid.

Reducethe Rangeof Variables: Sometimesa variablecantake a wide rangeof val-
ues.For example,the salaryof an employeecantake any valuein the range0 to
200000.However, specifyingsalaryasanintegerwith theaboverangewill leadto
a stateexplosionproblem.
Onesolutionis to just list a few possiblevaluesthatthesalarycantakeasin

salary : {40000, 45000, 50000, 55000, 60000}



This solution is fine for applicationsin which the rangeis 40000to 60000and
incrementsoccurin 5000.However, if theapplicationrequiresthatanincrementof
1000begivento anemployeethenthis cannotbemodeledif we specifythesalary
asabove.
A secondsolutionmaybeto just scaledown thesalary:

salary : 0..20

Thissolutionassumesthattheunit is in thousands.If thissolutionis used,thencare
mustbetakento divideall theusageof salaryfiguresby 1000.Thissolutionis used
to scaledown the valueof amount variablein our motivating example.Note that
othersolutionsmayalsobepossible.Thesolutionwhich mustbeuseddependson
theapplication.

Thecompletespecificationthat is input to the SMV modelchecker is provided in
Appendix1.

4.4 SpecifyingNon-termination PropertiesusingComputational TreeLogic

Oncewe have built the finite model, the next stepis to specify the non-termination
propertyusingComputationalTreeLogic (CTL) formulae.To show non-termination,
we have to show that in theabsenceof input transactions,thetriggerswill all bereset,
thatis, no triggerwill beactive.

TheCTL formulafor theterminationpropertyis asfollows:

SPEC AG((input = n) -> AF((active = n)))

Theabove CTL formulastatesthat it is alwaysthecasethat in theabsenceof any
input transactions,eventuallynoneof the triggersareactive. Note that all properties
statedin CTL begin with the word SPEC. The formula AG(f) meansthat f holds in
every statealong every path.The formula AF(f) meansthat along every path there
existssomefuturestatein whichf holds.

Theoutputof themodelchecker is asfollows:

-- specification AG (input = n -> AF active = n)
-- as demonstrated by the following execution sequence

...
TheCTL formulaearefalse;thatis therulesdo not terminate.Themodelchecker also
provides the scenariounderwhich the rulesdo not terminate.The detailedoutput is
givenin AppendixB.

5 Example with Terminating Rules

To illustrate the advantageof our approachover [2], we createa secondexampleby
slightly modifying the rule rankBonus of the examplein Section4.2. The modified
rule,which we call rankBonus2, is givenbelow. As beforetherankBonus2 trigger is
setwhen rank is updated.However, this trigger updatesthe amount for the employee
whoserank is lessthan3.



createrule rankBonus2onemp
whenupdated(rank )

thenupdatebonus
setamount = amount + 10

whereemp-id in (selectid from new-updated
andnew-updated.rank � 3)

Thefinite statemodelfor thisapplicationis developedin thesamemannerasin the
previousexample.Themodelis very similar exceptthatwe introducea booleanstate
variablerankLessThan3. Thevalueof rankLessThan3 equals1 whenrank is lessthan3
and0 otherwise.Initially rankLessThan3 is 1.Wheneverthecurrentrankis greaterthan
or equalto 2 andthecurrentinput transactionis updateRankor thecurrentactive trig-
ger is bonusRank, rankLessThan3 is setto 0. Otherwise,thevalueof rankLessThan3
is not changed.

TheSMV specificationfor thestateinitialization andstatetransformationof rank-
LessThan3 aregivenbelow:

init(rankLessThan3) := 1;
next(rankLessThan3) :=
case
(input = uR) & (rank >= 2) : 0;
(active = bR) & (rank >= 2) : 0 ;
1 : rankLessThan3 ;

esac;

TherankBonus2triggerissetwhenrank is updated.Thistriggerupdatestheamount
for theemployeewhoserankLessThan3 is true.TheSMV specificationfor thestateini-
tializationandstatetransformationof rankBonus2 is identicalto thatof rankBonus of
thepreviousexample.This is expectedbecausetheeventandtheconditionpartof the
triggersarethe same.The actionpartsof the two triggersaredifferentandthis is re-
flectedin thestatetransformationof variableamount.

init(amount) := 0;
next(amount) :=
case

(input = uA) : (amount + 1) mod 5;
(active = rB) & rankLessThan3 : (amount + 1) mod 5;
1 : amount;

esac;

TheCTL formulaeremainsthesame:

SPEC AG((input = n) -> AF((active = n)))

For thisparticularexample,therulesbonusRankandrankBonus2areterminating.
Thetriggeringgraphanalysistechnique[2] detectsacyclesignifyingapotentialsource
of non-termination.However, whenweexecutetheSMV programcorrespondingto this
example,theCTL formulaereturntrueindicatingthatthetriggersdo indeedterminate.



-- specification AG (input = n -> AF active = n) is true

Thereasonwhy themodelchecker is ableto answerin thepositive is that it performs
anexhaustivesearchon theentirestatespacefor thefinite statemodel.

6 Conclusion

Our contribution in this paperis thatwe illustratehow state-of-the-artformal method
toolscanbeusedto reasonaboutactivedatabaseapplications.In thispaperwefocuson
how terminationof active databaserulescanbeformally verifiedby thedatabasepro-
grammerusingan easy-to-usesymbolicmodelchecker. The formal analysisprovides
assurancethat theresultingsystemindeedpossessestheterminationproperty. Usinga
very simpleexample,we illustratethatour approachcandetectterminationfor a case
wherethetriggeringgraphapproachof Aikenet al. [2] fails.

Themajordifficulty in this approachis developinganaccuratefinite statemodelof
the active databaseapplication.The modelingshouldbe suchthat the propertybeing
verified shouldnot be alteredin the processof developingthe finite stateabstraction.
In this paperwe illustratemanuallyhow the modelcanbe developed.A future work
remainshow someautomatedverificationmethodologycanbeusedto createa model
thatcanbeautomaticallycheckedby themodel-checker. A similar idea,in thecontext
of automatedverificationof communicationprotocols,wasproposedby Havelundand
Shankar[10]. In thiswork theauthorsshow how theoremproving canbeusedto gener-
ateafinite stateabstractionof acommunicationprotocol,which,in turn,canbeverified
by modelchecking.We plan to explore, if andhow, suchideascanbe usedto verify
activedatabaseapplications.
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Appendix 1: SMV Specificationsfor Example 1

MODULE main
VAR
rank : 0..4;
amount : 0..4;

oldrank : 0..4;
oldamount : 0..4;

bonusRank : boolean;
rankBonus : boolean;



active : {bR, rB, n};
input : {uR, uA, n};

ASSIGN

init(oldrank) := 0;
next(oldrank) := rank;

init(oldamount) := 0;
next(oldamount) := amount;

init(rank) := 0;
next(rank) :=
case
(input = uR) : (rank + 1) mod 5;
(active = bR) : (rank + 1) mod 5;
1 : rank ;

esac;

init(amount) := 0;
next(amount) :=
case

(input = uA) : (amount + 1) mod 5;
(active = rB) : (amount + 1) mod 5;
1 : amount;

esac;

init(active) := n;
next(active) :=
case

!(active = bR) & (bonusRank = 1) : bR;
!(active = rB) & (rankBonus = 1) : rB;
!(amount = oldamount) : bR;
!(rank = oldrank) : rB;
1 : n;

esac;

init(rankBonus) := 0;
next(rankBonus) :=
case

!(rank = oldrank) : 1;
(rankBonus = 1) & !(active = rB) : 1;
1 : 0;

esac;



init(bonusRank) := 0;
next(bonusRank) :=
case

!(amount = oldamount) : 1;
(bonusRank = 1) & !(active = bR) : 1;
1 : 0;

esac;

init(input) := n;
next(input) :=
case

!(input = n) : n;
!(active = n) : n;
(input = n ) & (active = n) : {uR, uA, n};

esac;

--Checking for Rule Termination
--Returns true if the rules will eventually terminate

SPEC AG((input = n) -> AF((active = n)))

Appendix 2: Output Producedby SMV Model Checker

-- specification AG (input = n -> AF active = n) is false
-- as demonstrated by the following execution sequence



state 1.1:
rank = 0
amount = 0
oldrank = 0
oldamount = 0
bonusRank = 0
rankBonus = 0
active = n
input = n

state 1.2:
input = uR

state 1.3:
rank = 1
input = n

state 1.4:
oldrank = 1
rankBonus = 1
active = rB
input = uR

state 1.5:
rank = 2
amount = 1
rankBonus = 0
active = n
input = n

state 1.6:
oldrank = 2
oldamount = 1
bonusRank = 1
rankBonus = 1
active = bR

-- loop starts here --
state 1.7:
rank = 3
bonusRank = 0
active = rB

state 1.8:
amount = 2

oldrank = 3

state 1.9:
amount = 3
oldamount = 2
bonusRank = 1
rankBonus = 0
active = bR

state 1.10:
rank = 4
oldamount = 3

state 1.11:
rank = 0
oldrank = 4
bonusRank = 0
rankBonus = 1
active = rB

state 1.12:
amount = 4
oldrank = 0

state 1.13:
amount = 0
oldamount = 4
bonusRank = 1
rankBonus = 0
active = bR

state 1.14:
rank = 1
oldamount = 0

state 1.15:
rank = 2
oldrank = 1
bonusRank = 0
rankBonus = 1
active = rB

state 1.16:
amount = 1
oldrank = 2



state 1.17:
amount = 2
oldamount = 1
bonusRank = 1
rankBonus = 0
active = bR

state 1.18:
rank = 3
oldamount = 2

state 1.19:
rank = 4
oldrank = 3
bonusRank = 0
rankBonus = 1
active = rB

state 1.20:
amount = 3
oldrank = 4

state 1.21:
amount = 4
oldamount = 3
bonusRank = 1
rankBonus = 0
active = bR

state 1.22:
rank = 0
oldamount = 4

state 1.23:
rank = 1
oldrank = 0
bonusRank = 0
rankBonus = 1
active = rB

state 1.24:
amount = 0
oldrank = 1

state 1.25:
amount = 1
oldamount = 0
bonusRank = 1
rankBonus = 0
active = bR

state 1.26:
rank = 2
oldamount = 1

state 1.27:
rank = 3
oldrank = 2
bonusRank = 0
rankBonus = 1
active = rB

resources used:
user time: 0.09 s, system time: 0.01 s
BDD nodes allocated: 10029
Bytes allocated: 1048576
BDD nodes representing transition relation: 1314 + 1


