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ABSTRACT

Conventional access control models like role based access
control are suitable for regulating access to resources by
known users. However, these models have often found to
be inadequate for open and decentralized multi-centric sys-
tems where the user population is dynamic and the identity
of all users are not known in advance. For such systems, cre-
dential based access control has been proposed. Credential
based systems achieve access control by implementing a bi-
nary notion of trust. If a user is trusted by virtue of success -
ful evaluation of its credentials it is allowed access, otherwise
not. However, such credential based models have also been
found to be lacking because of certain inherent drawbacks
with the notion of credentials. In this work, we propose a
trust based access control model called TrustBAC. It ex-
tends the conventional role based access control model with
the notion of trust levels. Users are assigned to trust levels
instead of roles based on a number of factors like user creden
tials, user behavior history, user recommendation etc. Trust
levels are assigned to roles which are assigned to permissits
as in role based access control. The TrustBAC model thus
incorporates the advantages of both the role based access
control model and credential based access control models.

Categories and Subject Descriptors

D.4.6 [Operating Systems ]: Security and Protection|
Access controls; H.1 [Models and Principles ]: Miscella-
neous; K.6.5 Management of Computing and Infor-
mation Systems ]: Security and Protection
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1. INTRODUCTION

Proper access control to resources is one of the major con-
cerns for any organization. Di erent models of access con-
trol have been proposed over the years, for example, discre-
tionary and mandatory access control models, Clark-Wilson
model, Task based models and Role Based Access Control
model. Among these, role based access control (RBAC) [15]
is gradually emerging as the standard for access control. The
main advantage of RBAC over other access control models
is the ease of security administration. In the RBAC model
access permissions are not assigned directly to the users bu
to abstractions known as \roles". Roles correspond to dif-
ferent job descriptions within an organization. Users are
assigned to di erent roles and, thus, indirectly receive th e
relevant permissions. Thus, with RBAC, security is man-
aged at a level corresponding to an organization's human
resource structure.

Notwithstanding the success of the RBAC model, resear-
chers have often found the model to be inadequate for open
and decentralized multi-centric systems where the user pop-
ulation is dynamic and the identity of all users are not known
in advance. Examples of such systems are service providers
operating over open systems like the Internet. It is almost
impossible to know beforehand all the users that will re-
quest services in these systems. Assigning appropriate role
to these users thus becomes an irrational and ad-hoc ex-
ercise. To overcome the shortcomings of RBAC for such
systems, researchers have proposed credential-based acces
control models [8, 7, 20]. Credentials implement a notion of
binary trust. Here the user has to produce a predetermined
set of credentials (for example, credit card numbers or proof
of membership to certain groups etc.) to gain specic ac-
cess privileges. The credential provides information about
the rights, quali cations, responsibilities and other cha rac-
teristics attributable to its bearer by one or more trusted
authorities. In addition, it provides trust information abo  ut
the authorities themselves. Researchers have also integréed
credential based access control with role-based access cen
trol to facilitate security administration [22, 10, 21, 23].

Although credential based models solve the problem of
access control in open systems to a great extent, it still has
a number of shortcomings. A credential, strictly speaking,
does not bind a user to its purported behavior or actions. It
does not guarantee that its bearer really satis es the claims
in the credential. It does not convey any information about
the behavior of the bearer between the time the credential
was issued and its use. A credential does not reveal whether
it was obtained via devious means. In real life some or all



such information may play crucial parts in access control

decisions. Additionally, credential based access control does
not keep track of the user's behavior history. Access per-
mission is given on the basis of the credential presented for
a particular session. Either the user's credentials are ac-
cepted and required privileges are allowed, or the creden-
tials are rejected and the user does not get the access rights
Thus, good behavior by the user cannot be rewarded with

enhanced privileges nor bad behavior be punished.

The above observations motivate us to revisit the problem
of access control in decentralized and multi-centric open sys-
tems. We believe credential based access control is a step in
the right direction. However, we would like to enhance the
binary trust paradigm in these models with a much richer
multi-level trust model. In this new trust model, trust lev-
els in the users can be determined not only by using the
credentials presented by the user but also from the results
of past interactions with the user, from recommendations
about the user and/or knowledge about other characteris-
tics of the user. A user is mapped to di erent trust levels
based on these information. Trust levels (and not users,
unlike in conventional RBAC) are then mapped to roles of
RBAC. Thus our access control model is an enhanced RBAC
(TrustBAC). Changes in the trust level of user changes the
roles that the user has in the system and thus the user's
privileges. The system can de ne as many trust levels as it
wants and can assign each level to a speci c set of resources
tied with a speci ¢ set of access privileges. The system just
needs to monitor the trust level of the user and the regula-
tion of access is automatically achieved.

The rest of the paper is organized as follows. Section
2 gives an overview of some of the related works on access
control. There is a plethora of works in access control mech-
anisms. Here we present some of the works that are related
to role-based access control model. We also present works
that address authorization issues in open environments, like
the Internet. In section 3 we formally present the core Trust -
BAC model. We de ne the various components of the model
and the inter-relationships among the di erent components .
In the TrustBAC model, trust relationship between the user
and service provider is evaluated based on a vector model of
trust that we had proposed earlier [25]. We present the rele-
vant portions of the trust model in section 4 and discuss the
modi cations to the basic model for adoption in TrustBAC.
Next, in section 5, we discuss how the trust model works
in TrustBAC to perform access control. Finally section 6
concludes the paper.

2. RELATED WORK

Role-based Access Control (RBAC) was rst introduced
by Ferraiolo and Kuhn in [14] to address the limitations of
discretionary access control model (DAC). Sandhu et. al [26]
introduce four reference models to provide systematic ap-
proach to understand RBAC model. Their framework sep-
arates administration of RBAC from its use for controlling
access. They also categorize the implementation of RBAC in
di erent systems. Finally, after a series of modi cations, the
NIST standard for RBAC is proposed in [15]. The standard
speci es RBAC reference model which de nes the scope of
features that comprise the standard and provides terminolo -
gies to support specication. The standard also species
system and administrative functional speci cation whichd e-
nes functional requirements for administrative operatio ns

and system level functionalities. We have followed the ap-
proach of the standard to formalize our TrustBAC model.

A main feature of the TrustBAC model is the use of user
behavior history is determining access privileges. Similar
concept of using execution history in access control can be
found in literature. In [13] the authors present a history-
based access control mechanism which is suitable for con-
trolling access from mobile code. The scheme maintains a
selective history of access requests made by individual pro-
gram and use this history to measure the degree of safeness
of a request. Another history based access control for codes
is presented in [1]. In this scheme the access privileges of a
code is determined in runtime by examining the attributes
of the pieces of code that have run before. The pieces of
code that have run includes the codes on stack as well as
the codes that have been called and returned. Also, ours
is not the only work which uses the concept of trust in ac-
cess control. Sandhu et. al in a recent paper [27] present
a trusted computing architecture to enforce access control
policies in peer-to-peer environment.

In [28], Thomas introduces the notion of TeaM-based Ac-
cess Control (TMAC) as an approach to applying role-based
access control in collaborative environments. The \team" is
an abstract container that encapsulates a set of users with
speci c roles. A team is formed with the objective of accom-
plishing a speci c task. One advantage of TMAC model is
it allows role-based permissions across object types as wel
as ne-grained, identity-based control on individual user s
in certain roles and to individual object instances. Geor-
giadis et. al [16] extend TMAC model by integrating it
with RBAC and using it for general contextual informa-
tion like time of access, location from which access is re-
quested, location of the object for which access is requestd
etc. Somewhat similar idea is presented in the YGuard ac-
cess control model [29]. YGuard employs a set-based access
control list where a group of subjects is authorized to access
sets of objects. That is, for those objects, every member of
the group has same access privileges. Another similar ap-
proach is coalition-based access control (CBAC) model [11]
where a coalition (group of members) shares data with their
partners while ensuring that their resources are safe from
inappropriate access. They de ne the protection state of a
system, which provides the semantics of CBAC-based ac-
cess policies. Researches are still continuing on issues ah
applications of RBAC model. Some recent works includes
[30] which presents a multilayered, distributed and locati on-
dependent approach to RBAC; Park and Hwang [24] present
a scheme in P2P environment where RBAC mechanisms are
dynamically supported based on each peer's current context;
in GEO-RBAC [4], Bertino et. al extend the RBAC model
to deal with spatial and location-based information.

Digital library is one of the major application areas of ac-
cess control in open environments. There are quite a few
work on authorization issues in digital library domain. In
one of the early work on access control in digital libraries,
H.M. Gladney proposes a scheme called DACM (Document
Access Control Methods) in [18]. The basic idea is biased
towards discretionary access control with some extensions
to handle mandatory access control. Winslett et. al [31]
propose a mechanism to assure security and privacy for dig-
ital library transactions. This is basically a credential- based
system where both client and server can specify their own
policies regarding credential disclosure and security. Client



uses a personal security assistant (PSA) module and the
server uses server security assistant (SSA) to manage cre-
dentials and credential acceptance policies. In [2], Adam

et. al propose a content-based authorization model for dig-

ital library environments. Authorization is speci ed base d

on positive and negative quali cations and characteristic s

of the user. Credentials are associated with each user and
represent quali cations and characteristics of the user.

There are a number of works that speci cally address ac-
cess control on the Internet. Bonatti and Samarati [9] pro-
pose a uniform formal framework to regulate service access
and information disclosure on the Internet. The regulation
is based on credentials. The framework includes mechanism
to treat information which are not in the form of a certi -
cate and is needed for required access. It has comprises
a language for expressing access and release policies. The
framework also has a policy Itering mechanism which helps
the entities involved in the communication to exchange thei r
requirements in a concise and privacy preserving way. In [3]
Bauer et. al describe the design, implementation, and per-
formance of a system to control access on web. The system
is based on proof-carrying authorization (PCA). The access
control model provides locating and using pieces of the se-
curity policy that have been distributed across hosts and
keeping the policies hidden from unauthorized clients. It
also provides iterative authorization by which a server can
require a browser to prove a series of challenges. In [17] the
authors address the problems of access control in large open
systems where the authenticated identity of an entity does
not provide any information regarding the likely behavior
of that entity. Their scheme, called cryptographic access
control, is based on cryptography to guarantee con dential -
ity and integrity of objects stored in potentially untruste d
servers in the system.

In [6], the authors present X-RBAC, an XML-based RBAC
policy speci cation framework to deal with access control
issues in dynamic XML-based web services. They extend
X-RBAC to a trust-enhanced version in [5] where the role
assignment is based on trust. The authors de ne “trust' as
\the level of con dence associated with a user based on cer-
tain certi ed attributes". Unlike our model, this trust lev el
is not quantitatively measured. Instead, the authors use th e
trust management approach of trusted third parties (e.g.,
public key certi cation authority) and use the certi cates
provided by the third party to assign roles to the users. The
authors argue that traditional access control schemes follow-
ing identity or capability-based approach for authorizati on
do not scale well to the distributed web services architectu re.
To overcome this limitation they describe a mechanism to
con gure X-GTRBAC to provide context-aware trust-based
access control in Web services. X-GTRBAC is a framework
based on Generalized Temporal Role Based Access Control
{ GTRBAC [19] It provides a generalized mechanism to ex-
press a wide range of temporal constraints including periodic
as well as duration constraints on roles, user-role assign-
ments, and role-permission assignments. The X-GTRBAC
extends GTRBAC with XML to allow policy enforcement
in heterogeneous and distributed environment.

In a current survey [12], the present state and future
trends in the access control are discussed. The survey shows
that the new trend in access control are part of future com-
munication infrastructure supporting mobile computing.

3. TRUSTBAC MODEL

The TrustBAC model is de ned in terms of a set of ele-
ments and relations among those elements. The elements are
of the following types: user, user_properties, session.instance,
sessiontype, session, sessionhistory, trust _level, role, ob-
ject, action, permissions and constraint. The corresponding
sets are USERS, USERPROPERTIES, SESSION _INSTAN-
CES, SESSION_TYPES, SESSIONS, SESSION_HISTORY,
TRUST _LEVELS, ROLES, OBJECTS, ACTIONS, PERMI-
SSIONS and CONSTRAINTS. The TrustBAC model is il-
lustrated in gure 1(we use one-directional arrows to rep-
resent one-to-many relationships, two directional arrows to
denote many-to-many relationships and plain lines to denot e
one-to-one relationships). We de ne the di erent elements
as follows.

user A user 2 USERS is de ned as a human being. The
notion of user can be extended to include systems, or
intelligent agents, but for simplicity we choose to limit
a user to a human entity.

user _properties Each user u has certain set of properties
P, cztslled user_properties. The set USER_PROPERTI-
ES= ,,users P u- A user can manifest any subset

PofP, (.e,P2 2° u) at a particular session.

session _instance A sessioninstance 2 SESSION_INSTAN-
CES is a 'login' instance of an user. A user can in-
stantiate multiple login thereby initiating multiple ses-
sion_instances at the same time. A sessioninstance is
uniquely identi ed by a system generated id.

session-type A sessioninstance is identi ed with a type
which is determined by the set of properties mani-
fested in that sessioninstance by the user invoking
that session.instance. For a sessioninstance s invoked
by a useru with P (P P ) properties, has the ses-

sion_type P. Formally, the set SESSION_TYPES =
2USER _PROPERTIES .

session A session2 SESSIONS is identi ed by a session.ins-
tance with a sessiontype. A session with sessioninsta-
nces of type P is denoted by the symbol s” . Formally,
SESSIONS = SESSION INSTANCES SESSI-
ON_TYPES.

session _history A sessionhistory 2 SESSION_HISTORY
is a set of information regarding the user's behavior
and trust level in a previous use of a session of that

type.

trust _level A trust _level is a set of real number between -1
and +1. A user, at some instant of time with a particu-
lar session has a trustlevel. The set TRUST _LEVELS
is the set of possible subsets of [-1, 1]. Thatis, TRUST_
LEVELS = fS|jS [ 1;1]. Thus TRUST _LEVELS
becomes an in nite set where each member S can be
either discrete or continuous.

role The concept of role is same as in the RBAC model. A
role 2 ROLES is a job function with some associated
semantics regarding the responsibilities conferred to a
user assigned to the role.

object An object 2 OBJECTS is a data resource as well as
a system resource. It can be thought of as acontainer
that contains information.
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Figure 1: TrustBAC model

action An action 2 ACTIONS is an executable image of a
program. ‘read', “write', ‘execute' are examples of a
typical action.

permission A permission 2 PERMISSIONS is an autho-
rization to perform certain task within the system. It
is de ned as a subset of OBJECTS ACTIONS i.e.,
PERMISSIONS = 2(0BIECTS  ACTIONS 1) = There-
fore, a permission = f(0;a) j 0 2 OBJECTS;a 2
ACTIONS g. Permissions are assigned to a role. The
type of a permission depends on the nature of the sys-
tem. The model does not dictate anything about the

type.

constraint  We borrow the concept of constraint from RBAC
model. Therefore, a constraint 2 CONSTRAINTS
is de ned as a predicate which applied to a relation
between two TrustBAC elements returns a value of
\acceptable" or \not-acceptable”. Constraints can be
viewed as conditions imposed on the relationships and
assignments.

Association between any two of the above elements are
speci ed by mathematical relations. TrustBAC has the foll-
wing relations.

1. sua:USERS SESSION.INSTANCES SESSION.T-
YPES ! SESSIONS de nes the user-session assign-
ment relation. sua(u;s;P) = s” for u 2 USERS, s 2
SESSION_INSTANCES, P 2 SESSION_TYPES, and
s” 2 SESSIONS shows that a single sessios” of type
P is associated with a single useru with certain proper-
ties P. A user can invoke multiple sessions of di erent
types simultaneously.

6. PA  PERMISSIONS

2. UTA USERS TRUST _LEVELS de nes the user-
trust _level assignment relation. It is a many-to-many
relation where a user can have multiple trust levels.
Since a user can invoke many sessions at a time, she
can have dierent trust levels, one for each invoked
session. A single trustlevel can be assigned to many
users. The restriction on a member (u;L) 2 UTAis L
must be a singleton member of TRUST _LEVELS i.e.,
L="flg; 12[ 1;1].

3. STA SESSIONS  TRUST _LEVELS de nes the
session-trust_level assignment. It is a one-to-many re-
lation where a session can have only one trust value.
That is, the trust _level L corresponding to that session
is a singleton member of TRUST _LEVELS. But many
sessions can have the same trustevel.

4, RTA ROLES TRUST _LEVELS de nes the role-

trust _level assignment relation. It is also a many-to-

many relationship where a trust _level can be associated
with many roles and same role can be performed with

di erent trust _levels.

5. The function ush: USERS SESSIONSTYPES !
SESSION_HISTORY de nes a three-way relation be-
tween a user, a sessiortype and the trust history of
the user in an earlier use of a session of that type.
ush(u;P) = ,hP, where u 2 USERS and P 2 SES-
SION_TYPES. A session_history ,h" is associated with
a single useru and any sessions” of type P. A user
can have many sessionhistories as a user can invoke
many sessions of di erent types.

ROLES is a many-to-many
permission to role assignment relation. An element in



PA is of type (p;r) where p 2 PERMISSIONS and r 2
ROLES.

7. The function Assigned _Roles: TRUST_LEVELS !
2ROLES  species the mapping of a trust _level L(
[ 1;1]) onto a set of roles. Formally, Assigned _Roles(L)
= fr 2 ROLES j (r;L) 2 RTAg. It implies, for any
| 2 L; Assigned _Roles(flg) = Assigned _Roles(L).

ROLES !
speci es the mapping of aroler onto a
set of permissions. Formally, Assigned _P ermission (r)
= fp2 PERMISSIONS j (p;r) 2 PAg. This func-
tion is same asassignedpermissions function of RBAC
model.

8. The function Assigned_P ermission
2PERMISSIONS

The constraints are applied on the above assignment func-
tions depending on the access control policies of the sys-
tem. Constraints on Assigned _Roles are similar to the con-
straints on user-role assignment in RBAC model. It spec-
i es which roles are “permitted' to be assigned to a cer-
tain trust _level. Constraints on Assigned_P ermissions de-
termines the assignment of permissions to a specic role.
RBAC model suggests di erent constraints like mutually ex-
clusive role, prerequisite roles, cardinality constraint s, static
separation of duty, dynamic separation of duty etc. But we
prefer not to specify any particular constraint on these fun c-
tions. Rather we leave it as general to give ner control in
de ning access control policies depending on the require-
ments of a system.

We also introduce a concept of role dominance among
roles in our model. Role dominance is similar to the con-
cept of role hierarchies in RBAC model. A role dominance
relation, denoted by RD, de nes a dominance relation be-
tween two roles. The dominance is described in terms of
permissions. We de ne role dominance as,

De nition 1. Role dominanceRD ROLES ROLES
is a partial order on ROLES where the partial order is called
a Dominance relation, denoted by . Forany (r1;r2) 2 RD,
we sayr, ‘dominates' r1 only if all permissions assigned to
r, are also permissions ofr,. Formally, (r1;r2) 2 RD )
r r, and rp r ) Assigned_Permissions (ri)
Assigned _P ermission (r»).

The above de nition implies that any user u having a role
r, can have all the privileges of a user with role r;.

The relation RD induces a similar relation called trust _lev-
el dominance among trust_levels in our model. When-
ever there is a role dominance between two roles, there is a
trust _level dominance between the corresponding trust levels.
Trust _level dominance, denoted by TLD is de ned as follows:

De nition 2. Trust _level dominance, TLD TRUST_LE -
VELS TRUST_LEVELS is a partial order relation on
TRUST _LEVELS and is denoted by ° Forany (Li;L>) 2
TLD, we sayL, ‘dominates' L; only if L1 L. If Lo is a
singleton set fl,g, then dominance is de ned as, supfL1g
I, that is, |, is greater than or equal to the maximum ele-
ment of L1. If both L1 = flygand L, = fl,g are singletons
thenL; °L,) 11 Iy (the s the usual 'less equal to'
relation of number theory).

The relation TLD is induced by RD. Thatis, forany ( ri;rz) 2
RD; 9(L1;L2) 2 TLD such that r1 2 Assigned_Roles(L1)
and rp 2 Assigned_Roles(L2). That is, the trust degree of

a user with role r, is greater than that of a user with role
r.

4. MODEL FOR EVALUATING TRUST
RELATIONSHIPS

We adopt the vector model of trust that we had intro-
duced earlier [25] for purpose of evaluating trust values of
users. In this discussion we include the changes we have
made. The interested reader is referred to [25] for the core
model.

De nition 3. Trust is de ned to be the rm belief in the
competence of an entity to act dependably and securely
within a speci c context.

De nition 4. Distrust is de ned as the rm belief in the
incompetence of an entity to act dependably and securely
within a speci ed context.

Although we de ne trust and distrust separately in our model,
we allow the possibility of a neutral position where there is
neither trust nor distrust.

We specify trust in the form of a trust relationship be-
tween two entities { the truster { an entity that trusts the
target entity { and the trustee { the target entity that is
trusted. This trust is always related to a particular contex t.
An entity A needs not trust another entity B completely.
A only needs to calculate the trust associated with B in
some context pertinent to a situation. The specic con-
text will depend on the nature of application and can be
de ned accordingly. Based on our current model, trust is
evaluated under one context c only. The simple trust rela-
tionship (A ! © B), is a vector with three components { ex-
perience, knowledge and recommendation. It is represented
by (A!° B) =[aE§:a K§: RS], where sE§ represents
the magnitude of A's experience aboutB in context ¢, A K §
represents A's knowledge and Rg represents the cumula-
tive e ect of all B's recommendations to A from di erent
sources.

To compute a trust relationship we assume that each of
these three factors is expressed in terms of a numeric value
in the range [ 1;1][f?g . A negative value for the com-
ponent is used to indicate the trust-negative type for the
component, whereas a positive value for the component is
used to indicate the trust-positive type of the component. A
0 (zero) value for the component indicates trust-neutral . To
indicate a lack of value due to insu cient information for
any component we use the special symbol? .

4.1 Computing the experience component

We model experience in terms of the number of events en-
countered by a truster A regarding a trustee B in the context
¢ within a speci ed period of time [ to;tn]. An event can be
trust-positive, trust-negative or, trust-neutral depend ing on
whether it contributes towards a trust-positive experienc e, a
trust-negative experience or, a trust-neutral experience. In-
tuitively, events far back in time does not count as strongly
as very recent events for computing trust values. Hence we
introduce the concept of experience policy which species a
length of time interval subdivided into non-overlapping in -
tervals. It is de ned as follows.

De nition 5. An experience policy speci es a totally or-
dered set of non-overlapping time intervals together with a



set of non-negative weights corresponding to each element
in the set of time intervals.

Recent intervals in the experience policy are given more
weight than those far back. The whole time period [ to; tn]
is divided in such intervals and the truster A keeps a log of
events occurring in these intervals.

If € denote the k™ event in the i"™ interval, then we
denote the value associated with €, as vi. This value is
assigned according to relative importance of the event €.
Then, v 2 [ 10;0) if g 2Q, v, 2 (0;10] if € 2P and
vi =0 if € 2N where, P = set of all trust-positive events,
Q = set of all trust-negative events and N = set of all trust-
neutral events. Here we modify our original de nition of v
a little. In [25] we did not distinguish between two trust-
positive event or two-trust negative events. For all trust-
positive events, we had v = +1 and for all trust-negative
eventsv, = 1. For this paper we choose to assign di erent
weights to di erenet events. This allows the trustertoden e
relative importance of events.

The incidents |;, corresponding to the j time interval
is the normalized sum of the values of all the events, trust-
positive, trust-negative, or neutral for the time interval . The
normalization is done in such away that |I; 2 [ 1;1]. If nj is
the number of events that occurred in the j™ time interval,
then

8

<?P ,if @e 2 [tj 1;t;] for any k
| = Ny
PT k= Y | otherwise

ki1 Jvkl

The experience of A with regards to B for a particular con-
text cis given by

. X
AEB = Wil (l)
i=1

where, w; is a non-negative weight assigned toi" interval.

4.2 Computing the knowledge component

The knowledge component has two parts - direct knowl-
edgeand indirect knowledge (or, reputation) . The truster A
assigns two values to these two parts. Herknowledge policy
regarding B in context c determines the weights to express
relative importance between these two. Sum of the prod-
uct of values and weights for the parts gives us a value for
knowledge.

The knowledge of A with regards to B for a particular
context c is given by

8
Ed;lfrz?
c r;ifd="?
AKg = .
§Wd d+w r, ifd6?;r6?
C 2 ifd=r=?

whered;r 2 [ 1;1][f?g andwg+ w, =1. dandr are the
values to direct and indirect knowledge respectively and wy
and w; are the corresponding non-negative weights.

4.3 Computing the recommendation
component

Recommendation is evaluated on the basis of arecom-
mendation value returned by a recommender to A about B.
Truster A uses the \level of trust" he has on the recom-
mender in the context \to provide a recommendation” as

a weight to the value returned. This weight multiplied by
the former value gives the actual recommendation score for
trustee B in context c.

The recommendation of A with regards to B for a partic-
ular context cis given by

P, .
(VAT DY) v
P (VAT DY)

RS = 2

where is a group of n recommenders, v(A [ j)N) =
trust-value of | recommender andV, = | recommender's
recommendation value about the trustee B.

4.4 Trust vector

We next observe that given the same set of values for the
factors that in uence trust, two trusters may come up with
two di erent trust values for the same trustee. We believe
that there are two main reasons for this. First, during evalu -
ation of a trust value, a truster may assign di erent weights
to the dierent factors that in uence trust. The weights
will depend on the trust evaluation policy of the truster. So
if two di erent trusters assign two di erent sets of weights
then the resulting trust value will be dierent. The sec-
ond reason is applicable only when the truster is a human
being and is completely subjective in nature { one person
may be more trusting than another. We believe that this
latter concept is extremely di cult to model. At this stage
we choose to disregard this feature in our model and assume
that all trusters are trusting to the same extent. We capture
the rst factor using the concept of a normalization policy .
The normalization policy is a vector of same dimension as
of (A 1° B).; the components are weights that are deter-
mined by the corresponding trust evaluation policy of the
truster and assigned to experience, knowledge, and recom-
mendation components of (A !¢ B);. The normalization
policy together with the experience policy and the knowl-
edge policy form the truster's trust evaluation policy .

We use the notation (A ! © B)Y, called normalized trust
relationship to specify a trust relationship. It species A's
normalized trust on B at a given time t for a particular
context c. This relationship is obtained from the simple
trust relationship { ( A !¢ B); { after combining the former
with the normalizing policy. It is given by ( A 1° B)N =
W (A!° B).

The operator represents the normalization operator.
Let (A!° B)  =[aE§:a K§; RE] be a trust vector such
that AEE; aK§; Rg 2 [ L1;1][f?g Let also W =
[We; Wk ; WR] be the corresponding trust policy vector
such that Wg + Wx + Wg =1 and Wg; Wk ;Wr 2 [0;1].

The  operator generates the normalized trust relation-
ship as

(A1 B)Y = W (A!° B)
= [We; Wk; Wr] [aEg; aK§; RE]
= [We aEg; Wk aEg; Wr Rg]
= [Aég; AIQC; IQCB]
We next introduce a concept called the value of a trust
relationship. This is denoted by the expression v(A !°
B)N and is a number in [ 1;1][f?g that is associated

with the normalized trust relationship. The special symbol
? is used to denote the value when there is not enough



information to decide about trust, distrust, or neutrality
This value now represents the trustee's trust degree.

De nition 6. The value of a normalized trust relation-
ship (A 1° B)N =[aES; aRS; RG] is a number in
the range [ 1;1][f?g and is dened as v(A !° B)N =
ABS +aRS+ RS.

The value for a normalized trust relationship allows us to
revise the terms trust and distrust as follows:

8[ 1;0) ) itis distrust
0 ) itis neutral (i.e., neither trust
v(A1° B)Y = nor distrust) :
%(0;1] ) itis trust :

" ? ) itis unde ned

Finally, we investigate the dynamic nature of trust { how
trust (or distrust) changes over time. We make a couple of
observations. First, trust depends on trust itself; that is a
trust relationship established at some point of time in the
past in uences the computation of trust at the current time.

If an agent is positively trusted to begin with then negative
factors are often overlooked (that is given less weightage)
when trust is re-evaluated in the agent. Second, trust decays
with time. This is owing to the e ect of forgetfulness of the
human mind. The second idea is captured by the equation

V(T5,) = v(Ty)e (V(T) 0% 3)

where, v(Ty;), be the value of a trust relationship, Ty, at
time ti and v(Tt,) be the decayed value of the same at
time t,. We have developed a method to obtain a vec-
tor of same dimension as of A !° B)N from this value
v(T:,). The eect of time is captured by the parameter k
which is determined by the truster A's dynamic policy re-
garding the trustee B in context c. The current normalized
vector together with this time-a ected vector are combined
according to their relative importance. Relative importan ce
is determined by truster's history _weight policy which spec-
ies two values and in [0;1] (where, + =1) as
weights to current vector and the vector obtained from pre-
vious trust value. The new vector thus obtained gives the
actual normalized trust vector at time t for the trust rela-
tionship between truster A and trustee B in context c. This
is represented by the following equation

WEE;aRE; RSl ifta =0
§ v v vy ift, 60and ABS =
(A1° B) aRg = Ry =2
tn
WEgiaRE: Rgl+ [ vth vihy
if t, 6 0 and at least one
of nES;aRS; RS 67
where [“01); ¥(1 ¥ 1 i the time-e ected vector and v(T) =
v(Tt,)

5. ACCESS CONTROL USING TRUSTBAC

Basic purpose of an access control mechanism is to pro-
tect system resources by restricting the user's activities on
them. A user's authorization to perform certain tasks on
speci ¢ resources is speci ed by the access control policy d

the system. When using TrustBAC for access control, a user
invokes a sessioninstance of a particular type at an instant

of time. During this session the user has atrust_level which
allows her to use the roles associated with that trust _level.
That is, a user can be a member of a role. Also a single
role can be exercised by many users. For each of these roles,
the user has a set ofpermissions. Therefore, the user is re-
stricted to perform a set operations on a particular set of
resources as speci ed by the set of permissions obtained as
a member of those roles.

A rst time user u registers with the system and logs
in which instantiates a session.instance s of the user. De-
pending on the set of disclosed properties P, the system
invokes the function sua with arguments u;s, and P to
start a sessions” . The system initiates a trust relationship

(SYs 1P u) with the user in that session. The under-
lying context of this trust relationship is identi ed by the
sessiontype P. This relationship does not change, but gets
updated for any other session of same typeP invoked by the
same useru. If the user invokes another sessioninstance of
type P? at time t, then the system creates another trust
relationship (SY S P wN.
lationship (SYS 17 u)M is evaluated for the sessions” .
Let v(SYS ! wM = I; 1 2 [ 1;1]. The system in-
vokes the function Assigned_Roles to determine the roles
that the user u can execute. Let Assigned_Roles(flg) =
fri;rz;:ii;rng. u can choose to execute more than one
of these n roles. With each ri, u has a set of p;s where
8j; (pi;ri) 2 PA. Therefore, ing sessions®, the user u has
thesset of permissions given by, ; Assigned_P ermissions (r;)
= 1 afEiod(Eiri) 2 PAg Hence, the useru is re-
stricted to gerform actions A on a set of objects O where
9api 2 ,; ofpi J(p;ri) 2 PAg, such that, for any
(0;8 2 O A; (0;8) 2 pji. The user executes these ac-
tions on the allowed objects and each activity during that
sessions® is stored as the sessionhistory ,h® for that ses-
sion. Whenever the trust _level is re-evaluated (within s” or,
at the start of next instance s° of a session of typeP), the
eventsin ,h" are evaluated. The evaluated trust _level, say
1% overwrites | in ,hP . The subsequent events also overwrite
the previous event log.

We assume that for a registered useru in a sessions’,

the trust relationship ( SY S 1P u) is managed by a diligent
system-administrator who is outside the scope of this access
control framework. We denote this system-admin by the
symbol SY S. We also assume that the system has two pre-
de ned policies { an access control policy Asys and a trust
evaluation policy Tsys which are not independent. Agys de-
nes the functions Assigned_Roles and Assigned _P ermissi -
ons together with the “constraints' on them. The compo-
nents are evaluated as

The value of the trust re-

Computing  knowledge The user u initiates the session s?
by disclosing a set of properties P, which includes in-
formation (e.g., name, address, a liation, etc.) as well
as some credentials. Credentials are in the form of
typical digital certi cates. The system assign a value
within [ 1;1] as weights to the information and the
credentials. The assignment is done as specied by
Tsys and sys K ! is computed according to the equa-
tion 4.2. The next instance of a session of type P,
the values assign to members of P may change due



to change in values in P. For example, the user dis-
close the same type of certi cate, but with a di erent
certifying authority.

Computing experience As mentioned in section 4.1, ex-
perience is computed from the eventsoccurred during
some intervals. Our model does not dictate about the
length of an interval. It depends on implementation
{ the system may choose to identify a whole session
as an interval. Independent of the length of an in-
terval, any action performed by the user is identi ed
as an ‘event'. This record is kept in sessionhistory
whP till the next instant of trust evaluation. For-
mally, let | be the trust _level of u in a sessions” . Let

vate r1;r»;rs. These are theactive roles of u in session
s”. The events are the set of actions A where for any
a2A; 9p2 ,; ;Assigned_Permissions (ri). The

weight to the result of a particular action is assigned

according to Tsys and the experience sys E is com-
puted as speci ed by equations 1.

Computing recommendation  The system may take role-
speci ¢ and role-independent input from other users
about u in a session. These information constitute
u's recommendation and the component R} is calcu-
lated using equation in 2. is the set of other users
who provide recommendation for u to SY S. However,
we choose not to specify how these information are
collected.

After computing the components, the system calculates the

normalized trust by combining ( SY S 1P u); and the nor-
malization policy of Tsys. Then the previous trust _level is

fetched from ,h” and nal ( SYS!" u)N is calculated using

the equation 4.4. The corresponding value v(SY S 1° u)y
is calculated as specied in the section 4.4. This value de-
notes the current trust _level of u in a session of typeP and
gets stored in corresponding sessionhistory ,h" .

Note, TrustBAC does not verify the credentials disclosed
by the user. The TrustBAC module includes a trust evalu-
ation module which computes and stores all relevant trust
information including session _history. It interacts with two
policy speci er modules which stores Agys and Tsys. Au-
thenticity and veracity of credentials are checked by a suit -
able module outside the framework. It passes the neces-
sary information to trust evaluation module. A compliance
checker and access controller module can be implemented to
enforce the access privileges according to the trust decisons.
It interacts with the access speci er and the trust evalua-
tion module to enforce the proper access privileges. These
modules are outside TrustBAC framework and a part of the
application which work in conjunction with TrustBAC.

5.1 Example

Let us consider an example to show how the TrustBAC
framework works. For this purpose we assume that a digital
library system DL uses TrustBAC to control access privi-
leges of its users for the resource present in thatDL . The
DL has an access control policyAp. and a trust evaluation
policy Tp. . Let basic userand privilege user be two roles in
the ROLES set of the digital library. We assume Ap_ spec-
i es the following: Assigned _Roles([0:05; 0:4]) = basicuser
and Assigned _Roles([0:35; 0:6]) = privilegeuser . Let a user

u log in to the system and manifest a set of credentials c
(for simplicity we assume that user properties are expressed
in terms of credentials). The system initiates a session s°
and the trust relationship ( DL !¢ u)¥ is considered. The
credentials are veri ed and evaluated and the corresponding
value is storedinp. K. The sessionhistory ,h€ is consulted
and the trust is evaluated as v(DL !¢ u)N =0:45. There-
fore, according to Assigned _Roles the user at this stage is
allowed to act as a privilege user as well as abasic user. Let
the user select the role of privilege user. Let the privilege
users of DL be allowed to write comment about the articles
present in the database as well as can upload digital copies &
articles that are not present in the database. Let the system
consider abusivel/irrelevant comments as negative events ard
upload of a corrupted or inauthentic le as negative event.
Let u during the sessions® write several bad comments and
upload a few inauthentic les. Each of these activities get
reported in the sessionhistory ,h®. To handle recommen-
dation we assume that DL is a part of a digital library con-
sortium where the member DL s are linked to one another.
During the session the DL system sends messages requesting
for recommendation from other members of the consortium
about u. Let Tz evaluate trust periodically within a ses-
sion. Let at some evaluation point v(DL !° u)N =0:345.
This shows that u is no longer “trustworthy' to the system
as aprivilege user. The system automatically withold the
role of privilege user for u. During the remaining time in
this sessionu can no longer act as aprivilege user. So if
there is a section of articles in the DL which is only avail-
able to privilege users then u can not access those articles
anymore. However, u can continue to act as a basic user.
Otherwise she may logout. The next time u logs in with
properties ¢, u can only perform the role of a basic user
Good actions and good recommendations can increase the
trust _level for u and when it reaches Q35, u is again able
to act as privilege user. Alternatively, u can produce some
extra credential (something like a special permission from
the digital library authority) in the new session to raise he r
trust _level. However, the set of extra credential alone may
not be su cient to raise the trust _level. u may still need
to behave well. How the trust _level decreases for bad be-
havior or increases with extra set of credentials depends on
ToL . u can deliberately perform malicious actions as a priv-
ilege userto get personal benet without caring about her
trust _level. For example she may want to decrease the rat-
ing of a article written by someone she hates by putting bad
comments about it. When she is restricted to perform as a
basic useronly then she starts behaving well to increase her
trust _level to act again as a privilege user and repeats the
cycle. To prevent this type building trust and then milk-
ing the system can be prevented by \slow-to-increase' and
“fast-to-decrease' policy. The Tp. can be so con gured that
every bad action is heavily penalized to lower the trust _level
rapidly. Every good action adds only a little amount to the
trust _level. So it will either need extra credentials and set
of good recommendation or consistent good behavior over a
series of sessions.

6. CONCLUSION

In this work, we introduce the TrustBAC model for ac-
cess control in open systems. The model extends the RBAC
model by introducing the notion of trust levels. Instead
of users being assigned to roles as in traditional RBAC,



users are assigned to trust levels. The user to trust level
assignment is determined by three factors { user's past be-
havior, knowledge about the user (for example, credentials
presented by the user) and recommendation provided by
others about the user. The system may choose one or all
of these factors in deciding on the trust level. Trust lev-
els are assigned to roles according to organizational poliges.
Roles are assigned to permissions as in the traditional RBAC
model.

The TrustBAC model being an extension of the RBAC
model has all the latter's advantages. In addition, it bor-
rows from credential based access control models in the sens
that TrustBAC relies on evaluation of user's trustworthine ss
for access control. The model does not preclude use of cre-
dentials for such evaluation of trustworthiness. Thus the
model is well suited for open systems like the Internet.

A lot of work remains to be done. To begin with, we plan
to incorporate recent extensions to the basic RBAC model to
give the TrustBAC model much richer semantics. Next we
plan to develop a policy language for expressing access con-
trol policies in the TrustBAC model. We plan to culminate
our e orts by developing a permission management infras-
tructure built around this model much in the same manner
as the PERMIS project (http://sec.isi.salford.ac.uk/per mis/)
is doing for traditional RBAC.
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