Department of

Computer Science

Faulty Behavior of Asynchronous
Storage Elements

Waleed K. Al-Assadi, Ding Lu, Anura P.
Jayasumana, Yashwant K. Malaiya,
and Carol Q. Tong

Technical Report CS-93-117
September 6, 1993

Colorado State University



Faulty Behavior of Asynchronous Storage El ements*

Waleed K. Al-%sadi, Ding Lu

Awra P. Jayasumana, Yashwant K Mal ai ya T, and Carol Q. Tong
Drpartnent of Electrical Fhgineering

f Conputer Science [partnent
(blorado State Uni versity
Fort (ollins, (O 80523

Abstract

It is often assumed that the faults in storage elemarts (SEs) can be modeled as out-
put/imput stuck-at-faults of the elemant. They are implicitly considered equivalert to the
stuck-at faults in the conhinational logic surrounding the SEcells. A rore accurate hi gher
level fault mdel for el erantary SE wsed in asynchronows circuits is presented. This mdel
offers better representation of the physical failures. It is shown that the stuck-at nodel
may be adequate if only modest fault coverage is desired e enhanced nodel includes
som cormon faul t behaviors of SE that are ot covered by the the stuck at mdel. These
include data-feed-t hrough behaviors that caise the SEto be corhinational. Fault nodels
for complex SE cells can be obtained wthout a significant loss of information about the

structure of the circut.

*This work was s uppor ted par tly by a SDIO/I ST funded project moni tored by ONR.



1 Introduction

Hinctional fault mdeling is an eflective approach to handle the complexities of large
digital circuts. Afunctional faut model hides the complex fault behavior and presents
a vay of corsiderably simplifying test gereration [1 |, [2]. Higher level fault mdels are
easier to we becawse they represent the fault behavior independent of detailed lover level
description. Fbvever it has been shown in som situations that a sinple functional nodel
may not adequatel y represent a significant fraction of failures. When this is the case, tests
based on such a nodel may not be significantly better than randomtesting. If the fault
mdel is adequat e, a functional test set wll test for most faults, vhile at the sam tim
corsi derabl y reducing the test generation efiort. Afault mdel can be termad adequate if
it explicitly covers (i.e. coverage is guaranteed for) a mjor fraction, say x%, of all likely
fadts [2]. The mrber x camot be obtained hy wsing any fundanantal corsiderations, bt
voul d be hased on a reasonable comvertion. The faults mot explicitly covered my or nay
not be tested if the test vectors are obtained wsing a fault mdel. Ts a fault mdel wth
lowexplicit coverage is likely to be inadequate.

Agood strategy is to obtain afunctional fault mdel for logic Hocks derivedfronthe the
physical structure of the circuit. This requires that accurate fault model s for primtive bl ocks,
sich as elerartary storage elemants (SK) be corsidered.  Athough test corsideratiors at
the lowlevel can be commtationally complex, an accurate fault mdel for complex logic
Hlocks inferred fromthe physical structure of the circuit can reduce the test generation and
fault simnlation eforts significantl .

The el erartary Sks are the basic primtives in complexlogic Hocks like registers, finite-
state machines, and static mamory blocks. This paper examnes the mjor tramsistor-level
falts for tvo elemntary Sk wed hasically in asynchronows circuits.  The behavior of
each cell under the above faults is anal yzed to eval uate possible functional fault models.
Results for elemartary SEcells are extended to characterize complex SEcells. In section 2,
the mnimal stuck at mdel and the proposed enhanced mdel are described. SEcells are
exammned in section 3 for all possible tramsistor-level faults to seek a fault model wth high
fault coverage.



2 Fault Modeling of Henentary SE Cells

The mimiral (stuck-at) fault model assums that internal faults inthe S can be mod
eledas stuckat-0/1 at the inpits or the outputs of the SE. Wexanmne bel owthe effecti ve-
ness of the mnimal faut model inrepresenting physical failures. The resul ts reveal the need
for a more accurate fault mdel to better represent the physical failures at the tramsistor
level of an elerartary SE

D examre a SEcell, ingereral, aninput sequence is required rather than a single input
vector. Let T={t 1,....,4} be the set of all possible input conhinations and R(s,t ;) be the
response of the cell to the input vector ¢ . applied to the cell vhen the cell is at state s. The
behavi or of eachcell under all possible tramsistor faults is examnedfor all input conbi nations
and previows states. Amltival ved logic representation is wsed to better represent vol tage

levels that are mot exactly logic 1 (hard 1) or logic 0 (hard 0) [3 |. Rre high level (H)
corresponds to both ‘hard 1" and “soft 17, and [ ow level (L) corresponds to both “hard 07 and
‘soft 0" [4. Afault that cases the SEoutput to be [{ H for all ¢ ; €T, regardess the state

of the SE can be modeled as stuck-at-0/(1). Under som faults the outpt of the faulty
cell camot make a high to low(lowto high) tramsition, and the corresponding behavior is
represented by HA L (IHy: Such faul ts gererally appear as stuck-at- 1(stuck-at-0).

Hovever, som faulty behaviors of the SE cell do mot manifest as stuckat-0/1. Such
falts cawse the SEcell to becom dat a- feed-through as defiedin[2 ].

Definition1: Afauty SEcell is said to be dat a-feed-through vbhen its behavior becoms
corhi national such that Rs, ¢ ;) =f(y) for eacht ; &, vhere y is the data part of ¢ I
Ior example, for a NAND pair latch, y is a doube el erart vector corresponding to A and

B.

Sore recent papers address the detection of several physical failures in CMOS syn
chronows latcheells [2 ], [4-[1]. Aconprehersive faul ts madel for suchlatches is presentedin
[2]. The proposed enhanced fadlt mdel is presented It vas observed that dat a- feed-t hrough
faults case a race- ahead conditioninsequential circuits, i.e. the circuit reaches a state one

clock period too early [8 |. Inthis paper, ve inwestigate the enhanced fault model for SK
that are wed in building asynchronows circuits. The enhanced model includes faults that



caise dat a- feed-through and problem of non-retention of logiclevel behaviors as vell as the
stuck-at faults. Such faults can be detected by ronitoring logical levels. Rence they are
termad logi cal 1y testable.

3 Detailed Examnations of the Henentary SECells

In this section, a detailed exammmation of tvo diferent el emantary asynchronows Sk is
presented.  Fach cell is examned for all possible tramsistor faults. Results obtained ana-
lytically based on a ol tival ved al gebra have been verified by SPICE A good functional
fault nodel is sought such that the functional behavior of faulty SEcells can be adequatel y
described. Both the mi ni nul and the enhanced fadlt mdels are examned for the eflecti ve-
ness in representing the functional faults. Becase of the tramsistor sizing and technol ogy
wed, ‘0" domnates if tvonodes are brideged Al possible bridging faults betveen nodes in
the sama vell are comsidered Wuwe (z,y) to indicate a bridging fault betveen nodes
and y. Bridging faults betveen internal nodes of diferent vells are mot 1ncluded becaise
the probability of having such faults is very small. Awlysis assues that a bridging fault
corresponcs to a hard short. 'The anal ysis shows that many stuck-on and bridging faults
change the conductance path betveen V dq and V' ¢ nodes. This suggests that nonitoring the
supply cwrrent (I prg ), vhich can be many orders of magnitude higher in the presence of
suchfaults, canbe wedfor testing suchfaults. Inthe presence of stuck openfaults, a SEcell
coul d turn fronstati ¢ to dynamce under sora 1 nput vectors. This maars that the 1ogic val ve
of the output of the cell is mai ntai ned due to the charge stored in the capaci tance associ ated
wth the otput node. This state my last only for a short tim due to the leakage of the
charge. Hvever, at mormal clock rates suchfaults can be detected only if they manifest as
del ay faul ts. Fulty behavior of tvo SEcells are sumarized next.

3.1 The NAND pair latch

The cell is shom in Hgure 1. Asingle-rail output is corsidered here and the output is
otserved at Q1. Simlar bt somavhat rore compli cated resul ts for double-rail case can be
obtained. Infault free cell, vector AB =11 cawes both Q1 and ()2 nodes to retain their



previows logical values and the cell remirs static, vhile vector AB =00 is to be avoided
becaise it cawses race problemin the cell. Hvever, only vectors AB =§1, 10}make the
cell inthe tramsparent phase, i.e. can derive the cell to a known logic val ves.

0
N
(a) The gate level (b) Thetransistor level

Hegue 1: The NAND-pair cell

Bhle 1 shows the faulty behavior of the cell for stuck-open/on faults. The results show
that sora of these faults case enhancenart in the supply current (7 my ) becase a direct
path betveen V' 3 and V' i under som test vectors is established. Consider stuck-open fault
intramsistors nl or 12 or both. Wen vector AB =01 is applied, a direct path betveen V' &
and V & is formed. The same olservationis applied for stuck-open fault in tramsistor n3 or
il or in both vhen vector AB =10 is applied. The resuts showthat only tvo stuck open
falts showfault free behavior. Corsider stuck-open fault inp3. Ths fault cases the cell
to exhibit dynamc behavior vhen vector AB =11 is applied and the cell is initialized to
logic 1. Due to this faut, node )1 canmot keepits logical value of 1 indefinitely since the
only vay to refresh node 1 1f this vector appliedis through tramsistor p3. Stuck openfaul t
intramsistor p2 cases simlar change vhen the sare vector applied and the cell initialized
to logic 0. These tvo fault are comsidered undetectable if tests are applied at normal rate.
Hvever, it tests are applied mch slover than normal rate, vhichis umsual in testing,
then vhen vector AB =11 1is applied, thenthe mode ()1 capacitance can di scharge to bring
node Q1 to logic 0. This mathod of detection my also be ureliable becase the vol tage
on floating nodes may settle down at an indermmnate valve rather than at logic 0. Hence



these tvo faults are regarded undetectable. Al stuck-on faults camse enhancerart in [ )

compared with the fault free case.

Bhle 1: Rty behavior of the NAND pair latch under stuckopen/on faul ts

Transistor Stuck-open Stuck-on
Q1 Q2 Model Q1 Q2 Model
pl HAL LAH stuck-at A | HAL | data-feed- through
p2 fault- fred | fault- fred - —— A HAL | data- feed- through
p3 fault-fred | fault- fred - —— HAL | B stuck- at
p4 LAH HAL stuck- at HAL | B stuck- at
nl A HAL data- feed- through|| B B | data-feed- through
n2 A HAL data- feed- through|| HAL | LAH stuck- at
n3 HAL B stuck- at A A | data- feed- through
n4 HAL B stuck- at LAH | HAL stuck- at

7: The cell turms into dynamnc under vector AB =11

Esting the cell for bridging faults reveal the importance of the ol tival ved al gebra. The
results are givenin ‘Bhle 2. The indetermnate val ve is observed when both nodes ()1 and
Q2 are shorted. This fault can cawse charge sharing if vector AB =11 is applied Such a
behavi or can onl y be detected by observing the suppl y current 7
nodes 7 and 6 shows stuck at behavior depending on the initial conditiors. Therefore this
falt is mdeled as stuck at regardless of the logical values at nodes Q1 and Q2. Simlarly
bridging fault betveen input nodes A and B has comsequences assumng 0 dommnance.  [f
input vector AB =01 is the initialization vector, then Q1 is alvays at logic high (H and
Q2 =A & B, hovewr the olservation is reverse-versa if vector AB =10 is applied first.

Therefore for the sake of fault coverage, ve model this fault as stuck at.

mp - Bridging fault betveen

Bhles 1 and 2 shows that only 18 faults ot of 38 faults (i.e. 47% are nodeled as
stuck-at and 17 faults (i.e. 45% turn the cell corhinational. Therefore the enhanced fault




model voul d cover 92%of the logi cally testable fadts. Bsting this latch uwsing robust tests
is not trivial, becase test patterns depend on both conbination of privary inputs (Aand
B) and also on the state variables, which are not directly controllable and dependent on
change of primary inputs.
for a stuck-open fault, a tvo -pattern test, the imtialization pattern and the test pattern
are required. D test for this faut, node Q1 has to be initialized to logic 0 by applying
AQ2=11. Q2 hovever is a function of A and )1 and can be drivento 1 by naking either

B =0or Q1=0. Ior this faut, only possibe vayis to make B =0 al vays. Therefore to
ensure the robstly of the test, a 3-pattern test; AB ={0, 11, 0l}instead of a tvo-pattern
test is required This shovs the the test is mot trivial robust becawse ve have to take into

Comsider stuckopen fault in tramsistor pt.  In gereral to test

comsi deration the state variables or outputs of the latchinto corsideration.

THe 2 Fultybehavior of the NAND pair latch under possible bridging faults

Bridging fault Logical behavior Model
Q1 Q2
(1,5) H B
(1,3), (6,0), (4,7), AL LAH
(2,7) HAL B stuck- at
(6,7),(2,3) - — == - — ==
00, (L2),(5:6) | LAT AT
(2,5) A A+ B
(3.0). (3,6) | HAL
(2,4),(3,7) A A data- feed- through
(5,7) A A+B
(1,4) A H
(4,6),(3,5), (2,6) B B
(3,4) A+ B B
(4,5) Indeterminate | Indeterminate parametric




3.2 The C-element

The C-elerart shown in Hgure 2 is the storage elemant wed in self-tinad asynchronous

circuits. Suwh circuits like a pipeline intercommection circut that controls data tramsfers

bet veen conputation bl ocks, whichis basicallyahalf or full handshake circuit [9 1, [10. Tis
is a dynamc cell because there is no feedbackin the cell and the output is observed at node
C'. Its logic function can be described by the Bool ean equation C' =AB + AC "+ BC', vhere

C is the present state and C' 7/ is the previows state. Hnce only tvo vectors AB ={1, 00}
nake the cell inthe tramsparent phase, vhile vectors AB =1, 10}make the cell latchits

previows val ve.

Haguwe 22 The C-elerart

The cell is examned to verify the efiectiveness of the stuck-at mdel. It was observed
that this nodel can not cover all the possible physical defects wthin the elemant. Actually,
most of the defects wthinthe cell like transistor stuck on, tramsistor stuck-open and bri dgi ng
betveen i nternal nodes have some other faul ty behavi or whi ch can not be i nterpreted by the
stucke at fault model .

The results givenin Bhle 3 showthat some faults case the cell to exhibit a behavior
change in the latch phase, vhile still functioning properly inthe tramsparent phase. Condi -
tional no-retentionof logic1/0(CNR-1/0) behaviors are observed. The definitionis given
below([2 ]:

Dédiitian 2: Comsider a SE cell in the state () =1 in the tramsparent phase, the cell



extibits conditional non-retention (CNR—1) behavior if the cell fails the latchlogic 1 and
instead @ turrs tologic 0, i.e. R1, ¢ ;) =0, vhere £ ; is aninput vector suchthat ¢ ; datch
phase vectors. (C'NR—0) is defined simlarly.

& anexample, comsider stuck-onfault intramsistor pl. If the cell is at logic 1 and vector
AB =101is applied, then the cell is unable tolatchlogic 1 as inthe fault free case, hit this
vector wll turnthe cell tologic 0. therefore the behavior is mdeledas C'N RB-1. The tabl es
shovs also that the cell becomr conhinational under several faults, and therefore they are
mdeled as dat a- feed-t hrough. Somefaults case the cell to be paramet ri ¢, vhere the logi cal
val e of the cell is indetermmnate and logical testing cannot be wed Such faults can only
be detected by moni toring the supply current (/7 my ), vhichin the presence of the fault is

rany orders higher than the fault free current. This enhancerent in [ mp 1s dwe to the
formng of condicting paths betveen V a and V 5 under som faul ts.
THe 3: Fulty behavior of the C-el erarnt
Fault logical Behavior Model

Bridging: (3,4),(1,7), (5,0) stuck-at- 1

Bridging: (2,6),(7,0) stuck-at-0

Stuck- open: pl, p2, n3

Bridging: (1,2),(1,3),(2,4) HAL stuck- at

Stuck-open: p3,nl, n2 LAH

Bridging:  (2,0), (3,0), (3,6)

Stuck- on: pl, p2

Bridging:  (L,4), (4,5) CNR-1

Stuck- on: nl, n2 CNR

Bridging:  (5,6), (6,0) CNR-0

Bridging: (2,3) C=AB

Bridging: (2,5) C=A

Bridging: (3,5) C=8B data- feed- through

Bridging: (2,7) C=A

Bridging: (3,7) C=8B

Stuck- on: p3, n3 indeter minate parametric

Bridging: (5,7)




Bhle 3 shows that anong 33 possible defects within the C-elerart, only 17 (i.e. 52%
can be mdel ed by the stuck-at fault nodel, vhile the enhanced model covers 13 faul ts rore
(i.e. 91%. This means that 100%of the logically testable faul ts are covered by the enhanced
fault model, vhile only 3 faults can be tested by noni toring the supply current 7 m -

4 Concl usion

The eflectiveness of the mniral fault mdel for two hasic SB wed in asynchronous
circuts is evaluated. The enhanced fault model for the tvo cells is proposed, which provi des
higher explicit fault coverage conpared to the mniral fault mdel. Hgher level functional
fault model s for conpl excircui ts wsing the tvocells corsideredinthi s paper as primtives can
be inferred fromthe proposed mdel, wth higher fault coverage. This allows the testing of
lowlevel failures that camot be characterized as stuck-at-0/1 at the functional level wthout
the need to comsider the physical inplerantation of the circuit. Ths the advantages of
functional testing is retained wth a higher coverage of lowlevel failures. "Est gereration
could be based on the change in the state-transition graph of the complex circut dve to
such falts. This can be wed to enhance the existing testing techn ques for self-timad and
asynchronows sequential circuits based on the changes in state tramsition graph vhich at
present onl y corsider stuck-at faults only.
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