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Mstract - It is often assumed that the faults instorage el enarts (SEs) canbe
mdel ed as output /input stuck-at-faul ts of the el enant. They are inplicitly con
sidered equi val ert to the stuck-at faults in the conh national 1ogic surround ng
the SEcells. A nore accurate higher level fault model for el enartary Sk wsed
in asynchronows circuits is presented. This nodel offers better representation
of the physical failures. It is shown that the stuck-at nodel my be adequate if
onl y nodest faul t coverageis desired. The enhanced nodel incl udes sona cormon
fault behaviors of Sk that are not covered by the the stuck-at nodel. These
include data-feed-t hrough behaviors that cause the SEto be corhinational. Fault
nodel s for conpl ex SEcells can be obtai ned wthout a significart 1oss of infor-
mtionabout the structure of the circuit. Theinplications of the dat a- feed-t hrough
faults on the behavi or of asynchronous circuits are corsidered.

1 Introduction

Functional faul t modeling is an effective approach to handle the conplexities of large
digital circuits. A functional fault nodel hides the conplex fault behavior and prese
a way of considerably sinplifying test geneta{llan [Higher level fault nodels are
easier to use because they represent the fault behavior i ndependent of detailed lower le¢
description. However it has been shown in sone situations that a sinple functional nodel

may not adequatel y represent a significant fraction of failures. When this is the case, t
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based on such a nodel may not be significantly better than randomtesting. If the fault
nmodel 1s adequate, a functional test set will test for nost faults, while at the sane t
considerably reducing the test generation effort. Afault nodel can be terned adequate i
it explicitly covers (i.e. coverage is guaranteed for) a manjor fraction, say x%, of all
faults [2 The nunber x cannot be obtained by using any fundanental considerations, but
woul d be based on a reasonable convention. The faults not explicitly covered nay or may
not be testedif the test vectors are obtained using a fault nodel. Thus a fault nodel wi 1

loweaplicit coverageis likelyto be inadequate.

Agood strategyis toobtainafunctional fault nodel for logic blocks derivedfromthe t
physical structure of thecircuit. This requires that accurate fault nodels for primtiveb
such as elenentary storage el enents (SEs) be considered. Although test considerations .
the lowlevel can be conputationally conplex, an accurate fault nodel for conplex logic
blocks inferred fromthe physical structure of the circuit can reduce the test generation

fault simul ation efforts significantly.

The el ementary SEs are the basic primtives inconplexlogic blocks likeregisters, fini
state nachines, and static nenory bl ocks. This paper examnes the major transistor-leve
faults for two elenentary SKs used basically in asynchronous circuits. The behavior
each cell under the above faults is anal yzed to eval uate possible functional fault node
Results for elenentary SEcells are extended to characterize conplex SEcells. Insectior
the m ninal stuck-at nodel and the proposed enhanced nodel are described. SEcells are
examned in section 3 for all possible transistor-level faults to seek a fault nodel with

fault coverage.

2 Fault Modeling of Elementary SE (&lls

The mininal (stuck-at) fault nodel assunes that internal faults in the SEs can be nod-
eledas stuck-at-0/1 at the i nputs or the outputs of the SFs. W exam ne bel owt he effecti ve-
ness of the mninal fault nodel inrepresenting physical failures. The results reveal the-
for a nore accurate fault nodel to better represent the physical failures at the transi

level of an elenentary SE

To exam ne a SEcell, ingeneral, aninput sequenceis requiredrather than a single inpt
vector. Let T=ft...,} be the set of all possible input conbinations agdbR(tshé
response of the cell to the i nput veapplied to the cell when the cell is at state s. The

behavior of eachcell under all possible transistor faults is exam nedfor all i nput conbi ne



and previous states. Amultivaluedlogic representationis used to better represent vol1
levels that are not exactly logic 1 (hard 1) or logic 0 [hait®t@®) Hiyh level (H)
corresponds to both ‘hard 1”and ‘soft 17, and lowlevel (L) corresponds to both ‘hard 0’ a
‘soft 0'][4Afault that causes the SEoutput to be I{ H) fioe Allrégardless the state

of the SE, can be nodeled as stuck-at-0/(1). Under sone faults the output of the fault:
cell cannot nanke a high to low(lowto high) transition, and the corresponding behavior i
represented by HAL (LAH). Such faults generally appear as stuck-at-1(stuck-at-0).

However, sone faulty behaviors of the SE cell do not manifest as stuck-at-0/1. Such
faults cause the SEcell to becone data-feed-through as ddfined in[2

Defiition 1: Afaulty SEcell is said to be data-feed-through when its behavior becones
conbi national such that R{)s=f(y) for each € T, where yis the data part,of ¢

For exanple, for a NAND pair latch, yis a double el enent vector corresponding to A and
B inputs.

Sone recent papers address the detection of several physical failures in CMOS syr
chronous latchcells |2 []7 Aconprehensive faults nodel for suchlatchesis presentedin
[4. The proposed enhanced fault nodel is presented. 1t was observed that data-feed-throu,
faults cause a race-ahead conditioninsequential circuits, i.e. the circuit reaches a st
clock period too earlly [Bn this paper, we investigate the enhanced fault model for SEs
that are used in building asynchronous circuits. The enhanced nodel includes faults th:
cause dat a-feed-through and problens of non-retentionof 1ogic level behaviors as well as
stuck-at faults. Such faults can be detected by nonitoring logical levels. Hence they
terned logically testable.

3 I»xtailed Examinations of the Elementary SE (ells

Inthis section, a detailed exam nation of two different el enentary asynchronous Sks i
presented. Fach cell is examned for all possible transistor faults. Results obtained
lytically based on a mul tival ued al gebra have been verified by SPICE. A good functional
fault nodel is sought such that the functional behavior of faulty SEcells can be adequate
described. Both the m ninul and the enhanced fault nodels are exam ned for the effecti ve-
ness in representing the functional faults. Because of the transistor sizing and techn
used, ‘0" domnates if two nodes are bridged. Al possible bridging faults between nodes
the sane well are considered. W use (x,y) to indicate a bridging fault between nodes x

and y. Bridging faults between internal nodes of different wells are not included becau:



the probability of having such faults is very snall. Analysis assunes that a bridging fa
corresponds to a hard short. 'The anal ysis shows that many stuck-on and bridging faults
change the conductance path bet wegpdnd Vs nodes. This suggests that nonitoring the
supply current fgh ), which can be many orders of magnitude higher in the presence of
suchfaults, can be usedfor testing suchfaults. Inthe presence of stuck-openfaults, a S
couldturnfromstatic to dynam c under sone i nput vectors. This neans that the l ogi ¢ val ue
of the out put of the cell is maintained due tothe charge storedinthe capacitance associa
wi th the out put node. This state may last only for a short tine due to the leakage of the
charge. However, at nornal clock rates suchfaults can be detectedonly if they manifest

delay faults. Faulty behavior of two SEcells are sumnmarized next.

3.1 The NAND pair latch

The cell is shown in Figure 1. Asingle-rail output is considered here and the output
observed at 1. Simlar but sonewhat nore conplicatedresults for double-rail case can b
obtained. Infault free cell, vector AB =11 causes both )1 and ()2 nodes to retain thei
previous logical values and the cell remains static, while vector AB =00 is to be avoic
because it causes race problemin the cell. However, only vectors AB ={ 01,10} nake the

cell inthe transparent phase, i.e. can derive the cell to a known logic val ues.

0
N
(a) The gate level (b) Thetransistor level

Figure 1: The NAND- pair cell

Table 1 shows the faulty behavior of the cell for transistor-level faults. The results
that sone of these faults cause enhancenent in the supply cupré¢nbechuse a direct
path between } and V,; under sone test vectors is established. Consider stuck-open fault

intransistors nl or n2 or both. Wen vector AB=011is applied, a direct path between V



and Vi is forned. The sane observationis applied for stuck-openfault intransistor n3
nd or in both when vector AB =10 1s applied. The results showthat only tw stuck-open
faults showfault free behavior. Consider stuck-openfault inp3. This fault causes the
to exhi bit dynam ¢ behavior when vector AB =11 i1s applied and the cell is initializedt
logic 1. Due to this fault, node Q1 cannot keepits logical value of 1 indefinitely since
only way torefresh node @1 if this vector appliedis through transistor p3. Stuck-openf:
intransistor p2 causes simlar change when the sane vector applied and the cell initiali
tologic 0. These two fault are considered undetectable if tests are applied at nornal r
Hovever, it tests are applied much slower than nornal rate, whichis unusual in testing
then when vector AB =11 1s applied, then the node )1 capacitance can discharge to bring
node Q1 to logic 0. This nethod of detection nmay also be unreliable because the voltage
on floating nodes may settle down at an inderm nate val ue rather than at logic 0. Hence
these two faults are regarded undetectable. Al stuck-on faults cause enhgpcenent in [
conpared with the fault free case.

|

Testing the cell for bridging faults reveal the i nportance of the mul tival ued al gebra.
results are givenin Table 2. The i ndeterm nate val ue i s observed when both nodes @1 and
Q)2 are shorted. This fault can cause charge sharing if vector AB =11 1is applied. Such
behavior can only be detected by observing the supply gurred8rf dging faul t bet ween
nodes 7 and 6 shows stuck-at behavior depending on the initial conditions. Therefore th
fault is nodeled as stuck-at regardless of the logical val ues at nodes @1 and Q2. Siml:
bridging fault between input nodes A and B has consequences assum ng 0 dom nance. If
input vector AB =011is the initialization vector, then @1 is always at logic high (H) ¢
Q2 =A@ B, however the observationis reverse-versa if vector AB =10 is applied first

Therefore for the sake of fault coverage, we nodel this fault as stuck-at.

Table 1 shows that only 18 faul ts out of 38 faults (i.e. 47% are nodel ed as stuck-at an
17 faults (i.e. 45% turn the cell conbinational. Therefore the enhanced fault nodel wou
cover 92%of the logically testable faults. Testing this latch using robust tests is not t
because test patterns depend on both conbinationof prinaryinputs (Aand B) and also on
the state variables, which are not directly controllable and dependent on change of prina
inputs. Consider stuck-openfault intransistor p4. In general to test for a stuck-open:
atwo -patterntest, the initialization pattern and the test pattern are required. To tes
this fault, node Q1 has to be initializedto logic 0 by appl ying AQ2 =11. (2 however is
functionof Aand Q1 and can be drivento 1 by making either B=0or Q1=0. For this fault,
only possible way is to make B =0 al ways. Therefore to ensure the robustly of the test, :
3-pattern test; AB={ 10,11,01} instead of a two-patterntest is required. This shows



the test is not trivial robust because we have to take into consideration the state vari a

or outputs of the latchinto consideration.

Table 1: Faul ty behavior of the NAND pair latch under possible faults

Bridging fault Logical behavior Model

Q1 Q2
Stuck-open: pl
Stuck-on: n2 HAL L+AH
Bridging: (1,3),(6,0), (,7)
Stuck-open: p4

Stuck-on: n4 L+H HAL

Bridging: (7,0), (1,2), [(5,6)

Stuck-open: n3, nd stuck-at
Stuck-on: p3, p4 HAL B

Bridging: (2,7)

Bridging: (1,5) H B

Bridging: (6,7), (2,3) - -
Stuck-open: nl, n2
Stuck-on: pl, p2 A HAL
Bridging: (3,0), (3,6)

Bridging: (2,5) A A+ B
Stuck-on: n3
Bridging: (2,4), (3,7) A A
data-feed-through
Bridging: (57) A A+B
Stuck-on: nl B B
Bridging: (1,4) A H
Bridging: (4,6), (3,5), [(2,6) B B
Bridging: (3,4) A+ B B
Bridging: (4,5) Indeterm ndtedeterm nateparametrid
Stuck-open: p2, p3 fault-ffreefaul t-ffrae - = ——

T: The cell turns into dynam c under vector AB =11

3.2 The C-element

The C-elenment shown in Figure 2 is the storage elenment used in self-tined asynchronous

circuits. Such circuits like a pipeline interconnection circuit that controls data tr



bet ween conputation blocks, whichis basicallyahalf or full handshgke[ diOr cliuits [ 9

is a dynamc cell because there is no feedbackinthe cell and the output is observed at noc
C. Its logicfunctioncan be described by the Bool ean equati on € HABH Athere

Cis the present state and Cthe previous state. Hence only two vectors AB={ 11,00}
nake the cell in the transparent phase, while vectors AB ={ 01,10} mnake the cell latchi

previous val ue.

The cell is examned to verify the effecti veness of the stuck-at nodel. It was observe
that this nodel can not cover all the possible physical defects withinthe elenent. Actual
most of the defects withinthe cell liketransistor stuck-on, transistor stuck-openand bri
bet ween i nternal nodes have sone ot her faul ty behavi or whi ch can not be interpreted by the
stuck-at fault nodel .

Figure 2: The C-el enent

The resul ts givenin Table 3 showthat sone faults cause the cell to exhibit a behavio
change in the latch phase, while still functioning properly in the transparent phase. Co
tional no-retentionof logic 1/0 (CNR—1/0) behaviors are observed. The definitionis gi-
bel ow [ :

Defiition 2: Consider a SE cell in the state Q =1 in the transparent phase, the cell
exhi bits conditional non-retention (CNR—1) behavior if the cell fails the latchlogic
instead @ turns to logic 0, i.e;) BL, tthere fis an input vector such tha 1atch

phase vectors. (CNR —0) is definedsimlarly.

As an exanple, consider stuck-onfault intransistor pl. If the cell is at logic 1 and ve
AB =101s applied, then the cell is unable tolatchlogic 1 as inthe fault free case, but
vector will turnthe cell tologic 0. therefore the behavior is nodeledas CNR—1. The tab



shows also that the cell becone conbinational under several faults, and therefore they a
model ed as dat a-feed-through. Sone faults cause the cell to be parametric, where the logi
val ue of the cell is indetermnate and logical testing cannot be used. Such faults can o
be detected by noni toring the supply currggt ), /whichin the presence of the fault is

nmany orders higher than the fault free current. This enhancempgnti sndhie to the

form ng of conducting paths betwegmird Vs under sonme faults.

Tabl e 3 shows that anong 33 possible defects within the C-elenment, only 18 (i.e. 53%)
can be nodel ed by t he st uck-at fault nodel, while the enhanced nodel covers 13 faults nore
(i.e. 91% . This neans that 100%of the logicallytestable faults are coveredby the enhanc
fault nodel, while only 3 faults can be tested by nonitoring the supphy current [

Table 2: Faul ty behavior of the C-el enent

Fault logical Behavior Model
Bridging: (3,4), (1,7), (5,0 stuck-at- ]
Bridging: (2,6), (7,0), (1,5 stuck-at-
Stuck-opeml, p2, n3
Bridging: (1,2), (1,3), (2,4 HAL stuck-at
Stuck-opemd, nl, n2
Bridging: (2,0), (3,0), (3,6 L+AH
Stuck-on:pl, p2
Bridging: (1,4), (4,5) CNR- 1
Stuck-on:nl, n2 CNR
Bridging: (5,6), (6,0) CNR- 0
Bridging: (2,3) C=AB
Bridging (2,5) C=A
Bridging: (3,5) C=8B data-feed-through
Bridging: (2,7) C=A
Bridging: (3,7) C=2nB
Stuck-on:p3, n3 indeterm najte parametrid
Bridging: (5,7)

4 Inta-feed-throughFaults in Asynchronous rcuits

Inthis sectionthe detectionof feed-throughfaults insequential circuitsis consider
asynchronous sequential circuit is conposed of conbinational primtives and SE prim tive
Functional fault nodels for such circuits can be obtained using the proposed fault node

for the elenentary SE cell. Such nodels retain the accuracy of the lowlevel fault node



of the primtives, by all owi ng physical failures that cannot be nodel ed as stuck-at faul
be functionally characterized at a higher level. This can reduce the test generation ef
because a lowlevel failure can be tested by considering the corresponding hi gher level fe
Therefore the nunber of elenents to be considered is reduced since there is no need to
consider test generation at the transistor level. Here, we exam ne the inplications of d
feed-throughfaults in asynchronous sequential circuits. Here a substate contains a subs
the state variables, thus it could describe sone or all of the storage elenents of the cir

Arace-ahead invol ves change in the state of the nachine as defined b¢Row]| 1

Definition 3: Arace-ahead occurs when a faulty sequential circuit starts fromsubstate s
and back to the sane substate in ytransitions such that y < 2y where xis the nunber of

transitions inthe fault-free circuit.

Banple 1: Consider the Gray code up- down counter shownin Fi gure 3 using t wo nand- pair

l at ches as an exanpl e of an asynchronous sequential circuit.

Figure 3: The up- down Gray code counter

Wien F' =1, the circuit displays ¢n 4 the nodulo 4 Gray code representation of
the nunber of positive control pulses received (P in Figure 3). Wen F =0, the circuit
counts backward (nmodulo 4). The effects of two different faults are illustrated in Figur
4, which gives the state diagrans in the presence of each of these faults. States A, B,
and D represent the states correspondi aggt=M,01,11,10 respectively. Consider 11
becones data-feed-through suchthat A1. This neans that 1atch Il becones conpletel y
conbi national, i.e. the data inputs Al and Bl are not processed as indi vi dual events and t.
latchis nolonger a storage el enent. Therefore the events where the cell latchesits prev
val ue are not available, instead at that events, the latch behaves conbinational. Figure ¢
shows the state diagramcorresponding to this fault. Figure 4(b) corresponds to the san
fault in 2. Consider Il stuck-at-1, thenthe circuit will stuckto state 10 when F' =1, an



tostate 11 when F =0 as shown in Figures 4(c) and 4(d) respectively.

(©) (d)

e 4: Faulty behavior of the up-down Gray code counter (a) [l data-feed-through
Al), (b) R data-feed-through=ft A0) (c) Il stuck-at-1, (d) R stuck-at-1

Figu
(4

—

Banple 2: Anot her exanple is the handshaking circuit inplenented by the C-elenents

shown in Figure 5. It was clained that the circuit is self-diagnostic for the stuck-at f
nodel [9. Since the circuit is sem-nodul ar, or every operating cycle inits state gr:
including all possible transitions (see Figure 6), a stuck-at fault will halt the oper
Therefore, the detection of the stuck-at fault can be guaranteed. This nay not be true

unfortunately, for the other faults we nodeledin the last section.

N
JQ—‘ Rout
Cl

Ain

Rin

T1A

c2
Aout

Fi gure 5: Ahandshaking circuit

10



As an exanple, consider the date-feed-through fault in which the two inputs of C2 in
Figure 5 are shorted. Because of this fault, C-elenent C2is reduced to an AND gate as w
discussedinthe last section. The effect of this fault can be seenfromthe faultystate gr
inFigure 7. Two newstates are possible and several newtransitions are created. Unlike t
stuck-at fault, this fault nmay not be self-diagnostic because the newstate graphis nolo
sem -nodul ar and circuit can have such operating cycle a$, RipAodbut~, Rin™] .

Moreover, this date-feed-through fault nay nask the detectionof sone other stuck-at faul

State=[Rin, Rout, Ain, Aout]

Rout *

Figure 6: State graph of the handshaking circuit

5 (bncl usion

The effectiveness of the mninal fault nodel for two basic SKs used in asynchronous
circuits is eval uated. The enhanced fault nodel for the two cells is proposed, which provi
hi gher explicit fault coverage conpared to the mninal fault nodel. H gher level functior
fault nodels for conplexcircuits using the twocells consideredinthis paper as prim tives
be inferred fromthe proposed nodel, with higher fault coverage. This allows the testing
lowlevel failures that cannot be characterizedas stuck-at-0/1 at the functional level w
the need to consider the physical inplenentation of the circuit. Thus the advantages o
functional testing is retained with a higher coverage of lowlevel failures. 'lest gener
coul d be based on the change in the state-transition graph of the conplex circuit due t

such faults. This can be used to enhance the existing testing techni ques for self-tined.

11



asynchronous sequential circuits based on the changes in state transition graph which

present only consider stuck-at faults only.

State=[Rin, Rout, Ain, Aout]

.+
Rin’,”
’

Rout *

Figure 7: Effect of a date-feed-through fault on The C-el enent

References

[1]W K. Al-Assadi, Y. K. Malaiyaand A P. Jayasumana, “ Use of Storage El enents as
Primtives for Modeling Faults in Sequential Circuits,” Proc. 6th. Int. Conf. on VLS
Design, pp. 118-123, January 1993.

[2]W K. Al-Assadi, Y. K. Malaiya and A P. Jayasunana, “Faulty Behavior of Storage
K enents and its Effects on Sequential Circuits,” To Appear in [IFEE Transaction on
VLSIT Syst ens.

[3] P. Banerjee and J. A Abraham “AMul tival ued Al gebra for Modeling Physical Failures
in MOS VLSI Circuits,” IEEE Transaction on Conput er- Ai ded Desi gn, vol . CAD-4, no.
3, pp. 312-321, July 1985.

[4]M. K. Reddy and S. M. Reddy, “Detecting FET Stuck- Open Faul ts in CMOS Lat ches
and Flipflops,” IEEFE Design and Test, pp. 17-26, October 1986.

[5]D. L. Liuand E J. McCluskey, “ACMOS Cell Library Design for Testability,” VLSI
Systems Design, pp. 58-65, May 4, 1987.

[6] R Angl ada and R Rubio, “Functional Fault Models for Sequential Circuits,” Re-
search Report DEFE-3 Flectronic Engineering Departnent, Pol ytechnical University .
Catal unya, Barcel ona 1987.

12



[7]K. J. Lee and M. A Breuer, “AUniversal Test Sequence or CMOS Scan Registers,”
Proc. IEEE Customlintegrated Circuits Conf. pp. 28.5.1-28.5.4., 1990.

[8]W K. Al-Assadi, Y. K. Malaiya, and A P. Jayasumana, “ Detection of Feed- Through
Faults in CMOS Storage Flenents,” Proc. NASA Synposiumon VLSI Design, pp.
7.2.1-7.2.5, October 1992.

[9)T. H-Y. Meng, R W Brodersen and D. G. Messerschmtt, “Automatic synthesis of
Asynchronous Circuits fromHh gh- Level Specifications”, [EEE Trans. Conputer- Aided
Design, vol.8, pp. 1185-1205, 1989.

[10]P. A Beerel and . H-Y. Meng, “Sem - Modul arity and Sel f- Di agnostic Asynchronous
Control Circuits”, Advanced Research in VLSI (MITpress 1991), pp.118-132.

13



