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ABSTRACT

Random testing is a well known concept that requires that each test is selected randomly re-
gardless of the test previously applied. In actual practice it takes the form of pseudo-random
testing, where each test patternis a shifted version of the previous one with one new bit added.
This paper introduces the concept of antirandom testing. In this testing strategy each test ap-
plied is chosen such that its total distance from all previous tests is maximum. This spans the
test vector space to the maximum extent possible for a given number of vectors. This strategy
resultsin a higher fault coverage when the number of vectorsthat are applied islimited. Algo-
rithmfor generating antirandomtestsis presented. A Reed-Solomon code based test set isalso
introduced that resultsin test vectors with antirandom characteristics. Results comparing the
different test strategies on | SCAS benchmarks show these strategiesto be very effective when a
high fault coverage needs to be achieved with a limited number of test vectors. The superiority
of the antirandom testing approach is even more significant for testing bridging faults.

1 Introduction

Random testing avoids the problem of deterministic test generation that requires structural in-
formation about the circuit under test to be processed for generating each test. Available evi-
dence suggests that random testing may be areasonabl e choice for obtaining a moderate degree
of confidence, however it becomesinefficient when only hard to test faultsremain [7]. Further,
intesting digital circuits, pseudo random test vectorsare used. Thisresultsin atest vector which
Is a shifted version of the previous pattern, with one new bit based on a primitive polynomial
[1].

Random testing does not exploit some information that is available in black-box testing en-
vironment. Thisinformation consists of the previous tests applied. If an experienced tester is
generating tests by hand, he would sel ect each new test such that it covers some part of the func-
tionality not yet covered by tests already generated. The objective of this paper isto formally
define an approach that uses this information and to propose schemes that may allow such test
generation to be done automatically. We term this approach antirandomtesting, since selection
of each test explicitly depends on the tests already obtained.



In section 2 we define and characterize the antiranodm test patterns. A procedure for gener-
ating antirandom testsis described. Section 3 describes a procedure for generating tests having
antirandom properties based on Reed-Solomon codes. Then we compare the different strate-
gies by evaluating their effectiveness on ISCAS benchmark circuits as well as a widely used
ALU circuit. We extend the antirandom concept further by proposing afunctional test genera-
tion scheme in which we find input vectors that would cause antirandom patterns at the output
of acircuit. This schemeis evaluated on apopular ALU circuit.

2 Binary Antirandom Sequences

Antirandom testing [6] is a black-box strategy like psuedo-random testing, meaning that it as-
sumes no information about the internal implementation of the circuit. Here we start with for-
mal definitions of the terms used and then examine construction of antirandom sequences. We
assume that the input variables are all binary.

Definition: Antirandom test sequence (ATS) is atest sequence such that atest tj is chosen
such that it satisfies some criterion with respect to all teststy, ty, ... ti_; applied before. In this
paper we use two specific criteriaintroduced below.

Definition: Distanceisameasure of how different two vectorst; and t; are. Here we use two
measures of distance defined below.

Definition: Hamming Distance (HD) [3] isthe number of bits in which two binary vectors
differ. It isnot defined for vectors containing continuous val ues.

Definition: Cartesian Distance (CD) between two vectors, A= {an,an_1,..-81,80} ahd B=

{bn,bN_1,..-b1,80} iSgiven by:

CD(A,B) =
V(@ D)2+ (@1~ by_1)2 + .+ (@ — bo)? &)
If al the variables in the two vectors are binary, then equation 1 can be written as:
CD(A,B)

Vlan = byl + [ay_1 — by_a]+ ..+ [ag — by
HD(A,B) @

Definition: Total Cartesian Distance (TCD) for any vector is the sum of its Cartesian dis-
tances with respect to all previous vectors.

Definition: Maximal Distance Antirandom Test Sequence (MDATS) isatest sequence such
that each test tj ischosen to makethetotal distance between tj and each of to,t;... tj_; maximum,
i.e

i1
TD(t) = > D(ti.t)) 3)
2

iIsmaximum for all possible choicesof t;. Wewill use Hamming distance and Cartesian distance
to construct MHDAT Ss and MCDAT Ss.

For functional testing, we have no structural information available about the actual imple-
mentation. Using maximal distance criterion, every time we attempt to find a test vector as
different as possible from all previously applied vectors. The antirandom testing scheme thus
attemptsto keep testing asefficient aspossible. Inthisapproach weare using the hypothesisthat
if two input vectors have only asmall distance between them then the sets of faults encountered
by thetwo islikely to have a number of faultsin common. Conversely, if the distance between
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two vectrsis large, then the set of faults detected by oneis likely to contain only a few of the
faults detected by the other.

If testing is less than exhaustive, then MDAT (maximum distance antirandom testing) is
likely to be more efficient than either random or pseudorandom testing. Even when exhaustive
testing isfeasible, MDAT islikely to detect the presence of faults earlier.

Procedure 1. Construction of a MHDATS (M CDATYS):

Step 1. For each of N input variables, assign an arbitrarily chosen value to obtain the first test
vector. As discussed below this does not result in any loss of generality.

Step 2. Toobtain each new vector, evaluatethe THD (TCD) for each of the remaining combina-
tions with respect to the combinations already chosen and choose one that gives maximal
distance. Add it to the set of selected vectors.

Step 3. Repeat step 2 until all 2N combinations have been used. 0

This procedure uses exhaustive search. Aswe will see later, the computational complexity
can be greatly reduced.

To illustrate the process of generating MDATS, we consider in detail the generation of a
complete sequence for three binary variables.

Example 3: For a system, theinputs {x,y,z} can be either 0 or 1. We will illustrate the gener-
ation of MHDATS using a cube with each node representing one input combination.

Let us start with the input {0,0,0}. This does not result in any loss of generality. As we
will see later, the polarity of any variable can be inverted. The next vector t; of the MHDTS s
obviously {1,1,1} with THD(t;) = 3. At this point, the situation is shown in Fig. 1a, where the
input combinations already chosen are marked.

Ascan be visually seen, asymmetrical situation exists now. Any vector chosen would have
HD = 1 from one of the past chosen vectorsand HD = 2 from theothers. If weallow thevariables
to be reordered, then without any loss of generality we have the following choices. to= {0,0,0}
t;={1,1,1}; THD =3
t,={0,1,0}; THD=3ort, ={1,01}; THD =3

Let us consider the first choice. After t, = {0,1,0}, the clear choice for t3 is {1,0,1} at the
opposite corner of the cube. The situation now isshownin Fig. 1b.

010 011 10 011 10 11

110 111 110 111 110 111

001 001 001

100

101 100 101 1 101

a b.
Figure 1: Construction of 3-bit MHDATS

Again a symmetrical situation exists. Any one of the remaining vectors have the same re-
lationship with the set of vectors already chosen. Let us pick {1,0,0} ast4. The next vector ts
then hasto be {0,1,1} at the opposite corner of the cube. We can again choose any one of two
remaining vectors as shown in Fig. 1c. Let uschooset6 = {1,1,0} which leavest; = {0,0,1}.
The complete MHDTS obtained hereis given as sequence 1 in Table 1. u



Table 1: 3-bit MHDTS (Example 3)

Test | xyz | THD | TCD
to 000

t1 111 3| 17320
to 010 3| 24142
t3 101 6 | 4.146
ts 100 6 | 4.8284
ts 011 9 | 6.5604
tg 110 9 | 7.2426
t7 001 12 | 8.9746

In this example, it is easy to see that with our chosen vectors for tg,t; and the two choices
for tp, we could have constructed 16 distinct MHDAT Ssusing all of the later choices available.
We can verify that all of these are also MCDATSs.

A large number of experiments with construction of MHDATSs and MCDATSs have been
done. Based on these, the following results can be stated [6].

Definition: If asequence B is obtained by reordering the variables of sequence A, thenB isa
variable-order-variant (VOV) of A.

Theorem 1: If asequence B isvariable-order-variant of aMHDATS (MCDATS) A, then B is
also aMHDATS (MCDATS).

The theorem follows from the fact that Hamming or Cartesian distance is independent of
how the variables are ordered.

Theorem 2: If asequence B isapolarity-variant of aMHDATS (MCDATS) A, then B isalso
MHDATS (MCDATS).

The theorem follows from the fact that for a pair of vectors the distance remains the same,
if the same set of variablesin both are complemented.

Theorem 3: A MHDATS (MCDATYS) will always contain complementary pair of vectors, i.e.
tox will alwaysbefollowed by ty 1 whichiscomplementary for al bitsinty wherek=1,2, . ...

Procedure 2. Expansion of MHDATS (M CDATYS):

Step 1. Start with a complete MHDATS of N variables, Xn_1, XN_2, ... X1, Xo.

Step 2. For each vector tj, i =0, 1, ... (2N-1), add an additional bit corresponding to an added
variable Xy, such that t; has the maximum total HD (CD) with respect to all previous vectors.H

Procedure 3. Expansion and Unfolding of a MHDATS (MCDATYS):

Step 0. Start with a complete (N-1) variable MHDATS (MCDATS) with 2N—1 vectors.

Step 1. Expand by adding avariable using Procedure 2. We now havethefirst (2N/2) vectors
needed.

Step 2. Complement one of the columns and append the resulting vectorsto first set of vec-
torsobtained in Step 1. Here, it would be convenient to complement the variable added in Step
1 u

The above procedures have been implemented in a program called ATG [13]. It generates
MCDATSs which are also MHDATSs. The application of antirandom testing for software has
been reported in [14].



3 Using Reed-Solomon Codesfor Test Generation

The basic premise of antirandom testing is that the a new test patterns need to be selected so
that it is as different as possible from all the previous patterns applied. The error correction
and detection codes used in communications and data storage applications can generate code
words with appropriate minimum Hamming distances. Here we have chosen to use the Reed-
Solomon (RS) error correction code [10] because of its minimum Hamming distance properties
as another test generation scheme.

A magjor difference between antirandom and RS based testing is that antirandom testing ex-
ploits the sequence in which the vectors are applied. With RS coding, only a fraction of the
input combinations are code words, whereas with antirandom testing all combinations would
eventually be applied, if one would choose to do so. Using RS codes has the advantage that
algorithms and hardware designs for generation are already available [5]. Figure 3 shows an
encoder shift register circuits for (15,9) RS code. In the output shift register part of Figure 3,
LSS represents the least significant symbol, it is also the last byte transmitted. MSS represents
the most significant symbol, corresponding to byte (n-1). It isthefirst byte transmitted. A RS
code can only be generated for some specific code word sizes, however our experiments suggest
that truncated code words have somewhat similar capabilities.

4 Randomness of antirandom test patterns

A scheme can be considered to be more randomif the ones and the zeros are evenly distributed
in space and time and if there is very little correlation between one pattern and the next. If
we use this definition of randomness, antirandom and Reed-Solomon sequences turn out to be
significantly more random than pseudo-random tests.

L et us compare the randomness of thefirst 30 test patternsfor 14-input sequences generated
using antirandom property, the Reed-Solomon code, and conventional pseudo-random tests, as
givenin Table 2. Pseudo 0 and Pseudo 2 represent the pseudorandom sequences starting with
the seeds 00000000000000 and 01010101010101 respectively. The successive vectors in the
time sequence are listed sequentially. Table 2, shows that the antirandom and Reed-Solomon
sequences are more random than the two pseudorandom sequences. A more visual represen-
tation in Figure 2 suggests that the antirandom sequence is somewhat more random than the
Reed-Solomon sequence. A black pixel indicates value O, while the white pixel indicate value
1. Thetime progresses from top to bottom for each bit-map. There are several formal tests for
randomness. Pradhan and Chatterjee [9] have shown that LFSR based sequences fail most of
these tests.

5 Effectiveness of Antirandom and Psuedo-random Testing

To compare the effectiveness of antirandom and Reed- Sol omon sequences with psuedo-random
tests generated using linear feedback shift registers, (LFSRs), a series of experiments has been
performed. We have measured the effectiveness of atest set using two coverage measures. The
stuck-at 0/1 coverageistheratio of the number of stuck-at faults detecteded to the total number
of faults. Somefaults may be undetectable. We have a so evaluated the bridging fault coverage
inthe IDDQ test environment. A bridging fault isassumed to be detected if the two nodes have
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Figure 2: State-time diagrams of Reed-Solomon, Antirandom, Pseudo-random Pattern Generator



Antirandom

Pseudo O

Pseudo 2

Reed-Solomon

00000000000000
1111111111111
01010101010101
10101010101010
00110011011000
11001100100111
01100110001101
10011001110010
00011110010011
11100001101100
01001011000110
10110100111001
00101101011110
11010010100001
01111000001011
10000111110100
00001111101001
11110000010110
01011010111100
10100101000011
00111100100100
11000011011011
01101001110001
10010110001110
00010001101111
11101110010000
01000100111010
10111011000101
00100010110111
11011101001000

00000000000000
10000000000000
11000000000000
11100000000000
11110000000000
11111000000000
11111100000000
11111110000000
11111111000000
11111111100000
11111111110000
11111111111000
01111111111100
00111111111110
00011111111111
10001111111111
01000111111111
10100011111111
01010001111111
10101000111111
01010100011111
10101010001111
01010101000111
00101010100011
10010101010001
01001010101000
10100101010100
01010010101010
10101001010101
11010100101010

01010101010101
00101010101010
10010101010101
11001010101010
01100101010101
00110010101010
10011001010101
11001100101010
01100110010101
00110011001010
10011001100101
11001100110010
11100110011001
11110011001100
11111001100110
01111100110011
10111110011001
11011111001100
11101111100110
01110111110011
10111011111001
11011101111100
11101110111110
11110111011111
01111011101111
10111101110111
11011110111011
11101111011101
01110111101110
10111011111001

00000000000000
00111001101110
01100001010100
11000010101001
10110100011111
01011000111010
10100011111101
01110110110110
11101100100101
11111011000111
11010101001011
10011010010011
00010111100010
00101110001100
01001111011000
11100100010010
11011101111100
10000101000110
00100110111011
01010000001101
10111100101000
01000111101111
10010010100100
00001000110111
00011111010101
00110001011001
01111110000001
11110011110000
11001010011110
10101011001010

Table 2: Comparison of randomness; Reed-Solomon, Antirandom and Pseudorandom

oppositelogic values, becausein such acaseavery high guiescent supply current wouldindicate
the presence of afault.

We have simulated several ISCAS85 combinational benchmark circuits using Nemesis, a
software tool developed at University of California, Santa Cruz [2].

The basic characteristics of the simulated ISACAS85 combinational circuit aregivenin Ta-
ble 3. It list the detail information such as the number of inputs and outputs, number of gates,
the circuit function and the total number of stuck-at faults.

5.1 Testing Combinational circuit for Stuck-at Fault

A pseudo-random test generator will generate different sequences depending on the seed used,
and different seedswill yield different results. To seethe variation in coverage dueto the choice
of the seed value, three different seed values were used for the pseudo-random test generator.
Figures4 and 5 show the stuck-at fault coverage obtained by the test sequence generators for
thecircuits C880 and C3540. In these plotsthe x-axis represents the number of thetest patterns,
and the y-axis fault coverage. Tables4, 5, 6, 7 show the fault coverage for different number of
test patternsfor c880, 3540, c1355 and c499 respectively. Note that the PseudoO, Pseudol and
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Figure 3: (15,9) Reed-Solomon Encoder shift register circuit

Pseudo2 inthefigures and plotsrepresent the different initial seedsfor pseudorandom generator
which are al zeros (000000...), al ones (111111...) and aternating bits (101010...).

For c880 (Figure 4), we observe that antirandom and Reed-Solomon tests perform similarly,
obtaining 91.3% and 90.45% coverage respectively for 105 vectors. In both cases, the fault
coverage curves rise sharply and exhibits a smooth behavior. In case of psuedo-random tests,
there is a significant difference depending on the initial seed, the coverage obtained with 105
vectorsrangesfrom 51.06% to 73.9%. For all three seeds, psuedo-random testssignificantly lag
in performance compared with antirandom and Reed-Solomon tests. We also observe that the
plots for psuedo-random tests show somewhat irregular growth. The plot for c3540 (Figure 5)
shows that antirandom testing is again the best, the difference between it and psuedo-random
testing ismost pronounced at about 70% coverage. Similar observations can be madefor c1355
and ¢c499 (Tables 6 and 7).

The results show that:

1. Theantirandom and Reed-Solomon sequences generally provide higher coverage than psuedo-
random testing.

2. Both new test pattern generation schemes can obtain a high fault coverage with signifi-
cantly fewer test patterns compared to pseudorandom testing.

3. Often antirandom and Reed-Solomon sequences obtain similar coverage values, antiran-
dom testing is generally slightly better.

These results show that the proposed schemes exercise the circuits-under-test better because
they span the test vector space better than psuedo-random schemes.
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Number | Number | Number | Total | Fanout | Circuit Total Total
Circuit of of of stuck-at | bridging

Input Output Gates | Lines | stem | Function | faults faults

¢880 60 26 383 880 125 | ALU and 942 3254
Control

€3540 50 22 1669 3540 579 | ALUand | 3428 16459
Control

cl1355 41 32 546 1355 259 ECAT 1574 4422

c499 41 32 202 499 59 ECAT 758 2781

Table 3: Characteristic of simulated combinational circuits

C880 Stuck-at Testing Result
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Figure 4: C880 Stuck-at Fault Coverage Simulation

5.2 Testing Combinational Circuit for Bridging Faults

A bridging fault is a short between two nodes in a circuit. We have applied the two new test
pattern generation schemes to test bridging faults in the four ISCAS benchmark circuits. The
bridging faults are identified by Carafe [4] by considering the layout information. Nemesis
assumes that a bridging fault is being tested in the IDDQ test environment. If the two bridged
nodes have opposite logic values then the bridging fault will cause a high value of IDDQ thus
detecting the fault.

Figures6and 7 givethefault coverages obtained for the circuitsc880 and c3540 for different
schemes. Tables 8, 9, 10, 11 list the fault coverage values for specific number of test patterns
for the four circuits.

Figures 6 for ¢880 show that the difference between the two proposed approaches and the
traditional psuedo-random testingisquiteremarkable. Further morewith antirandom and Reed-
Solomon sequences, the coverage of bridging faults rises much faster than that for stuck-at



C3540 Stuck-at Fault Testing Result
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Figure 5: C3540 Stuck-at Fault Coverage Simulation

[ TesNo. [ 2 | 5 [ 10 [ 15 | 25 | 3 [ 55 | 75 [ 105 |
Antirandom || 17.83 | 42.99 | 67.46 | 73.46 | 79.00 | 82.8 | 86.00 | 88.64 | 913
Reed-solomon || 27.18 | 40.13 | 62.21 | 69.21 | 78.56 | 81.32 | 85.77 | 88.54 | 90.45
Pseudo0 || 8917 | 9.87 | 12.63 | 14.76 | 2442 | 29.83 | 37.15 | 40.13 | 51.06
Pseudol || 12.63 | 1359 | 15.39 | 15.71 | 18.15 | 25.27 | 45.22 | 58.49 | 68.68
Pseudo2 || 35.24 | 4055 | 4459 | 45.75 | 46.71 | 52.34 | 67.94 | 71.66 | 73.9

Table 4: Stuck-at Fault Coverage for c880

faults. The gap between the curvesfor the new approaches and psuedo-random testing is wider
for bridging faults. The same behavior is observed for other three circuits. For about 88-90%
coverage obtained by our approaches, the gap for c880 widens from 17-49% to 27-75%. The
similar gaps for ¢3540 widens from 2-3 to 22-43%, for ¢1355 from about (-0.5)-3 to 19-23%,
and for ¢499 from 0.5-2.5 to 15.5-23%. This makes the proposed schemes ideal for generat-
ing tests for bridging faultsin the IDDQ test environment. Using avery few vectors, very high
coverage for bridging faults can be achieved.

An explanation for thisimprovement can be found by observing the fact that different inputs
aretoggled relatively independently with the proposed schemes, making it more likely that any
two nodes will have opposite logic values.

6 Antirandom property at the output nodes

6.1 Functional Description

The antirandom testing approach derives its advantage from the fact that the bits applied at the
primary inputs exhibit the antirandom property. However as signal s propagate in anetwork and
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[ TesNo. [ T | 5 [ 10 [ 30 | 50 | 90 [ 110 | 150 | 250 | 300 |
Antirandom || 14.21 | 34.98 | 47.78 | 69.17 | 75.32 | 82.29 | 84.42 | 85.27 | 89.15 | 90.43
Reed-solomon || 14.21 | 380 | 50.84 | 67.8 | 72.95 | 81.24 | 83.09 | 85.68 | 83.61 | 90.08
Pseudo0 || 1421 | 17.21 | 2021 | 36.93 | 51.78 | 63.78 | 68.79 | 77.48 | 87.38 | 89.56
Pseudo-1 || 8.664 | 28.56 | 30.66 | 40.4 | 53.25 | 64.31 | 69.36 | 75.94 | 86.82 | 87.92
Pseudo2 || 11.84 | 33.11 | 36.98 | 52.48 | 56.74 | 69.92 | 72.96 | 78.33 | 86.34 | 87.66

Table 5: Stuck-at Fault Coverage for ¢3540

[ TestNo. [ 2 | 5 [ 10 [ 15 | 35 | 45 [ 70 | 105 | 145 | 200 |
Antirandom || 20.84 | 34.18 | 53.62 | 67.28 | 78.34 | 80.43 | 86.91 | 88.44 | 90.53 | 92.57
Reed-solomon || 16.84 | 35.07 | 54.13 | 56.61 | 74.46 | 76.87 | 859 | 87.48 | 89.45 | 91.04
Pseudo-0 || 26.81 | 32.91 | 37.04 | 38.63 | 69.38 | 70.97 | 79.67 | 85.45 | 89.07 | 9149
Pseudo-1 || 1658 | 36.59 | 4543 | 50.7 | 66.96 | 75.48 | 83.29 | 89.07 | 90.21 | 92.12
Pseudo-2 || 26.18 | 46.95 | 48.86 | 54.89 | 71.16 | 75.86 | 83.23 | 86.98 | 90.15 | 9142

Table 6: Stuck-at Fault Coverage for c1355

aretransformed, the antirandomness gradually dissolves away. We conducted an experiment to
seeif antirandonmess at the output nodeswould a so give high coverage. Specifically, we select
input vectorsto acircuit so that antirandom patterns appear at the output of the circuit. For this
experiment, we selected the 74L S181 Arithmetic Logic Unit (ALU) becauseit hasawell known
functionality as given in Table 12.

The 74L.S181 circuit is controlled by the four Function select inputs(S,...S3), and a mode
control input(M). These five signals control the 16 possible logic operations and 16 different
arithmetic operations for either active HIGH or active LOW operands. Table 12 lists the func-
tions 74L S181 perform with active high inputs and outputs function.

When the Mode Control Input (M) is high, all internal carries are inhibited and the device
performs logic operation on the individual bits. When the Mode control input is low, the car-
ries are enabled and the device performs arithmetic operations on the two 4-bit words. The
device incorporates full internal carry lookahead and provides for either ripple carry between
devices using the C,, 4 output. or for carry lookahead between packages using the signals P
(Carry Propagate) and G (Carry generate). P and G are not affected by carry in.

The 24 pinsin this chip include 14 input lines and 8 output lines besides VVcc and GND.

To comparetheeffectiveness of different antirandom test approaches, we eval uated four test-
ing schemes.

1. Directly apply antirandom test patternsto ALU’s inputs.
2. Apply pseudo-random test patternsto ALU’s input.
3. Apply test patterns such that the output logic values exhibit antirandom behavior.

4. Use a combined antirandom testing approach, using some vectors that are antirandom at
the input and some that result in antirandom outputs. Since there are more inputs and
putputs, we decided to altenate them in thisway: 4 antirandom vectors (at input), 2 vec-
torswith antirandom outputs, and continue repeating this sequence. We call this approach
mixed.

Thevectorsto generate antiradom output vectors were obtained using the following method.
We want to generate all 28 = 256 output vectors, but in a sequence that satisfies the antirandom
property. In order to reduce the complexity of the software needed to generate these output
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[ TesNo. [ 2 | 5 [ 10 [ 15 | 25 | 3 [ 55 | 75 [ 105 |
Antirandom || 30.31 | 49.34 | 60.92 | 80.47 | 84.83 | 87.07 | 88.39 | 92.35 | 934
Reed-solomon || 25.07 | 49.87 | 69.79 | 72.03 | 74.93 | 83.64 | 87.99 | 91.03 | 92.61
Pseudo-0 | 41.29 | 47.80 | 53.3 | 55.28 | 69.66 | 79.6 | 85.01 | 89.71 | 92.61
Pseudol || 24.8 | 4842 | 57.26 | 62.14 | 72.85 | 77.7 | 86.15 | 89.84 | 93.01
Pseudo2 || 3641 | 6451 | 67.28 | 72.82 | 78.76 | 83.11 | 87.6 | 89.18 | 92.35

Table 7: Stuck-at Fault Coverage for c499

€880 Bridging Fault Testing Result
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Figure 6: C880 Bridging Fault Coverage

vectors, we first obtained all elements of an 8-bit antirandom sequence. We then applied al
possible psuedo-random vectors at the input and obtained the output vector for each of them
by simulation. If this output pattern has not yet been generated, we save the corresponding in-
put pattern in the appropriate position. If an input does not generate a new output vector, it is
dropped. Eventually we obtain asequence of input vectorsthat will generate the desired output
sequence.

The Figure 8 and Table 13 shows stuck-at fault simulation results. We see that all three an-
tirandom approaches show a sharper rise in coverage in the beginning compared with conven-
tional psuedo-random testing. However at higher test coverage values, antirandom-at-output is
not more effective than psuedo-random testing. Mixed antirandom testing is generally similar
to antirandom-at-input. We were hoping to see that mixed antirandom testing is slightly better
than antirandom-at-input approach. The results suggest that antirandom-at-output approach is
not as effective aswe were expecting. A possible explanation can be that antirandomness at the
outputs may not trandate into significant antirandomness at internal nodes. We plan to inves-
tigate other approaches for further enhancing the effectiveness of antirandom testing, possibly
by using some structural infromation.
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C3540 Bridging Fault Testing Result
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Figure 7: C3540 Bridging Fault Coverage

[ TesNo. [ 1 | 3 [ 5 [ 7 | 15 | 25 | 65 [ 75 | 105 |
Antirandom || 10.26 | 43.13 | 62.55 | 71.54 | 89.325 | 95.03 | 97.91 | 98.24 | 98.58
Reed-solomon || 10.26 | 4551 | 64.14 | 71.84 | 86.28 | 92.00 | 95.25 | 9649 | 97.7
Pseudo0 || 10.26 | 10.38 | 17.46 | 19.17 | 3169 | 44.11 | 65.46 | 69.27 | 75.85
Pseudo-1 || 156 | 21.79 | 25.05 | 26.82 | 32.23 | 35.68 | 51.91 | 76.16 | 87.13
Pseudo2 || 2584 | 4696 | 534 | 56.11 | 62.74 | 66.42 | 87.19 | 90.72 | 91.35

Table 8: Bridging Fault Coverage for c880

7 Conclusions and future work

Antirandomtestingisanew test generation approach. Herewe have demonstrated it can achieve
high fault coverage much faster than the conventional psuedo-random testing. It has also been
successfully applied for software testing and testing of VHDL descriptions. Its effectivenessis
specially remarkable for bridging faults. The schemeiswell suited for IDDQ tsting because it
provides very good coverage with only a few vectors. One possible way to exploit the capa-
bilites of antirandom testing isto useit until a suitable high coverage is obtained, and then to
switch to deterministic testing.

So far we have considered only black-box testing which assumes that we do not have any
structural information available. It ispossibleto generate antirandom sequencesthat can exploit
some structural information thusfurther increasing coverage, just like weighted psuedo-random
testing [11] We are devel oping methods for applying this approach for sequential circuits. The
sequential circuitsaremuch lessamenableto random testing becauseit takesafew clock periods
for many faults to be detected. Pattern-holding based approaches, which have been proposed
for random testing [8], may be applicable for antirandom testing al so.
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[ TessNo. [ 1T [ 4 | 5 [ 7 [ 15 ] 25 [ 5 | 75 | 105 |
Antirandom 16.57 | 54.47 | 60.46 | 72.12 | 84.44 | 90.39 | 95.42 96.22 97.51
Reed-solomon || 16.57 | 54.17 | 58.93 | 67.25 | 80.93 | 86.53 | 92.05 93.27 94.37
Pseudo-0 16.57 | 21.32 | 28.05 | 28.79 | 37.33 | 47.21 | 77.06 85.46 89.40
Pseudo-1 1852 | 24.2 | 24.96 | 28.29 | 37.44 | 48,54 | 84.775 | 90.744 | 95.083
Pseudo-2 2234 | 4435 | 4455 | 48.35 | 60.91 | 68.50 | 87.23 | 90.57 | 93.47
Table 9: Bridging Fault Coverage for c3540
| TetNo. || 1 | 4 | 6 | 15 | 40 | 65 | 75 | 8 | 105 |
Antirandom 10.83 | 42.71 | 68.97 | 89.12 | 96.12 | 97.08 | 97.31 | 97.31 | 97.66
Reed-solomon || 10.83 | 53.31 | 68.97 | 87.57 | 94.82 | 97.24 | 97.62 | 97.75 | 98.04
Pseudo-0 10.83 | 36.37 | 50.01 | 70.34 | 90.12 | 95.26 | 95.97 | 96.45 | 97.10
Pseudo-1 18.29 | 30.34 | 33.02 | 66.51 | 93.61 | 95.55 | 95.97 | 97.17 | 97.52
Pseudo-2 2488 | 41.56 | 48.01 | 70.34 | 91.72 | 95.24 | 96.03 | 96.45 | 97.04

Table 10: Bridging Fault Coverage for c1355

8 Acknowledgement

Thiswork was supported in part by aBMDO funded project monitored by ONR.

References

[1] P. Bardell and W. McAnney and J. Savir, Built-in Test for VLS Pseudo-random
Techniques, John Wiley and Sons, 1987.

[2] The Nemesis Manual, C. Hall, B. Chess, T. Larrabee and H. Manley, Computer
Engineering, University of California, Santa Cruze, 1995.

[3] W. R. Hamming, “Error Detecting and error Correction Codes’, Bell Sys. Tech.
Journal, April 1950, pp. 147-160.

[4] CarafeUser’'sManual, A. Jee, D. Dahle, C. Bazeghi and F. J. Ferguson Computer
Engineering, University of California, Santa Cruze, 1996.

[5] W. A. Geisdl, Tutorial on Reed-Solomon Error Correction Coding, NASA Tech-
nical Memorandum 102162, 1990.

[6] Y. K. Maaiya, “Antirandom Testing: Getting the most out of black-box testing,”
Proc. International Symposium On Software Reliability Engineering, Oct. 1995,
pp. 86-95.

[7] Y.K. Mdayaand S. Yang, “The Coverage Problem for Random Testing,” Proc.
International Test Conference, October 1984, pp. 237-245.

| Test No. || 1 | 3 | 5 | 7 | 15 | 25 | 55 | 75 | 105 |
Antirandom 4524 | 38.05 | 71.09 | 78.91 | 88.88 | 91.75 | 97.13 | 98.55 | 99.63
Reed-solomon || 4524 | 51.34 | 69 | 7271 | 82.17 | 91.97 | 98.85 | 99.15 | 99.23
Pseudo-0 4524 | 29.18 | 37.98 | 45.83 | 68.21 | 84.11 | 97.09 | 98.21 | 99.13
Pseudo-1 18.77 | 27.43 | 45.62 | 56.03 | 73.30 | 84.69 | 97.62 | 99.21 | 99.75
Pseudo-2 31.34 | 49.26 | 54.50 | 57.85 | 65.47 | 87.73 | 98.01 | 98.35 | 99.17
Table 11: Bridging Fault Coverage for c499

14



ALU Stuck-at Testing Result

100 T T T T T T T
KooK Ko X KX . i =+ X?’ 'OUt;:;n_coge’ -
B e 'Pseudo-code’ -B-- |
90 X /+,,,,H,EL+'L~E//+ "Mix-code’ -
x +
X ’F’//
XX i B
80 et -
¥ _D/
o
oF /7 ' .
g ¥
@ /
9] ) s
> s .
g eop i
= !
IS ‘ o
w P
50 o0 4
i :
40 | E
|
30 H 7 .
|
#o
20 1 1 1 1 1 1 1
0 10 20 30 40 50 60 70 80

Test pattern

Figure 8: ALU Stuck-at Fault Coverage Simulation

[8] L. Nachman, K.K. Saluja, S.J. Upadhyaya and R. Reuse, “A Novel Approach to
Random Pattern Testing of Sequential Circuits’ IEEE Trans. Computers, January
1998, pp. 125-134.

[9] D. K. Pradhan and M. Chatterjee, “GLFSR-A New Test Pattern Generation for
BIST”, Proc. International Test Conference, 1994 pp. 481-490.

[10] 1. Reed and G. Solomon, “Polynomial Codes over Certain FiniteFiels’, Journal of
The Society for Industrial and Applied Mathematics, June, 1960.

[11] N. A. Touba and E. J. McCluskey, “Altering A Pseudo-random Bit Sequence for
Scan-based BIST”, Proc. International Test Conference 1996, pp.167-175.

[12] S. Wu, “Effectiveness of Antirandom and Rood-Solomon Code based Testing”,
MS Thesis, Electrica Engineering Dept, Colorado State University, March 1,
1998.

[13] H.Yin,“Test Data Generation and Evaluation for Antirandom Testing with Check-
pointing” MS Thesis, Computer Science Dept., Colorado State University, 1997.

[14] H. Yin, Z. Lebne-Denge and Y. K. Malaiya, “Automatic Test Generation using
Checkpoint Encoding and Antirandom Testing” Int. Symp. on Software Reliabil-
ity Engineering, 1997, pp. 84-95.

15



S S S 9 Logic Arithmetic
(M=H) | (M=L)(Ca=H)

L L L L A A

L L L H A+B A+B

L L H L AB A+B

L L H H | LogcaO minus1

L H L L AB AplusAB

L H L H B (A+B) plusAB

L H H L A®B | AminusB minusl

L H H H AB AB minus1

H L L L A+B A plusAB

H L L H| Ae¢B A plusB

H L H H B (A+B) plusAB

H H L L AB AB minus 1

H H L H | Logica1l A plus A*

H H H L A+B (A+B) plusA

H H H H A+B (A+B) plusA

H L L L A A minus1

Table 12: 74L.S181 active high inputs and outputs function table

TesNo. [ 1 | 3 [ 5 | 7 [ 10 [ 22 [ 38 [ 75 | 115 |
Antirandom 24.25 | 49.83 | 63.12 | 76.41 | 80.07 | 91.03 | 95.02 | 95.68 | 95.68
Out-in 2525 | 4651 | 61.46 | 67.11 | 7293 | 854 | 88.7 | 93.69 | 95.68
Mix 2425 | 4983 | 64.72 | 76.6 | 82.06 | 88.7 | 92.36 | 95.35 | 96.01
Pseudo-random || 24.25 | 31.23 | 34.88 | 51.83 | 53.82 | 78.58 | 89.69 | 95.02 | 96.01

Table 13: Simulation Result of Bridge Fault for ALU
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