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Abstract. The development of safety critical systems is a complex and chal-
lenging task. There are many claims regarding how precise modeling, either 
with the UML or other modeling notations, can yield benefits in terms of more 
rigorous specifications and designs. This paper reports on experiences from ap-
plying statechart-driven UML modeling in the development of a safety-critical 
system at ABB. The primary lessons learned from the study are related to the 
impact of precise modeling on the ease of transitioning to design. 

1 Introduction 

There are many proponents of precise modeling in academia, the main argument 
being that precise specifications and designs need to be defined before development 
can start. However, industry has not yet widely adopted model-driven development 
and it is therefore important to understand what the benefits and challenges are when 
adopting such practices. Furthermore, one might expect such benefits to be maxi-
mized in the context of safety-critical software with higher dependability require-
ments.  

There is a large difference between a sketch of a specification and an implementa-
tion. The goal of using UML in the specification of safety-critical systems is to obtain 
specifications that are detailed enough to facilitate the transition to implementation 
and limit rework in the late stages of development.  

As part of a software process improvement initiative in ABB, we had the opportu-
nity to conduct a study on precise modeling with the UML in the specification and 
design phases of a safety-critical system. This paper reports on lessons learned from 
this experience, emphasizing statechart-driven modeling as the safety-critical system 
under study has a state-driven behavior.  

The paper is organized as follows: Section 2 presents the project context. Section 3 
describes the modeling process. Section 4 reports the lessons learned, and Section 5 
concludes.  
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2    Context 

This section describes the context of the study: the company (ABB), the software 
process improvement project, the safety-critical system which is the focus of this 
study, and the development method. 

2.1 Organization 

ABB is a global company that operates in approximately 100 countries with 100,000 
employees. A primary business area concerns power and automation technologies for 
which ABB develops software and hardware.  

The ABB Corporate Research Center in Norway, NOCRC, is one of ABB’s eight 
research centers worldwide. Their interests concern industrial communication, hu-
man-machine interaction, control and optimization of industrial processes, and in-
strumentation and operation of machines and processes. The research center supports 
the business units of ABB through projects and technical studies.  

2.2 Software Process Improvement Project 

ABB Corporate Research in Norway has initiated a software process improvement 
initiative with the aim of improving UML modeling practices throughout the com-
pany.1 This initiative is supported by the Norwegian Research Council through the 
project EVISOFT (EVidence based Improvement of SOFTware engineering), and it 
is conducted in cooperation with researchers from Simula Research Laboratory. The 
current project was initiated to investigate which UML diagrams may be beneficial to 
ABB in the process of going from the specification to the implementation phase. It 
provided a unique opportunity to assess the usage of precise, statechart-driven UML 
modeling in a realistic safety-critical development environment.  

A Technical Requirements Specification, developed by the business unit in coop-
eration with the scientists from NOCRC, was the starting point for developing a com-
mon understanding of the system. The modeling was a cooperative activity between 
Simula and NOCRC. Each modeling activity was closely monitored and followed by 
an introspective analysis of what happened. Based on these activities, several lessons 
are drawn regarding the benefits and challenges of precise UML modeling.  

2.3 System  

In order to satisfy the safety standards (e.g. EN 954 and IEC 61508 [2]) and enhance 
the safety-critical behaviour of their industrial machines, ABB develops a new ver-

 
1 Previous results of the process improvement initiative work are reported in [1].  
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sion of a safety-critical system for supervising an industrial machine. The focus of 
this study is a subsystem of this system, called the Safety Controller. The main func-
tion of the Safety Controller is to supervise the status of all safety related components 
interacting with the machine, and to initiate a stop of the machine in a safe way when 
one of these components requests a stop or if a fault is detected. It shall also interface 
with an optional safety bus to enable a remote stop and a reliable exchange of system 
status information. The system will be configurable with respect to which safety 
buses the system can interact with. 

2.4 Development Method 

In the project under study, the original specification was based on functional decom-
position, not object-oriented analysis. The overall system was iteratively decomposed 
into functional blocks, each carefully described in terms of input-output mappings 
and occasionally informal state models. One of the blocks, called the Mode Func-
tional Block, represented a state model for the functionality of changing between the 
modes that the machine can operate in. This high level state model, which was not a 
precise statechart, was our starting point.  

Development follows a V-model, also adopted by safety standards such as IEC 
61508. An important activity for complying with the safety standards is hazard analy-
sis. In this project, the hazard analysis consists in identifying main safety threats the 
machines can cause to their environment, the conditions under which these threats can 
manifest themselves, and whether they are indeed possible given the system imple-
mentation. The Safety Controller will supervise and handle these threats. The original 
specifications focused on the expected behavior of the system with little emphasis on 
explicit error and exceptional scenarios other than specifying that certain safety stan-
dards shall be complied with. Error and exceptional scenarios are typically identified 
later in the project, as more details become apparent, and result from a hazard analysis 
activity. One of the main reasons for this is that a first version of these systems are 
typically designed and implemented before a complete specification of all error and 
exceptional scenarios are known.  

3    Statechart-driven Modeling 

Statechart modeling drives the design of the Safety Controller. Section 3.1 presents 
our precise statechart-driven modeling activities. Section 3.2 describes partial results 
of the modeling process: the statechart and class diagrams.  
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3.1 Modeling Process 

The modeling process has been iterative, mainly due to the fact that all details regard-
ing the functionality of the system were not known at the outset of the project. Many 
unexpected (error) states, transitions, and operations were identified and formally 
described while modeling. Iterative modifications to the Technical Requirements 
Specification were necessary and triggered reviews with the business units. The fol-
lowing are the main steps of the modeling process:  

1. Devise a context diagram to model the environment in which operate the 
system 

2. Identify a control class and interface classes from the context diagram 
3. Identify states and invariants for the control class 
4. Identify transitions and guard conditions (note: steps 2 and 3 can lead to de-

fining new class attributes) 
5. Identify actions on transitions and states, which usually lead to additional 

public operations in classes 
6. Iterate to any of the previous steps 

The system context class diagram is a part of the methodology in Gomaa [3]. The 
context diagram helps us understand the interfaces between the system and the exter-
nal environment and, hence, is useful for defining interface classes in the class dia-
gram. In our project, the context diagram helped precisely identify the external de-
vices that the system would interact with.  

An extension for UML statecharts of the state-design pattern [4] was then applied 
in order to construct a class cluster implementing the Safety Controller statechart.  
The extended state-design pattern provides a template on how to implement a UML 
statechart in such a way as to improve traceability from the model to the implementa-
tion and facilitate change. It extends the original state pattern by specifying how to 
implement state and transition actions.  

Furthermore, the class diagram was augmented with pre- and post conditions of 
operations described using the Object Constraint Language (OCL). This helps pro-
vide precise operational specifications for class operations and usually leads to re-
finements of the class diagram.  

3.2 Precise Statechart Model 

Figure 1 shows the statechart of the Safety Controller. Due to space and confidential-
ity constraints, the statechart is not complete with respect to state names, event names 
and actions on transitions or in states. We only present enough details to illustrate our 
modeling process2.  

 
2 The implementation of the system is still in progress at the time of writing, hence there may 

still be changes to the specification, and the statechart may therefore not be an exact repre-
sentation of an actual ABB system.  

 

 



Experiences with Precise State Modeling in an Industrial Safety Critical System   5 

By precise UML statechart modeling we mean that OCL [5] is used to specify state 
invariants, guard conditions, and pre- and post conditions of operations involved in 
call events.  

The statechart consists of two main superstates, namely Operational and Sus-
pended. The machine is allowed to be operated in Operational. In the Sus-
pended state the machine is stopped. Errors are logged in the Error state.  
Operational consists of three mode states that reflect the ways of how the ma-

chine can be controlled: Automatic, Operator, and OperatorFullSpeed. 
The last mode allows the machine to be manually controlled running at full speed. 

However, it is necessary to go via the confirm states before entering a different 
mode state. Hence, there are additionally three confirm states, one for each mode. The 
OperatorFullSpeedConfirm and AutoConfirm are superstates with sub-
states that wait for the operator to push a confirm button which takes the Safety Con-
troller to a state where it waits for a confirmation from the Main Controller  before it 
transitions to the selected mode. This particular way of handling the switch between 
these modes is due to the potentially high speed of the machine in OperatorFull-
Speed and Auto.   

The different stops will cause a transition from Operational to Suspended. 
When all stops are handled, the Safety Controller transitions back to the substate in 
Operational where the last stop occurred. This means that the machine can re-
sume operation.  

An emergencyStop is handled differently than the other stops. Hence, the ex-
plicit modeling of this stop type in the statechart. The emergency button must be 
released to proceed from WaitRelease to WaitReset. The operator must physi-
cally give a confirmation by pushing the machine confirmation-button. This event 
will cause the transition back to Stop. If another emergencyStop is detected 
before the machine confirmation-button is pushed, the Safety Controller transitions 
back to WaitRelease.  

The statechart was developed concurrently with class public interfaces. These con-
sist of a state-dependent control class (that will eventually implement the statechart) 
and interface classes interacting with the numerous external devices and (sub) sys-
tems. We additionally use the class stereotypes defined by Gomaa [3] in the class 
diagram shown in Figure 2.  

By using the extended state design pattern [4], we derived the class diagram shown 
in Figure 2. It consists of a class SafetyController that represents the system 
controlling the machine. The SafetyController is assigned all responsibilities 
for handling the state behavior. The SafetyController can be in one of several 
states: Suspended, Operational or Error. The SafetyController will 
act differently depending on what state it is in. An abstract class State represents 
the states of the SafetyController, and declares an interface common to all 
classes that represent different operational states. The subclasses of State imple-
ment state-specific behavior, which means that they provide operation implementa-
tions that are specific to every state (and possibly empty) of the SafetyControl-
ler.  The interface classes (e.g. the ConfigFileInterface) handle the commu-
nication between the state-control class and the external classes. 
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Figure 1 Safety Controller Statechart3

4    Lessons Learned 

This section reports the main lessons learned from modeling of the Safety Controller 
using a precise, statechart-driven modeling methodology.  

4.1    More Complete Specifications 

Through precise modeling, we quickly realized that the original specification was 
incomplete. By going through all possible states and transitions, and defining precise 
state invariants as well as defining actions, transitions and states using predefined 
operations and states, we detected many scenarios that had not previously been con-
sidered. We thus achieved a more complete, and hence safer specification. Represen-
tative improvement examples from Figure 1 are provided below: 

 
                                                           

3 Note that due to confidentiality constraints Figure 1 does not show all states and events.  
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Figure 2 Class Diagram4

1. New transitions between states were identified: (1) transitions between the con-
firm states which can occur if the mode is changed again before the target mode is 
reached (Example a), (2) transition from WaitReset to WaitRelease in the case 
where another emergencyStop event is detected when entering the Emergen-
cyStop state (Example b).  

2. The specification of the order of the events that is necessary to change mode is 
more precise: The transitions between AutoConfirm and Auto require a physical 
confirmation by the operator from WaitAutoMachineConfirm to WaitAuto-
Confirm (Example c).  

3. All the events that cause the machine to stop were identified (Example d). There 
are different types of stop events, for example emergency switches, enabling 
switches, light curtain devices and online hardware testing not OK or communication 
online testing not OK. The safeguard variable shown in some of the statechart’s 
guard conditions is a derived Boolean class attribute that is set to true once a stop 
event occurs which would cause the transition to the Suspended state.   

4.2    Complexity and Importance of Error Scenarios 

At the outset of the modeling process, normal condition scenarios were the main 
focus as these were described in the original specification. However, as a conse-

                                                           
4 Note that due to space and confidentiality constraints Figure 2 does not show all the opera-

tions. 
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quence of the precise statechart modeling process we soon realised that in the Ma-
chine Safety subsystem, error scenarios represent a substantial part of the complexity, 
and are crucial in ensuring the safety of the overall machine control system.  

System errors may correspond to illegal events or illegal parameters to events, e.g., 
an illegal mode value. In order to make a robust system, every possible illegal event 
(corresponding to a hardware or software error) in every state must be considered. A 
transition to a safe state must then be ensured and error information must be logged so 
that a safe restart of the system can be initiated (Example e).  

4.3    Easier Transition to Design 

Precise statechart-driven modeling facilitates the transition from specification to de-
sign. It helps precisely identify the required class public interfaces and attributes, and 
the responsibilities (contracts) of operations. Indeed, as actions, events, and guard 
conditions are defined, it is then necessary to define class operations and attributes to 
match them.  

Innovative, safety-critical systems are often specified and designed incrementally; 
a design and an implementation typically exist while the specification is still incom-
plete. As a result, traceability between the specification, design, and implementation 
must be ensured and organized in such a way that changes to the specifications will 
result in easy changes to the design and implementation and consequently facilitate 
verification and testing. Traceability is a main principle underlying all safety certifica-
tion work. We adopted an extended design pattern strategy here as explained in Sec-
tion 3. This led to a direct traceability between states and classes and a predetermined 
location for operations corresponding to call events and actions that minimize code 
redundancy, thus facilitating changes. Figure 2 shows the state dependent control 
class SafetyController (Example f) and the State class (Example g) with 
subclasses Operational, Suspended and Error (Example h) that were identi-
fied based on states of the statechart in Figure 1. See Section 3 for further explana-
tions of how the classes were derived.  

4.4    System Boundary 

Specifying a context diagram helped identify interface classes early on and facilitated 
the specification of many transitions and state actions as calls to these interface 
classes. The context diagram also led to a more precise and specific problem domain 
terminology for describing external devices and inputs. This facilitated the interac-
tions among the stakeholders involved in the modelling activities.  

We encapsulated the state behaviour and interfaces to external devices, systems, 
and users in different classes. Since the communication protocols to external devices 
and systems will likely change during the lifespan of the software control system, 
such distribution of class responsibilities will minimize the impact of changes in its 
boundary. For example, any change in the communication protocol to a device (e.g., 
sensor) will be limited to the interface class dedicated to that device, and any change 
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in the state behaviour of the subsystem is limited to changing the subclasses imple-
menting that behaviour [4]. Examples of interface classes are shown in the class dia-
gram in Figure 2 (Example i). 

4.5    Transition from Functional Decomposition to the Object-oriented 
Paradigm 

The transition from the functional paradigm to the object-oriented paradigm was 
difficult for some of the designers and developers:  
1. Difficulties in understanding the difference between a functional and an object-

oriented decomposition led to difficulties in assigning responsibilities to classes 
and therefore confusion in the statechart definition of the state-dependent control 
class (e.g., actions as calls to interface classes).  

2. The abstract concepts related to statecharts (e.g., state invariants, actions) are 
inherently difficult. In particular, the differences between actions and events, 
events and the state attributes recording them were particularly difficult to grasp.  

4.6    Inadequacy of Modeling Tools 

In this project we applied a commercially available UML modelling tool: SmartDraw 
[6]. Though this is not an IDE, it has good support for drawing UML diagrams. For 
the purpose of this project where we spent hours iteratively modifying diagrams in 
group meetings, we found that SmartDraw was the best option as the learning over-
head to draw diagrams was rather low and quick, iterative changes to the diagrams 
could be more easily performed than with some of the commercial IDEs at our dis-
posal.  

Modeling the Safety Controller involved five stakeholders over many hours of dis-
cussions during which the specification changed and the UML model was updated. 
Our experience is, however, that current UML tools do not provide sufficient support 
for iterative, group modeling. The most prominent problems were: 
1. Handling iterative development of statecharts: Our modeling process was very 

iterative and many details in the specification were not known at the outset. 
Consequently there were many changes to the statechart and sometimes also a 
need to go back to a previous version. We found that it would have been very 
useful to have a modeling tool with support for handling different versions of 
the statechart including the tracking of changes and their related information 
(e.g., date and authors). It would also be useful to be able to specify explicitly 
where the model is incomplete.  

2. Merging two versions of the same statechart: In addition to working as a group, 
concurrent individual work was also taking place on the model and support for 
merging different versions of the same statechart would have been very conven-
ient. 

3. Scalability of diagrams: Even though this system is relatively small, the state-
chart soon got quite large, and it was difficult to view all details on one screen. 
We therefore experienced that it would have been helpful to have a tool that en-
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ables showing and hiding details from the diagram. A suggestion would be to 
provide a mechanism for the user to click on a state to exhibit its inner details 
(e.g., substates and their transitions).  

To the authors’ knowledge, based on experience using most of the major UML mod-
eling tools, the functionalities listed above are not fully available in commercially 
available UML IDEs.  

5    Conclusions 

Precise modeling as the basis for development in industry is not yet a widespread 
practice. This paper has presented a study conducted at the ABB Corporate Research 
Center in Norway where state modeling with UML was used as the driver for specify-
ing and designing the subsystem of a safety system for controlling a machine. The 
study reports experiences that we believe are helpful in order to understand the cost 
and benefits of precise modeling of safety-critical systems.  

At a high level, the lessons learned from this modeling experience are first of all 
that we can achieve a more complete and thus a safer specification through precise 
state modeling. Second, such state modeling facilitates the transition from specifica-
tion to design in such a way that the impact of future changes is minimized: modeling 
guidelines ensure the encapsulation of the interfaces to external devices and there is 
complete traceability from the statechart model to the design classes. 
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