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Abstract—\When testing software, testers rarely use only one
technique to generate tests that, they hope, will fulfill their
testing criteria. Malaiya showed that testers switch strategies
when testing yield saturates. We present and evaluate a stop-
ping rule that can be used to determine when it is time to
switch to adifferent testing technique, becausethe current one
is not likely to increase criteria fulfilment. We demonstrate
use of the stopping rule on a program that is being tested for
branch coverage with five different testing techniques. We
comparesavingsand accuracy of stopping bothwith and with-
out using the stopping rule.
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1. INTRODUCTION

Since testing can only show the presence of errors, not their
absence, testing criteria are one way to state how much needs
to be tested. The idea is that when software has been tested
against given testing criteria, it has been adequately tested.
Unfortunately, it is not always clear whether it will be pos-
sible to fulfill the testing criteria. For example, when testing
against coverage criteria, it may not be obvious whether or
not further coverage can be achieved with a given test gen-
eration technique. In practice, testers switch strategies when
testing yield saturates. The question they must solve is de-
termining the right point at which to “give up” on the current
technique and switch to a new one. Beyond that is the issue
of how to sequence testing techniques. Two factors will in-
fluence technique selection: cost and yield. Cost can be ex-
pressed in terms of cost of test generation (e. g. random test
generation is cheaper than test generation by symbolic execu-
tion), cost of test execution (thus one wantsto execute as few
tests as possible and automate execution), and cost of valida-
tion (self validating tests are cheaper in this regard than tests

that require afair amount of manual tester effort). Yield can
be expressed either in coverage elements found or faults ex-
posed. An example of coverage elements found could be the
number proportion of branches covered. (alternatively Asan
example of faults exposed one could record failures.

We are particularly interested in developing a stopping rule
for determining viability of testing techniques for increasing
coverage. Section 2 summarizes possible existing approaches
to this problem that range from hypothesis testing to Markov
Processes. Section 3 explains the use of a Compound Pois-
son Process as a Bayesian Stopping Rule. We used this tech-
nigueasastopping rule, becauseit model sthe phenomenon of
morethan one coverageelement at atime (such aswith branch
coverage asthe criterion - atest on average covers morethan
one branch at atime), and includes consideration of the cost
of atest with the currently applied testing strategy compared
to the next onein the set of possibletesting strategies. In Sec-
tion 4 we eval uate the Compound Poi sson approach on several
thousand lines of VHDL code. The results were surprisingly
strong in favor of using this stopping rule. Section 5 draws
conclusions.

2. BACKGROUND

Determining when to stop testing with a given technique can
be done using a variety of techniques. We include modelsfor
reliability assessment as well as coverage assessment where
appropriate. In this case we replace the failure event in the
model by acoverage event: “anew coverage element hasjust
been found” L.

Howden [5, 6] uses a simple binomial distribution to deter-
mine probability of finding another coverage element and an
associated confidenceinterval. It is assumed that test runsare
independent of each other. Testing stops when probablity of
finding another coverage element is low enough and associ-
ated confidence level high enough. Cost of testing is not part
of themodel. Other approachessimilar to [5, 6] that are based
on the binomial distribution include [15, 4].

1Depending on the model, we assume this means at least one new coverage element, one new coverage element, or a specific number of coverage elements.



Various statistical testing techniques have been used to deter-
mine the number of test cases needed to achieve a particular
test objective (in our case coveragerelated) [16, 17]. The au-
thorsapply their statistical testing formulato avariety of white
box testing techniques. Stopping rules have also been used to
attain agiven reliability criterion[7, 20]. Pooreet a. use sta-
tistical testing based on a usage model [8, 19]. This method
models usage process and testing process as Markov Chains,
assuming that the current state (usage aswell asfailurebehav-
ior) completely determines the next state. The model is more
accurate than others, becauseit explicitly models statesin the
software. On the other hand it assumes memoryless behavior
which may not always be the case, thus limiting the model’s
usability. We also have to replace failure eventsin the model
by coverage events. A binary Markov process model [1] for
random testing is able to consider relationships between con-
secutive test cases in terms of a correlation factor. Again, if
we want to use it for coverage rather than failure modeling,
we have to reinterpret failures as coverage events. Then one
can use the model to determine an upper confidence bound for
not obtaining any more coverage elements.

Lastly, through appropriate replacement of failure eventsin
the models by ‘new coverage’ events, one could apply soft-
ware reliability growth models [18]. The interpretation of
failure versus “new coverage” requires some thought. If one
maps, for example, each branch in the coverage model into
afault in the reliability sense, the total number of “faults’ is
known (i. e. the number of branches). Covering a branch
in the resulting coverage model is then analogousto afailure
in the reliability model. However, many models assume one
failureat atime, whileit isquite commonto cover morethan 1
branch at atime. Thus, coverage showsacertain clumping ef-
fect [9]. Thislimitsthe applicability of some of the reliability
growth modelsand caused usto consider aBayesian Stopping
Rule that models clumping. Specifically, we considered the
Compound Poisson Software Reliability Model by Sahinoglu
et a., both the time-failure [9, 10, 11, 12] and the clustered
(interval) failure models[13, 14].

3.1. STATISTICAL METHODOLOGY
Background and Motivation

An efficient and economical stopping rule using empirical-
Bayesian principles for the Poisson counting process com-
pounded with logarithmic series distribution(L SD) was de-
rived and satisfactorily applied to time-domain software test-
ingin[9, 17].Thissection is aprojection of this methodology
to effort-based testing. The resulting compound distribution
isalso known as aNegative Binomial distribution(NBD) pro-
vided a certain underlying assumption (cf. equations4 and 5
below). This empirical-Bayesian estimator is further applied
to the problem of testing of software with a series of testing
techniques or strategies. It is assumed that software coverage
items cluster when tests are executed and that they are true-
contagiousin that occurrence of one coverage item adversely
affects the occurrence of some others. This phenomenon is
often observed in software testing practice. For example, the
control structure of the program may, upon execution of some
branches, prevent the execution of others. This is why the
clump size distribution is assumed to be L SD while the distri-

bution of the count of testing incidents (or test-cases) is Pois-
son. Then, the distribution of the total number of clumped
coverage items is compound Poisson [10, 11, 12, 13]. Inour
case, it isaPoisson LSD i.e. NBD given the assumption of
equations4 and 5.

In the analysis, we group sets of test inputs into a test suite.
This grouping is likely to be problem specific (e. g. execu-
tion of afeature) or code specific (e. g. the algorithm needs
to process a certain number of inputsin each step). We check
for coverage increase at the end of each group of inputs. For
each checkpoint intime, either the software satisfiesadesired
level of coverage, or software testing with the current strat-
egy is permitted to continue. Finally, one reaches a point in
timewhen testing with the current strategy is stopped, because
coverage has saturated. Then the question is*“how do we rec-
oghize the point at which we should not use the current test-
ing strategy any longer”. However, one may not be certain
that all branches have been covered that the current strategy is
ableto cover eventually. Althoughtheremay still beanumber
of uncovered branches that might be executed by the current
strategy, the chances of finding them within areasonabletime
may be so small that it isnot economically feasibleto continue
testing [9].Thus, the objectiveis to find the optimal stopping
point for the current testing strategy. Optimal stopping rule
theory has been studied extensively by DeGroot in Chap.13
of his book [3].In this section, we present an economically
optimal stopping rule for the Poisson counting process com-
pounded with the logarithmic-series distribution, based upon
an economic criterion. The economic criterion trades off the
cost of finding another coverage item with the current tech-
nigque against the cost of switching to the next testing strategy.
We are assuming that testers use a progression of techniques
which become more expensive as testing progresses. Costs
should include cost for test generation, execution, and valida-
tion. So, for example, a functional test may be more expen-
siveto generate, but results might belessexpensiveto validate
than random test generation (generation is cheap, but valida-
tion can be costly).

The number of interruptions over time or effort is distributed
as Poisson, and the number of coverage items that occur as
a clump at an epoch or incident is distributed according to
a true-contagious logarithmic series distribution where the
coverage items within a clump adversely affect and correlate
with each other. A Poisson distribution compounded by a
|ogarithmic-serieswill be denoted asaPoisson LSD, namely a
Negative Binomial distribution (NBD) given the assumptions
of equations4 and 5.

Notation and Formulation

Given acompound Poisson process[10, 11, 12],

N(t)

{X(t);t > 05X (1) = > W, €
i=1
where Wy, W5, ... are independent, identically distributed

random variables with f(IWW = w) ~ LSD (Logarithmic se-
ries distribution)
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Then, {X(¢t);t > 0} is a PoissonALSD process when
N(t) ~Poisson()) and w; ~LSD fori = 1,2, .... However,
if welet
A=—kln(l1-0)=klng 4
where )
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and k& > 0, then the PoissonAL SD processis a negative bino-
mia distribution (NBD). Since0 < 6 < 1, we let the prior
p.d.f. of ther.v. © be aBeta(a, ) p.d.f. with
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and, therefore, after a series of algebraic derivations, the pos-
terior distribution of (#|z) isfound to be asfollows:

[(a+2)[(B+k)
h(q) =
@ = r e+ Bro+h)
Thisisthe well known Beta distribution as in Equation(6),
h(6|x) = Beta(a + z, 8 + k) (8)

With respect to the squared error lossfunction L(6,¢) = (6 —
t)2, the Bayes estimate of 6 is given by the expected value of
the posterior distribution of 6:

0a+x71(1 _ 0),8+k71 (7)

a+x
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We know that the expected value of ther.v. X, whichisaNBD
(Negative Binomial distribution), is given as follows

E@|z) =

E(X) = kp (10
Using Equation (5) forp =1 — ¢,
N, 0
E(X) = kl——o (11)

If one substitutes the Bayes estimate of r.v. § from Equation
(9) into Equation (11),

(12)

Therefore A = —kIn(1 —¢) = klng and thusk = 2 from

Equation (4) can be approximated recursively by anew Equa-
tion (13) below, when the Bayes estimate of Equation (9), is
entered for 6 in Equation (4).

»_atfta+k
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Note that in Equation (13), k£ can berecursively calculated af -
ter reaching convergence by applying anonlinear solution al-
gorithm, such as Newton-Raphson. « and 3 are given con-
stants. At each step, i, we measure the following data: w;
represents the new coverage items discovered in step i. x; is
the measured cumulative coverage at step i (associated with
random variable X). The associated distributions are f(W =
w) = LSD (Logarithmic series distribution) and f(X) =
PoissonALSD or NBD when Equation (4) is assumed.

An Algorithmfor a Stopping Rule

For sequentia stepsi = 1,2, 3, . . ., i denotesthetesting inter-
val intermsof groupsof testinputsapplied. If theexpectedin-
cremental difference between sequential stepsi = 1,2, 3, ...
exceeds a given economic criterion “d”, we continue testing
with the current strategy. Otherwise we switch to another
testing strategy. Below is the one-step-ahead formula, using
Equation (12) that represents this decision,

e(r) = E(Xi11) — B(X;) <d (14)

Equation (14) can be rearranged into Equation (15) by utiliz-
ing Equation (12),

a+ Tiql

i -k
+1ﬂ+ki+1

o+ x;
=k i <d 15
e(x) i<t 09
where k; areapproximated at each step by Equation (13) given
a and 8, X; from the input data set for each group (interval)
of test inputs is the accumulated amount of coverage. Also,

(16)

If for thes?" unit interval beginning at timet or for test-group
i, the expected cost of stopping is greater than or equal to the
expected cost of continuing, i.e., if

aE(X,-.H) > bE(Xl) +c an

then it is economical to continue testing for the next group of
test inputs. On the other hand, if the expected cost of stopping
islessthan the expected cost of continuing (when theinequal-
ity signisreversed), it ismore economical to stop testing with
the current strategy.

aB(X;11) < bE(X;) + ¢ (18)

If we were to stop at interval or test-group 7, we assume that
the cost of coverage items as yet uncovered is “a’ per cov-
erage item. Thus, there is an expected cost over the interval
{i,i+ 1} of a E{X;} for stopping at adiscretetime¢ = i or
test-group 7. If we continue testing over the interval, we as-
sumethat thereisafixed cost of “c” for testing, and avariable
cost of “b" related to the uncovered coverage elements. Note
that usually “a’ islarger than “b” (we are assuming that sub-
sequent testing strategieswill be more expensivethan the cur-
rent one. This may be for two reasons: (1) increasing cover-
agebecomes progressively harder regardless of thetechnique,
(2) the technique itself may be more costly). Thus, the ex-
pected cost for the continuation of testing for the next timein-
terval or test-caseisbE(X;) + ¢. This cost model is similar
to that expressed in [2].

However, such estimates depend on the history of testing,
which impliesthe use of empirical-Bayesdecision procedures
as described above and in the “ statistician’s reward” or “sec-
retary” problem of the optimal stopping chapter where afixed
cost “c” per observation is considered [3]. A cross section of
stopping rules are also given in the literature by Yang [20].



Table 1: Characteristics of the Sys7 VHDL model.

Lines Of Code | 3785

Branches 591
Control Bits 7
Data Bits 62
Process Blocks | 62
Hierarchy 5

4. EXPERIMENT FOR MIXED STRATEGY
TESTING

VHDL isaprogramming language that is used to express be-
havioral designs of hardware. The particular code we de-
cided to experiment with is a VHDL model (Sys7) that de-
scribes an implementation of a real-time classification algo-
rithm for two-dimensional (2D) object contours using a tree
model. This is implemented in a modular very large scale
integration (VLSI) architecture. The VHDL model contains
3785lines of codeand 591 branches. The system isorganized
with several systolic arrays as the processing elements and a
global controller. The systolic array type implementation al-
lows scalability of the architecture. However, such animple-
mentation also increases sequential depth, thus, making test-
ing the VHDL behavioral model more difficult.

When testing VHDL models, hardware designers commonly
start with a short, limited functional test that represents com-
mon or typical usage of the design’s capabilities. Thisisthen
followed by large numbers of random inputs with varying
clock cycles (clock cycles determine how long an input pat-
tern is presented to the circuit).

Thevaluesassigned to theinputsat each clock cyclearecalled
"test patterns’. A test pattern may be held for a number of
clock cycles for reasons related to the signal depth in the de-
sign. Each test pattern may or may not cover certain branches
of the code. Our goal of testing the VHDL model is to have
most of the branches covered with a minimum amount of test
patterns or test cases.

We subjected the VHDL code to the following four testing
strategies:

1. A functional test isappliedfirst. Thefunctional test has
283 test patterns. These correspond to an image of a
truck to be matched with three different templates.

2. 5000 random test patternsare applied. Each test pattern
was held for 7 clock cycles.

3. 1000 random test patterns are applied, each test pattern
was held for 4 clock cycles.

4. 5000 random test patterns are applied, each test pattern
was held for 2 clock cycles.

5. 5000 random test patterns are applied, each test pattern
was held for 1 clock cycle.

We generated randominput patternsin two differentways: the
first experiment only randomized datasignals (marked DR in

the results), while the second randomized both data and con-
trol signals (marked DCR in the results).

Table 2 shows the number of test patterns applied and the
cumulative branch coverage at the end of applying each test
strategy for both the DR and DCR experiment.

Wethen applied the Compound Poi sson Stopping Ruleto each
strategy, to see whether we could reduce the number of tests
without sacrificing too much coverage. We grouped inputs
into groups of 16 patterns at atime. This made sensein light
of the structure of the model.

The stopping rule parameter wasd = .2E % withc = 1E-5,
a = 6, b = 1 (for each group of 16 input patterns). a = 8,
and 8 = 2. This amountsto a very conservative set-up, that
is, the stopping rule is trying not to miss any branches and is
likely to stop later, rather than sooner. The test coverage data
represent a situation where contribution of each group of in-
put patternsto increasing coverageisuneven, leading to aleft-
skewed Betadistribution. Thisisrepresented by our choice of
« and 8. Thesevaluesmodel asituation where early onin the
use of a new testing technique, more new coverage is more
likely.

Table 3 summarizesthe results for the five test strategies and
the two types of randomized input generation DCR and DR
when the stopping ruleis applied.

Several interesting results emerged (cf. Table 3). First,
the stopping rule clearly identified that the functional testing
strategy should have been continued and was abandoned too
quickly (the stopping rule did not recommend stopping at the
end of the functional test). When going to the second strategy,
the stopping rule suggested after only 64 patternsthat random
patterns with a clock cycle of 7 were no longer a promising
strategy to increase coverage, thus saving 4,936 inputs com-
pared to the initial strategy. Coverage with the stopping rule
is lower, missing 12 branchesin the DCR case and 20 in the
DC case. Thethird strategy was considered finished after 108
inputs, saving 892 inputs. At this point, we still have less
coverage using the stopping rule, we are missing 19 branches
in the DCR case and 22 in the DR case. In a sense, the DR
case has “caught up” alittle, covering 6 new branches as op-
posed to 2 new ones without the stopping rule. The fourth
test strategy endswith 24 fewer branches covered in the DCR
case and 22 fewer branches covered in the DR case. In the
last strategy, the stopping ruleis suggesting stoppage without
any new coveragefor the DCR experiment, leaving DCR with
stopping 29 branches behind. Similarly the DR strategy with
stopping falls 24 branches short. In al, applying the stopping
rule saved 15,180 test inputs in either experiment. Thus we



Table 2: Test Coverage Results without Stopping

DCR DR
Test Case # patterns | Branch Coverage% Branches Covered | Branch Coverage% Branches Covered
Functional 283 | 88.66 524 88.66 524
Random H=7cc 5000 | 93.57 553 96.45 750
Random H=4cc 1000 | 93.91 555 96.79 572
Random H=2cc 5000 | 95.26 563 96.79 572
Random H=1cc 5000 | 96.11 568 97.12 574

Table 3: Coverage Results using Stopping Rule

DCR DR
Test Case # patterns  Branch Coverage% Branches Covered | Branch Coverage%  Branches Covered
Functional 283 88.66 524 88.66 524
Random H=7cc | 64 90.69 536 92.05 544
Random H=4cc | 108 90.69 536 93.06 550
Random H=2cc | 216 91.20 539 93.06 550
Random H=1cc | 432 91.20 539 93.06 550

achieved dlightly lower coverage using only 6.8% of the orig-
inal test cases.

While this did not happen in our experiment, the possibility
of achieving higher coverage with stopping than without de-
serves some explanation. Consider that coverageisafunction
not only of theinput values, but also of theinternal state of the
program. Thus, stoppingaswedid, beforeall inputswereexe-
cuted and switching to the next strategy may find the program
in a different state and cause it to execute different parts of
the code for the inputs of the new test strategy than if all tests
of the prior strategy had been executed. In our case, stopping
was beneficial. However, theinternal state of the programdid
not completely make up for coverage lost due to stopping.

While this result is extremely encouraging, severa things
must be considered before recommending this technique for
large scale practical application. First, the results might de-
pend on the particular seed used to generate the random data
(although we don't expect to see large differences).

Second, how one groups the inputs for stopping rule analy-
sis matters. We selected a group size that made sense from
amodel perspective. Other modelswill likely need different
group sizes. At this point, we plan to investigate the issue of
determining appropriate group sizes for the stopping rule ap-
plication both model driven and coverage data driven.

Third, the choice of parameters for the stopping rule is im-
portant. The smaller d is, the more conservative the decision.
Onthe other hand, amore aggressive stopping rulethat forces
stops after fewer periods of no coverage might miss branches.
These results varied very little when we selected values of a
and g that did not reflect the skewed data discussed earlier (i.
ea==6,5=4).

5. CONCLUSION

Thispaper presented astatistical stopping rulethat wasused to
determinewhen to switch testing strategiesfor increased code

coverage. We applied thetechniqueto VHDL codeand found
that using astopping rule yields huge improvementsin testing
efficiency. In the future, we would like to investigate the vi-
ability of this technique for programs other than VHDL and
avariety of other testing techniques, including automated test
generation. Further, how tests are grouped for the analysisis
an important part of using the stopping rule. We plan to in-
vestigate ways to systematically determine a good grouping
size.
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