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J KIL�M)NPORQTS%UVMPWXO�L
YPZ@[]\PZXZ@^`_=ab^bZ�cedgfih�j=^lk _gj6^+alj=monRcedgfip+q1jsrXt�uwvbab[oZ@myxGrXt�^z[ym{t�|}|~ZXk�m�j=k4��j=[y�~t�^w[o�bZ@myx
j6v+n%u�j�r{�b�}^lZ�q�rXj=|�|�ZXk%[o�lZ"���lZ@m{j�r�x��gh1q�u�j��o������Z@|�n%te��Z@m{k4tg�oZ@k����}��v�ZXt�vb|�Z��R���lZX�yZ
j=rXr@��kbZ@^z[o�V�lje��Z���Z@Z@^RkbZX�yr@mo�}��Z@k�j���[o�lZ�\Pt�m{��[���^�[y�lZ��ih�xGn�Z�j=m��4�~�y[ot�mon�t���u�Z@k4�~rXj=|
j=rXrXZ�|~Z�m�j=[ot�m{��� �6 ?�
¡ kbZ@[{j=��|�ZXk¢j=rXr@��kbZ@^z["�}^z�gZX��[o��£ij=[o��t�^Cq�k1m�j�\�^¢��m{t=u v4ab�b|���r@|}n�je�=j=�}|�j=�4|~Z�kbt+r@a4x

u�Z@^z[o�Xq:r�j=^¤��Z"�¥t�ab^lk¦��^�§CZ��gZX�yt�^¨j6^lk��2abmy^lZ@m©� ª� ?�¦���lZ"�¥t�|}|~te\���^b£8j�rXr@t�ab^z[«�~�
[{j=¬gZ�^«��m{t�u[y�b�~��m{Z@v�t�my[Ij=^lk��}^lr@|}alkbZ@�®��t�[o��[y�lZ��;j�r�[{t�mo�®�}^+��t�|���ZXk��}^�[o�lZPte�gZ@mokbtg�yZX�
[y�lZ@u��oZ�|���ZX�/j6^lk`[o�bZ	j=[y[{Z�u�vb[o�¯�zn [o�bZsal�yZ@m{�@q�u�j=^zab�;j�r�[oabmoZ@m{�@q�j6^lk`£gte��Z@mo^4u�Z�^+[o�
[ot©kbZXj=|P\��}[o��[o�lZ�u`�`Y�ZXrXj=al�oZ�[o�b����j�r@r@�~k4Z@^z[	\�j��	^lZ��gZ�m�t�°wr@��j6|�|�nR��^z�gZ@�y[y�~£ij=[oZXk'q
�yt�u�ZV�}^b�¥t�myu"j=[y�~t�^�t=^�[y�lZ±���bZ@m�j=r�x���h��yt���[]\�j6m{Z±k4Z@�gZ�|~t�v4u�Z�^+[Xq+u�j=^²j=£gZ@u�Z@^z[�q+j=^bk
³ a²j6|���[]n�rXt�^z[omot�|Vvbm{t+rXZ@k4abmoZX��j=moZ�^bt�["j��=j=�}|�j=�b|�Z��¤´¨�²j=[w�~�«��^br@|�abkbZXk���Z�|~te\µ�²j=���ZXZ�^"£�|�Z�j=^bZXk���m{t�u¶|~je\·�yab�}[{�Pj=^lkwkbZ@v�tg����[o��t�^l�@q+£�t���Z@my^bu�Z�^z[PmoZXrXt=m{kb�@qbj=^lk�rXt�v4�~ZX�
t=�'rXt=mom{Z@�yv�t�^lkbZ�^lrXZ±j=^lk�t�[o�lZ�m)u"j=[oZ@my��j=|lt=�b[�j=�}^lZXk«��mot�u¸[o�bZ±¹��»º��+¼lt+t1kwj=^lk�½±moab£
¡ k4uw��^b���y[om{j=[o��t�^%¾?¼�½ ¡/¿ q4\��4�~r{��m{ZX£=ab|�j=[oZX��[y�lZX�yZskbZ��z�~rXZ@�X�

À ÁÃÂ«U�Ä�Å�NPO"S�L%Q
Æ�ZXk4��r�j=|l|}��^lZXj=m)j�r@rXZ@|�Z@m{j=[{t�mo�¯¾;|��}^²j�r@� ¿ j�r@rXZ@|�Z@m{j=[{ZVZ@|�ZXr�[om{t=^l�:[ot�r@m{ZXj=[{ZV�b��£��4x]Z�^lZ@mo£�n
��Z�j6u���[y�²j=[�r�j=^ÇkbZ@�y[ym{ten¢[oa4u�t�mo��\��}[o�¨uw��^b�}u"j=|���uwv²j�r@[�t�^¨[o�bZ©�yabmym{t�a4^lk4��^b£
È�ÉCÊ�ËÍÌlÎ@Ï�Ï6ÐoÑ�ÒeËÔÓ:Ë»ÌbÕ?Î�Ö�ÐyÑ:×ÙØ;ÚXÛ©Ü®Î@Ñ�Ý�Þ)ß1Ð�à@ÐyÌ?Ú@Ñiá�âiã¥ä�å�æçã�è?åoé'â�ê{ëGì�å�í%âgã;ä�å�ì�ê:ã�îgï�ð²ñ�í®ò=óeì�å�èGëGáô Ò�ÒeË»Ì?Ú@Ñ�õ~ösÐoÌ;÷ÍÐ�Þ@áiøyù@ù@úeû²ü�Ú@ÏXÞeØ?ËÔýXÊ@Õ�øyù@ù@ú�û ô ÷Ô÷+Ø?ËÍý@ÊXÕ?ÌCØ?ÐyÌ?ÐyØ?à�ÐoÒiû
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�bZ�j=|}[o�zn�[y�~�y�yalZ=�+*VZ@|~j=[o�}�gZ�|�nw�y�²j6|�|~te\¨[y�~�o��alZ/�~�:[omoZ�j=[oZXk�\���[y��[o�lZ�j=rXrXZ�|~Z�m�j=[oZXk Z@|�ZXr�x
[ym{t�^b��,1[ot	m{ZXj�r{� kbZ@Z@v�Z@m�[o���o��alZ�q+[o�lZ/Z�|~Z@r@[omot�^"��Z�j=u ����rXt=^+��Z@my[{ZXk��}^+[ot.-�x m�j�n�vb�lt=x
[ot�^l�@�

/G^¤[o�bZ�Z�j=my|�n cedip10��@q ¡ [{t�uw�~r32I^bZ@m{£=n¦t��54�j=^²j�kbj8§C�}u��}[{Z@k¨¾ ¡ 2+4�§ ¿�6 j6^lk�j
¼bmoZ@^lr{�`rXt�uwv²j=^zn r�j6|�|~Z@k7498:* \PZ@^z[±�}^z[{t��bal�y�}^lZX�y��[otg£gZ@[y�lZ@mV�ba4��|~k1��^l£�|}��^lZXj=m¯j�r�x
r@Z@|�Z@m�j6[{t�mo�X� ���lZ�v4m{t+k4alr@[o� t��	[y�b�~��r@t1t�v�Z@m{j=[o��t�^Ç\�Z�m{Z ¾yc ¿ [y�lZ����lZ@m{j�r�x]�4q�j��
uw��|}|���t�^�Z@|~Z@r@[ym{t�^Ç�gt=|�[%¾ ÆRZ<; ¿ j�rXr@Z@|~Z�m�j=[ot�m r�j6v²j=�b|�Z©t���vbm{t+k4alr���^l£=-¯xGm{jen+��t�^4|�n
j6^lkA|~j=[{Z�m%¾G� ¿ [y�lZ����lZ@m{j�r�x��104q±j·�10�ÆRZ;�q�k4alj=|}x u�t+kbZ¦¾>-�xGm{j�n1� t�m Z�|~Z@r@[omot�^l� ¿
j=rXrXZ�|~Z�m�j=[ot�m��8YPt�[o��\PZ@moZ"�gZ�m{�y��t�^l�«t��Vt=|~kbZ�m?498@* u�j�r{�b�}^lZX�@q�[o�lZBA¯Z@vb[yab^lZ j=^bk
º1j�£���[y[�j=�}m{Z=q4m{Z@�yv�ZXr@[y����Z@|�n�qç\��4�~r{�`\PZ@moZ�j=ab£�u�Z�^z[{ZXk�\���[y�`r@t�u�v4ab[{Z�m±r@t�^z[om{t=|�ab�y��^b£
js½C2D4FE)½CE�x{cgc�uw��^4�~rXt=u�vba4[{Z@mX��´�Z�¬z^lte\¨[y�²j=[P�ot�u�Z�t=�'[o�lZ¯t�|�k"���lZ�m�j�r x��s�yt���[yx
\�j=moZ�mot�ab[o�}^lZX��\PZ@m{Z�m{Z�al�oZ@k·��^�[o�lZR���lZ�m�j�r x��10�j=^lk�[o�²j=[3498@*EkbZ@��Z@|~t=v�Z@k [o�bZ
�}^b��[y��j=|��ot=��[]\�j=moZ��
º1t=��[]\�j=moZI��ab^lr@[y�~t�^lj=|��}[]n¯\�j��'|}��uw��[{Z@k��}^���t�[y��u"j�r{�4��^lZ@��G2���lZIr@t�u�v4ab[{Z�mCu�Z�m{Z@|}n

j=kbkbZXk`rXt�^z�gZ�^b�~Z�^lrXZ�[ot�[o�bZ	Z��+���y[o�}^l£��lj=m{k4\�j=moZ�q�\��4�~r{�8\�j��±rXj=v²j=�b|�Z	t����y[�j6^lk4��^b£
j6|~t�^lZ=�9/G^lk4al��[omynzxG�y[{j=^lklj=mok©�²j=mok4\�j6m{Z	�oj=�¥Z@[]n �¥ZXj=[oabmoZX�±j=^lkR�}^z[{Z@my|~t+r{¬+����^�[o�bZsab^4x
k4Z@mo|}nz��^l£«u�j�r{�b��^bZX��\PZ@m{Z�m{Z�[�j=�}^lZXk��
���lZ%�bal����^lZ@�o� m{Z�|�j=[y�~t�^l���b��v¨��Z@[]\PZXZ�^ ¡ 2D4�§¸j6^lkH498@* �;j=|}[{Z@moZXkAj=��[oZ@m�[o�bZ

���bZ@m�j=r�x��I0RZ<J�t�my[��74P��[y��^l£�rXt�uwv�Z@[o�}[o�}�gZ«vbm{Z@�o��abm{Z@�XqI[o�lZ�[]\Pt©rXt�uwv²j=^4�~ZX��k4��k�^lt�[
moZ@^lZ�\-[o�bZ@��mVr@t1t=v�Z�m�j=[y���gZ�j=£�m{Z@Z@u�Z@^z[V\��lZ@^`�or{�lZ@k4ab|~Z@kR�}^�c�dgf4cg�

/G^"[y�lZVu���k1x�cedgp10��Xq ¡ 2D4�§8�lj�k�kbZ��gZ�|~t�v�ZXk�j�m�j�k1�~r�j6|l^lZ@\LKyk4t�ab�b|�Z¯v²j=�o�!M	rXt�^4x
r@Z@vb[��¥t�m�Z�|~Z@r@[omot�^Çj�r@rXZ�|~Z@m{j=[o��t�^C� ¡ k4t�ab�b|�Z�xGvlj��o��j�rXr@Z@|~Z�m�j=[ot�m�^bZXZXk4��u�alr{�¢|�ZX�y�
��v²j�r@Z�[otwk4Z@�gZ�|~t�v`rXt�uwv²j=m{j=�b|�Z/Z@^lZ�m{£�n�|�Z@��Z@|~����ZXrXj=al�oZ���[��¥t=|~kb��[y�lZ�|~t�^l£«vb�zn+�y��r�j=|
u�ZXr{�lj=^b�~��u m{Z ³ ab�}m{Z@k�[{t	j�rXr@Z@|~Z�m�j=[oZ�[y�lZ±Z�|~ZXr�[omot�^l�Xq4j=^lk��}[)�~�)u�t�moZ�Z@rXt�^bt�u���r�j=|²[otv4m{t+k4alrXZ=�«¹�����^l£"[y�b�~��k4t�ab�b|�Z�xGvlj��o��r@t�^lrXZ�vb[�q ¡ 2+4�§�kbZX���~£�^bZXk%[o�lZ����lZ�m�j�r x��gh+q2j
k1a²j=|}x u�t+kbZ�|}��^lZXj=m�j�rXr@Z@|�Z@m�j6[{t�m�[o�²j6[srXj=^¦kbZ�|��}�gZ@m�Z���[o�bZ@m�vb�lt�[ot�^l�sj=[«��hRÆRZ;�t�m
Z�|~Z@r@[omot�^l�¯j=[��=j=my�~t�al��Z�^lZ@mo£�n�|~Z��gZ�|~�X�

4�t�uwv²j=moZXk©\��}[o�8[o�bZ«���lZ@m{j�r�x��104q�[y�lZ����lZ�m�j�r x��gh�����^lt�[{j=�b|}nRu�t�m{ZsrXt�uwv²j�r�[�q
u�t�moZ��gZ@mo�{j=[y��|�Z�q=j=^lksj=m{£�alj=�b|�n±Z�j����~Z�m�[ot¯ab�oZ������lZ)�b�~£��bZ@m2Z@^bZ@m{£=n�[�j=¬�ZX��j=k4�=j=^z[�j�£gZ
t=��[o�bZ�v4�lZ@^lt=u�Z�^lt�^©t=�ON)P'QSRUTVN)W�X�PG ¡ �¯[y�lZ�Z@^lZ�m{£�n��}^lr@moZ�j��yZX�Xq²[o�bZskbZ�vb[o�R��^ [o�bZ
��t+k4n�j=[w\��b�~r{�¢u�j6�+��u	abu kbtg�yZR�ba4��|~k+xGabv·t1r@r@abmo�"j=|��ot%��^lr�m{Z�j=�oZX�@qV�yv²j=my��^l£%[o�bZ
[y�~�y�yalZPj=��t���ZP[y�lZ:[{j=m{£�Z@[�j=m{ZXj4�Y2Ir@t�^lt�uw�~r:j�k4�=j=^z[{j�£gZX��j=|~�yt�r@t�u�Z)�}^z[{tVvb|�j�n��¥t�m2[o�bZ
r�al�y[ot�u�Z@m�q��y��^brXZ	t=^b|�n�t�^lZsu"j�r{�4��^lZ��~��moZ ³ ab�}m{ZXk©�¥t=m±��t�[o�8[ym{Z�j6[ou�Z@^z[±u�t1kbj=|��}[o�~Z@�
Z ô�[ ü�ß@\'Î�ÌlÎ@Ñ�Î�Ø Û�Ì;õ~÷ÔÐoÑeý�Õ Ê:ÐoÑ@Õ?ËÔÕ�Þ@áXÝyÎ ÷Í÷ÔÐoÒ�ÎIÝ�Ø?Ú%\2ÑPÝ�Ú@Ø Ï6ÚXØ?Î�Õ;ËÍÚ@Ñiá Ú�×�Õ ÊeÐ�ü�Î@Ñ�Î�ÒeË»Î�ÑPý�Ú�à@ÐyØ Ñ�õÛPÐoÑXÕ�ûY]XË»Ñ�Ý�Ð)Õ?ÊeÐPÕ;Ë»Û�Ð:Ú ×²Õ ÊeÐ)Ë»Ñ�Ý�Ë»ÒeÐoÑ@Õ Ì®Ø?Ð�÷»Î Õ?ÐyÒ/Ë»Ñ�Õ?Ê�ËÍÌ®Ï�Î�Ï=ÐyØyá ô�[ ü�ß?^�ÐyÒeË»Ý�Î�÷}ágÎVÒeËÍà�ËÍÌ?ËÔÚXÑ/Ú ×ô_[ ü�ß�á`\�Î@Ì®Ï�Ø?ËÍà{Î�Õ;Ëba�ÐoÒ�Î�Ñ6Ò�Ë»Ì®ÑeÚ%\�Ý�Î ÷Í÷ÍÐyÒ�ÉCÊ�ÐyØ Î Õ?Ø?Ú@Ñ�ËÍÝyÌ_c¥ÑXÕ;ÐoØ?Ñ�Î�Õ;ËÍÚ@Ñ�Î�÷}ágß1Õ?ÒiûPü�d�Ø Ø?ÐyÑXÕ;÷ÍÞ�ágÕ?Ê�ÐÏ�Ø;Ë»Û�Î�Ø?ÞOefd�Ì?ËÍÑ�ÐyÌ ÌCÚ × ô_[ ü�ß�Ë»ÌCÕ?Ê�Ð)ÒeÐyÌ?ËÔýXÑ�Î@Ñ�Ò�ËÍÑ�Ì?Õ?Î�÷Ô÷»Î Õ?ËÔÚXÑ¯Ú�×bÑ�d�Ý�÷ÔÐoÎ�ØCØ?ÐyÎ@Ý�Õ;ÚXØ?Ìyû
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¾;Z@|�ZXr@[ym{t�^b��j6^lk�v4�lt�[{t=^l� ¿ �
º1Z��gZ�m�j=|��¥Z�j6[oabmoZX��t��s[y�lZ����lZ@m{j�r�x��gh¦j=m{Z8��uwv�t�mo[{j=^z["��^Çab^lk4Z@m{��[�j=^bk4��^l£¤[o�bZ

j=rXr@��kbZ@^z[o�X��¼���m{��[�q4|}��¬�Z/[o�lZ����lZ�m�j�r x���j6^lk�[y�lZ����lZ@m{j�r�x��104qb[y�lZ����lZ@m{j�r�x��gh«���VrXt�^4x
[ym{t�|}|~Z@k·�zn¨jgE)½CE�x�cgc8r@t�u�v4ab[{Z�m��ih�te\PZ@�gZ�m�q ¡ 2+4�§ kbZX���~£�^bZXk¨[o�lZ%���bZ@m�j=r�x���h
[ot�[{j=¬gZ�j�k4�=j=^z[�j=£gZ�t=��rXt=u�vba4[{Z@msrXt=^+[ym{t�|)��mot�u [o�lZwt�ab[o�oZ�[�,�[y�lZ@n�k4��k�^lt=[s�ba4��|~k
t=^%j��y[{j=^lk1x]j=|~t=^lZsu�j�r{�b�}^lZ��±���lZ����lZ@m{j�r�x]��j=^lk8���bZ@m�j=r�x��I0��²j�k©��ZXZ�^%kbZX���~£�^lZ@k
j6m{t�ab^bk"u"j�r{�4��^lZ@�P[o�lj=[Vj=|}m{Z�j=k4n��²j�k"�b���y[{t=mo�~Z@��t��2r�|��}^b�~rXj=|²al�oZ/\��}[o�lt�a4[�rXt=u�vba4[{Z@m
r@t�^z[omot�|G�

/G^ j=kbk4��[y�~t�^'qg[o�lZ±���lZ@m{j�r�x��gh��yt���[]\�j6m{Z��lj��Pu�t�m{Z�moZX�yv�t�^l�����b�}|��}[]n��¥t�m:u"j=�}^z[�j=�}^4x
�}^l£��{j=�¥Z�[]n�[y�²j=^�[y�lZw�ot���[]\�j=m{Z���^�[o�lZwvbm{Z��+��t�al��u"j=r{�b��^lZ@�X�����lZ����lZ@m{j�r�x��10��²j=�
�}^lkbZ�v�Z�^lkbZ@^z[wvbm{t=[{ZXr�[o�}�gZ r@�}m{r@a4��[{�«�¥t�m«u�t�^b�}[{t�my��^l£R[o�lZ Z@|�ZXr�[om{t=^4xG��Z�j=u��or�j6^b^b��^b£
v4|�al��u�ZXr{�lj=^b�~rXj=|��}^z[{Z@my|~t+r{¬+�P�¥t�m�v�t�|}�~r@�}^l£�[o�lZ±u�j�r{�b�}^lZ�j=^bk�Z@^l��abmo�}^l£«�{j=�¥Z�t=v�Z�m�j6x
[y�~t�^'�I���lZ����lZ�m�j�r x��gh�m{Z@|}�~Z@�:u�t�m{Z�t�^��yt���[]\�j6m{Z±�¥t�m:[o�bZX�oZ/��a4^lr@[y�~t�^l�@� ¡ 2D4�§8[{t+t�¬
j=k4�=j=^z[�j�£gZ�t���[y�lZ�r@t�uwvbab[{Z�m�j ��j=�4��|��}[o��ZX�/[{tRrXt�^z[ym{t�|�j=^lkTu�t�^b�}[{t�m�[y�lZ��lj=m{k4\�j=moZ
j6^lk k4ZXr@��kbZXk�^lt�[«[ot�k4a4vb|���r�j=[oZ j=|�|�[y�lZ Z��+�~��[o�}^l£8�²j=m{k1\�j=moZR�oj=�¥Z@[]n¦u�ZXr{�lj=^b�~��u��
j6^lk��}^z[{Z@my|~t+r{¬+�X�
º1t=u�Z"�yt���[]\�j=m{Z"�¥t�ms[o�lZ�u"j�r{�4��^lZ@�	\�j=����^z[{Z�mom{Z�|�j=[oZXk¦t�msm{Z�al�oZ@k'�k/G^ jR|�Z@[y[{Z@m

[ot"j����lZ@m{j�r�x��gh�al�yZ@mXq�[o�bZ ¡ 2+4�§ ³ a²j=|}��[]n�j��y�yabm{j=^lr@Z	u"j6^²j�£gZ�m��oj=�~k�qlKy���lZ	�oj=u�Z���bZ@m�j=r�x��	vlj�r{¬=j�£gZ/\�j���al�oZ@k��+n�[o�lZ ¡ 2D4�§��ot=��[]\�j=moZ/v�Z@t�vb|�Z±\��lZ@^ [y�lZ@n��y[�j6mo[{Z@k
[y�lZ����lZ@m{j�r�x��gh©�ot���[]\�j=moZ������lZR���lZ@m{j�r�x��10%j=^lk ���lZ@m{j�r�x��gh©�ot���[]\�j=m{Z vbmotg£�m�j6u��
\PZ@moZ kbt�^lZ"�}^lkbZ@v�Z@^bkbZ@^z[o|}n���[�j=my[o��^b£`��m{t�u j©rXt=u�u�t�^��²j=�oZ�M¢� ª� ?�T���lZ�moZ@al�yZ�t��
���bZ@m�j=r�x��©k4ZX�y��£�^¦�¥Z�j6[oabmoZX��t�m	u�t+k4ab|�ZX��u"j�n�Z��+vb|�j6��^¦�yt�u�Z�t��V[o�lZ�vbm{t��4|~Z@u�j=[y�~r
j=�yv�ZXr@[o��t=�¯[y�lZ����lZ@m{j�r�x��gh8�ot���[]\�j=m{Z kbZ@�y��£�^C�¤���lZ ³ a²j=|}��[]n¦j=�o�ya4m�j=^lr@Z�u�j=^²j=£gZ@m\�j��¯j=vbvlj=m{Z�^+[y|�n�ab^²j�\�j6m{Z�[o�²j6[V�ot�u�Z����lZ@m{j�r�x��10�m{t�a4[o��^bZX��\PZ@m{Zsj=|��ot�al�yZXk ��^�[o�bZ
���bZ@m�j=r�x���hm,®[y�b�~��\�j��sk1�~�or@te�gZ@moZXk¦j6��[{Z@msj��bal£�m{Z@|~j=[{Z@k�[otRt=^lZ�t���[y�lZ����bZ@m�j=r�x���h
j=rXr@��kbZ@^z[o�V\�j��V�¥t�ab^lk ��^�[y�lZ����lZ@m{j�r�x��10��ot���[]\�j=m{Z=�
¡ 2+4�§�vbmot1k1alrXZ@kR[o�bZ:nbmo�y[¯�²j=mok4\���moZXkRv4m{t�[ot�[]nzv�Z�t���[y�lZs���lZ@m{j�r�x��gh��}^Tcedgp��4q

j6^lk"[o�lZ�r@t�uwvb|~Z�[{Z@|}nwrXt�uwvbab[oZ@myxGrXt�^z[ym{t�|}|~ZXk�rXt�uwu�Z@m{r���j=|²��Z@m{���~t�^ \�j��Vj��=j=��|~j=�b|~ZV��^
|~j=[{Z«c�dgfi�1�

olp�q�rSs�tvuYw>xzy�{}|�~>s�~�{}r�~�r_�_� ���bZs���bZ@m�j=r�x���hs[oabmy^+[{j=�b|�Z/kbZX���~£�^�v4|�j�n+�Vj=^���uwv�t=myx
[{j=^z[�m{t=|~Z��}^�[o�lZ j=rXr@��kbZ@^z[o�X�����lZ"abvbv�Z@m«[yabmo^z[�j6�b|~Z8¾;�oZ@ZR¼��~£�abmoZ`c ¿ m{t�[{j=[{Z@�«j�r�x
r@ZX�y�ot�myn¦Z ³ ab�}vbu�Z�^z[���^z[{tR[o�lZ���Z�j6u v²j6[o�¦[{tRvbm{t+k4alr@Z"[]\�t©[y�lZ@m{j=v�Z�ab[o��r�u�t1kbZ@��GZ�|~Z@r@[omot�^¨u�t1kbZ©j=^lk¢vb�lt=[{t�^¨u�t1k4Z�� ¡ [o�b�}m{k·v�tg����[o��t�^¾;r�j=|}|~ZXk [o�lZVnbZ@|~k¢|}�~£��z[
v�tg����[o��t�^ ¿ �}^z�gt�|}�gZX��^lt���Z�j=u j6[±j6|�|Gq+�bab[Vm�j6[o�lZ�m��~��al�oZ@kR[ot��;j=r@��|}��[{j=[{Z�rXt�mym{ZXr�[�v�t=x
����[y�~t�^b�}^l£�t��P[o�lZ�v²j=[y�~Z@^z[X�"Y�Z@r�j=al�yZ�[y�lZ�j=rXrXZ@�o�yt�mo��ZX��j6vbvbm{t=vbmo�~j=[{Z«[{t�Z�j=r{�Tu�t1kbZ
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Mirror

Turntable

Plunger

Flattener

Counterweight

X-ray mode
target

scan  magnet
Electron mode

actuators
Microswitch

microswitch assembly

¼®�~£�a4m{Z«c`G)¹Vvbv�Z�mV[oabmy^+[{j=�b|�Z�j��o�yZ@u��b|}ng�
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j6m{Zsv4�+n+���~r�j6|�|�nRj=[y[�j�r{�bZXk©[{t�[o�lZ	[yabmo^z[{j=�b|~Z=q�vbmot�v�Z@m�t�v�Z@m{j=[o��t�^©t=�I[o�lZ«���bZ@m�j=r�x���h
�����lZ�j��z��|}n�kbZ@v�Z@^bkbZ@^z[�t�^�[o�bZ�[yabmo^z[�j6�b|~Z�v�t��y��[y�~t�^'q4\��b�~r{�R�~��u�t�^b��[ot�m{Z@k��+n [y�bm{Z@Z
uw�~r�m{tg��\���[or{�lZX�@�
���lZ8m{je\�q¯�b�~£=�b|�n rXt�^brXZ@^z[ym�j=[oZXk-j=rXrXZ�|~Z�m�j=[ot�m���ZXj=u ����klj=^l£�Z@m{t=al�"[{t¦|��}�z��^l£

[y�~�y�yalZ=�5/G^%Z@|�ZXr�[om{t=^©[o�lZ�m�j=vzn�q�[o�lZsrXt�uwvbab[oZ@m±rXt�^z[omot�|~�¯[o�lZs��ZXj=uÃZ@^lZ�m{£�nT¾;��mot�u h
[ot��gh�ÆRZ<; ¿ j=^lk�r�abmomoZ@^z[�qg\��4��|~Z:�orXj=^b^b�}^l£±u�j�£�^lZ�[{�®j=m{Z:al�oZ@k«[{t±��vbm{ZXj�k�[o�bZP��Z�j=u
[ot�j"�{j=�¥Z=q2[y�lZ@m{j=v�Z@ab[y�~r«rXt=^lrXZ�^+[ym�j=[y�~t�^'�����lZ@�oZw�or�j6^b^b��^b£ u�j�£�^bZ@[{��j6m{Z�u�t�ab^z[{Z@k
t=^�[y�lZ¯[yabmo^z[{j=�b|~Z¯j=^bkwu�te�gZXkw��^z[{t�vbmot�v�Z�m)v�tg����[y�~t�^��zn«[o�lZ¯rXt=u�vba4[{Z@mX�)º+�}u��}|�j=my|�ngq
j6^���t�^�r{�²j=u���Z@m�[ot�u�ZXj��yabmoZ�Z@|~Z@r@[ym{t�^l�����±u�t=ab^z[{ZXk�t�^%[o�bZ�[yabmo^z[{j=�b|~Z�j6^lkTj6|~�ot
u�te�gZ@k��}^+[ot�v�tg����[y�~t�^��zn�[o�bZ:r@t�uwvbab[{Z�m���/G^�j�k4k4��[y�~t�^Cqet=v�Z�m�j=[ot�myx u�t�a4^+[oZXk�Z@|�ZXr�[om{t=^
[ymo�}u�u�Z@mo��r�j=^���Z/al�oZ@kR[{t����²j=v�Z�[y�lZ���ZXj=uµ�}�®^lZ@rXZ@�o�{j6mong�
¼lt�m�-�x m�j�n�¾?t�m®vb�lt�[ot�^ ¿ [y�lZ@m{j=vzngqgt=^b|�n�t�^lZPZ@^lZ�m{£�n�|~Z��gZ�|4�~�®j��=j=��|~j=�b|~ZIG2�gh/Æ�Z<;��

Æ alr{�¤£�m{ZXj=[{Z�m�Z�|~ZXr�[omot�^4xG��Z�j6u r@abmym{Z@^z[����smoZ ³ ab��moZXkT�¥t=m�-¯xGm�j�n%u�t1kbZR¾?�yt�u�ZRc�010[y��u�ZX�:£�m{ZXj=[{Z�m�[o�lj=^"[o�lj=[��¥t�m�Z@|�ZXr@[ym{t�^�[o�lZ�m�j=vzn ¿ � �= �[otsvbmot1k4abrXZ/r@t�u�vlj=m�j=�4|~Z¯t�ab[yx
v4ab[��:º+abr{�`j��b�~£��"kbtg�oZ xGm{j=[{Z/rXj=v²j=�4��|��}[]n��~�:m{Z ³ a4��m{Z@k���Z@r�j=al�yZ�j�K���Z�j=u��²j6[o[{Z�^lZ@m!M
����al�oZ@k�[{t�vbmot1k1alrXZ�j�a4^b���¥t�myu [ym{Z�j6[ou�Z@^z[�nlZ@|�k'�I���b�����lj=[o[oZ@^lZ�m�qi\��b�~r{��m{Z@�oZ@u	�b|~Z@�
j6^R�}^+��Z@my[{ZXkR�~rXZ�r�m{Z�j6u r@t�^lZ=q²���¯jw�gZ�mon�Z@°wr��~Z@^z[±j=[o[oZ@^za²j=[ot�m�,l[y�+ab�Xq²[{tw£gZ@[±j�moZ�j6x
�yt�^²j=�4|~Z/[omoZ�j=[yu�Z�^z[Vkbtg�oZ/m{j=[{Z�t=ab[Vt���[o�lZ��²j6[o[{Z�^lZ@mXq²j��gZ@myn"�b��£�����^bv4ab[Vkbtg�yZ�m{j=[{Z
����moZ ³ ab�}m{ZXk��7/G��[y�lZ�u�j�r{�b�}^lZw�y�lt�a4|~k�v4m{t+k4alrXZ�j�vb�bt�[{t�^T��ZXj=u \���[o��[o�lZ���Z�j=u
�lj=[o[oZ@^lZ�m�^bt�[���^8v�tg�y�}[o��t�^CqCj"�b��£��%t�ab[yvbab[�kbtg�yZ«[{t�[o�lZ�vlj=[o��Z@^z[�m{Z@�yab|}[{�X�����4�~�/�~�
[y�lZ��²j����~r"�²j1�Xj=m{k¤t���k4a²j6|}xGu�t+kbZ�u�j�r{�b�}^lZX�<GB/G��[y�lZ�[oabmy^+[{j=�b|�Z"�~����^¦[y�lZ�\�m{t�^b£
v�tg����[o��t�^Cq+[o�lZ���Z�j=u��lj=[o[oZ@^lZ�m¯\��}|�|�^lt�[V��Z/�}^ vb|�j�r@Z��

/G^�[o�lZ:���lZ�m�j�r x��gh+q�[y�lZ)rXt�uwvbab[oZ@m2�~��m{ZX��v�t=^l�y�}�b|~ZI�¥t�m'v�tg����[o��t�^b�}^l£�[o�bZ)[yabmo^z[{j=�b|~Z
¾?j=^lk��¥t�m�r{�lZXr{¬z��^b£©[o�lZ�[oabmy^z[�j=�b|�Zwv�tg����[o��t�^ ¿ �ytR[o�lj=[�j [�j=mo£gZ@[Xq��lj=[o[oZ@^b�}^l£�n4|�[{Z�m�q
j6^lkk-¯xGm�j�n%�~t=^Tr{�²j6u���Z�m«j=moZ�k4�}m{Z@r@[o|}n©��^�[o�lZw��ZXj=u v²j=[y�C��´¨��[o��[o�lZ�[�j6m{£gZ�[	��^
v4|�j�r@Z�q�Z�|~Z@r@[omot�^T��t�u��lj=m{k4u�Z@^z[�vbm{t+k4alr@ZX�:-�xGm{j�n1�@�`���bZ�-�x m�j�n8��Z�j=u �~���y�lj=v�Z@k
�zn"[y�lZC�²j=[y[{Z@^4��^l£�nb|}[{Z@m¯j6^lk�u�Z�j=�yabmoZXk �+n�[y�lZC-�x m�j�n���t�^�r{�²j=u���Z@mX�

A¯t«j�rXr@Z@|�Z@m�j6[{t�m:��ZXj=u �~�PZ��+v�Z@r@[oZXk"��^�[o�lZ¯[o�b�}m{k�t�mlnlZ�|~kw|��~£=�+[)[yabmo^z[�j6�b|~Z¯v�tg���}x
[y�~t�^'� ¡ ��[�j=�}^b|~Z@�o����[{ZXZ�|lu��}momot�m®����vb|~j�rXZ@k���^«[o�bZ���ZXj=u vlj=[o��j=^lk�j±|}�~£��z[��y��u	ab|�j=[oZX�
[y�lZV��ZXj=u`�����b�~�)|~Z�[{�)[o�lZ¯t�v�Z@m{j=[{t�m:�yZXZVvbm{Z@r@�~�yZ@|}n«\��lZ@moZ�[o�bZ¯��Z�j=u¶\��}|�|l��[omy��¬gZV[o�bZ
vlj=[o��Z@^z[)j=^lk�u�j=¬�Z�^lZXr@ZX�o�oj=monwj=kI��al�y[yu�Z�^z[{����Z@�¥t�moZ�[omoZ�j=[yu�Z�^+[��y[�j6mo[{�@�I���lZ�m{Z��~��^bt
��t�^�r{�²j=u���Z@m��}^ vb|�j�r@Z�j=[�[o�b����[oabmy^z[�j=�b|�Z/v�t��y��[y�~t�^'q4�y�}^lrXZ�^lt���Z�j=u�����Z��+v�ZXr@[oZXk'�
�Cm�j�k1��[o��t�^²j=|}|�n�qgZ@|�ZXr@[ym{t�u�ZXr{�lj=^b�~rXj=|²��^z[{Z�mo|�t1r{¬+�P�lje��Z���ZXZ�^�al�oZ@k"t�^"[y�lZX�yZ�[]nzv�Z@�

t=�lZ ³ ab�}vbu�Z�^z[�[{t�Z@^l��abm{Z��oj=�¥Z@[]nC� �}^	[y�b�~�®r�j��yZ�q�[ot/Z@^l��abm{ZP[o�²j=[®[o�lZ:[oabmy^z[�j=�b|�Z�j=^bk
j6[o[�j=r{�lZXk�Z ³ ab��v4u�Z�^+[�j=moZV�}^�[y�lZ¯rXt�mym{ZXr�[Pv�tg����[o��t�^�\��lZ@^�[omoZ�j=[yu�Z�^+[:�~�)��[�j=my[{ZXk���/G^[y�lZ����bZ@m�j=r�x���h1q��yt���[]\�j=m{Zsr{�lZXr{¬+��\�Z�m{Zs�yab�l��[o�}[oab[oZXk©�¥t�m¯u"j6^+n t=��[o�lZ�[om{j�k4��[y�~t�^lj=|
�lj=m{k4\�j=moZ��}^z[{Z@my|~t+r{¬+�X�
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359.2
VERIFIED
VERIFIED
VERIFIED
VERIFIED
VERIFIED
VERIFIED

0.0

14.2

0
1

27.2

TREATMENT MODE :  FIX BEAM TYPE: X

50 50
UNIT RATE/MINUTE
MONITOR UNITS
TIME (MIN) 0.27

0
ACTUAL

ENERGY (MeV): 25

PRESCRIBED
200
200

1.00

0

0
1

27.3
14.3
359

PATIENT NAME :  TEST

DATE
TIME
OPR ID

: 84-OCT-26
: 12:55: 8
: T25V02-R03

SYSTEM
TREAT
REASON

: BEAM READY
: TREAT PAUSE
: OPERATOR

OP. MODE : TREAT AUTO

COMMAND: 
X-RAY 173777

GANTRY ROTATION (DEG)
COLLIMATOR ROTATION (DEG)
COLLIMATOR X (CM)
COLLIMATOR Y (CM)
WEDGE NUMBER
ACCESSORY NUMBER

¼®��£�abmoZ��mGD�±v�Z�m�j=[ot�m���^z[{Z�mo�;j�r@Z��or�m{ZXZ�^©|�j�n�t�ab[��

o���x=�?��x#qftvs�{�q���r}s�x#q���t��`x�� ���lZ	k4ZX�or�mo�}vb[o��t�^8t���[y�lZ�t�v�Z@m{j=[{t=m��}^+[oZ@my�;j�rXZ��lZ@moZ
j6vbvb|���ZX�	[ot©[o�lZ"��Z@mo�y�~t=^ t=�¯[y�lZ��ot=��[]\�j=moZ"al�oZ@k k1abmo�}^l£`[o�bZ j�rXr��~kbZ�^+[o�X��4P�lj=^l£gZ@�
u�j�kbZ�j=��j�moZX�ya4|�[¯t���j=^R¼�½ ¡ moZXrXj=|�|2j6m{Z�kbZX�yr@my����ZXk |�j=[oZ@m��
���lZ����lZ�m�j�r x��gh¦t�v�Z@m�j6[{t�m r@t�^z[om{t=|~��[o�lZ8u�j�r{�b�}^lZ©[o�bmot�al£�� j�½C2+4�;��/c�010

[oZ@myu��}^²j=|G��/G^A[o�bZ�£gZ�^lZ@m{j=|�r�j��yZ�q/[y�lZ%t�v�Z�m�j=[ot�m v�t��y��[y�~t�^b�"[o�lZ8v²j=[y�~Z�^+[�t�^A[o�bZ
[ym{ZXj=[ou�Z@^z[�[{j=�b|�Z�q1u�j=^za²j=|}|�n«�yZ@[o��[o�lZ¯[om{ZXj=[ou�Z@^z[�nbZ@|~k��y���@ZX��j6^lk�£ij=^z[omyn�m{t�[{j=[o��t�^Cq
j6^lk�j=[y[�j�r{�bZX�sj�rXr@ZX�o�yt�mo��ZX�	[ot�[y�lZ�u"j�r{�4��^lZ=�"§CZ�j��z��^l£�[o�lZ�[omoZ�j=[yu�Z�^z[smot1t�uRq'[o�bZ
t=v�Z�m�j=[ot�m�moZ@[oa4mo^l��[ot	[o�lZ±rXt�^l�yt�|~Z�[{t«Z@^z[oZ@m�[y�lZ/v²j=[y�~Z@^z[P�~kbZ�^+[y��nlrXj=[o��t�^Cqz[omoZ�j=[yu�Z�^+[
v4m{ZX�yr@my��vb[y�~t�^-¾;��^br@|�abk4��^l£%u�t1kbZ�t�mw��ZXj=u []nzv�Z=q¯Z�^lZ@mo£�n�|~Z@��Z@| q�kbtg�oZ=q�kbtg�yZ`m�j=[oZ�q
j6^lkw[y��u�Z ¿ q1nlZ@|�k��y������^l£4qi£ij=^z[omyn�m{t�[{j=[o��t�^Cqij6^lkwj�rXr@ZX�o�yt�monwklj6[�j4�����lZ���n+�y[{Z�u¶[o�lZ�^
r@t�uwv²j=m{Z@��[o�lZ�u"j6^+alj=|�|}n��yZ@[¯��j6|�alZ@�V\��}[o��[o�lt��oZ�Z@^z[{Z�m{ZXk`j=[V[o�lZ�rXt=^l�ot�|�Z��D/G��[y�lZ@n
u�j=[or{�Cq�j��1P�"  ¡�P!N«u�ZX�y�{j�£gZw�~��k4���yvb|~jen�ZXkTj=^lk�[ym{ZXj=[ou�Z@^z[��~��v�Z�mouw��[y[{ZXk��3/G��[y�lZ@n
k4tT^lt�[wu"j6[{r{�Cq�[ym{Z�j6[ou�Z@^z[����w^lt=[�j=|}|~te\�Z@k [ot�vbmot1r@ZXZXk¢a4^+[y��|¯[o�lZ�u����yu�j=[{r{���~�
r@t�momoZXr�[{ZXk���¼®��£�abmoZ����y�lte\V��[y�lZ��or�m{ZXZ�^`|~jen�t�ab[X�
´¨�lZ�^�[y�lZ��yn+�y[oZ@u \�j��Cnbm{��[��bab��|}[�q�t�v�Z�m�j=[ot�m{��r@t�uwvb|�j=�}^lZXk©[y�²j=[��}[/[{t+t�¬`[ot1t
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|�t�^l£�[{t�Z@^z[{Z�m±[o�bZs[omoZ�j=[yu�Z�^z[�vb|~j=^C�9/G^©moZX��v�t�^b�oZ�q ¡ 2D4�§�u�t+k4�¢nlZXk [o�lZs�ot���[]\�j=moZ
��Z@�¥t=m{Z8[o�lZ£nbmo�y[ ab^b�}[�\�j=� �}^l�y[{j=|�|�ZXk¤G¥/G^l�y[oZ�j�k t��smoZXZ�^+[oZ@my��^l£¤[o�lZ%klj6[�j¤j=[�[o�bZ
¬�Z@nz��tij=m{k�q+t=v�Z�m�j=[ot�m{��r@t�ab|�k«�y��uwvb|}n�ab�oZVj/r�j6momo�~j�£gZ�moZ@[yabmo^�[{t�r@t�vzn	[y�lZ�[omoZ�j=[yu�Z�^+[
����[oZ�klj6[�j"� h6 ?� ¡ ³ ab�~r{¬w�oZ�mo��ZX�:t��Cr�j6momo�~j�£gZ�moZ@[oa4mo^l�:\�t�a4|~k�[y�zal��r@t�u�v4|~Z@[oZ�[o�lZ¯klj=[{jZ�^z[omon��:���b�~��u�t1k4�¢nlr�j6[o�~t=^"\�j=�¯[ot?nb£�abm{Z��}^R�yZ@��Z@m�j6|®t=�®[y�lZ�j�rXr��~kbZ�^+[o�X�
���lZ ���bZ@m�j=r�x���h8r@t�ab|�k¦�y�zab[�kbte\�^¤��^¦[]\Pt8\�j�n+�wj=��[{Z�m���[	kbZ@[oZXr@[oZXk j=^¤Z@mym{t�m

r@t�^lk4�}[o��t�^C���±^lZ¯\�j=��j�R���P!¦1R�§3P¨�R�X©#X'Q�P¨}N�qi\��b��r{�"m{Z ³ a4��m{Z@k�jsr@t�uwvb|~Z�[{Z�u"j=r{�b��^lZmoZX�yZ@[:[{t�m{ZX��[�j=my[��)���lZ¯t�[y�lZ@mXqz^bt�[��yts�yZ@my�~t�al�@q+\�j��Pj�R���P!¦1R�§3P¨�R�Qª¦1©#X�P�qi\��b��r{�"t�^4|�n
moZ ³ ab�}m{ZXk`jw����^l£=|~Z�¬gZ�nRr@t�uwu"j=^bk [otwmoZX��[�j=my[�[y�lZ�u�j�r{�b�}^lZ��+/G�IjzR���P!¦1R�§3P¨�R_Qª¦1©	X�Pt+rXr�abmomoZXk'q6[o�lZ:t�v�Z@m{j=[{t�m2r@t�ab|�k�vbmoZX�y�®[o�bZ¬«® ¬gZ�n�[{t3K�vbmot1r@ZXZXkvM/j=^lk�m{Z@�yabu�Z)[om{ZXj=[yx
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Figure �� Tasks and subroutines in the code blamed for the Tyler accidents


The treatment monitor task �Treat� controls the various phases of treat�
ment by executing its eight subroutines
 The treatment phase indicator vari�
able �Tphase� is used to determine which subroutine should be executed �Fig�
ure ��
 Following the execution of a particular subroutine� Treat reschedules
itself


One of Treat�s subroutines� called Datent �data entry�� communicates
with the keyboard handler task �a task that runs concurrently with Treat�
via a shared variable �Data Entry Complete �ag� to determine whether the
prescription data has been entered
 The keyboard handler recognizes the
completion of data entry and changes the Data Entry Complete variable to
denote this
 Once this variable is set� the Datent subroutine detects the
variable�s change in status and changes the value of Tphase from � �Datent�
to � �Set Up Test�
 In this case� the Datent subroutine exits back to the
Treat subroutine� which will reschedule itself and begin execution of the
Set Up Test subroutine
 If the Data Entry Complete variable has not been
set� Datent leaves the value of Tphase unchanged and exits back to Treat�s
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mainline
 Treat will then reschedule itself� essentially rescheduling the Datent
subroutine


The command line at the lower right�hand corner of the screen �see Fig�
ure 	� is the cursor�s normal position when the operator has completed all
the necessary changes to the prescription
 Prescription editing is signi�ed by
moving the cursor o� the command line
 As the program was originally de�
signed� the Data Entry Complete variable by itself is not su�cient because
it does not ensure that the cursor is located on the command line� under
the right circumstances� the data entry phase can be exited before all edit
changes are made on the screen


The keyboard handler parses the mode and energy level speci�ed by the
operator and places an encoded result in another shared variable� the 	�byte
Mode�Energy O�set variable �MEOS�
 The low�order byte of this variable
is used by another task �Hand� to set the collimator�turntable to the proper
position for the selected mode and energy
 The high�order byte of the MEOS
variable is used by Datent to set several operating parameters


Initially� the data�entry process forces the operator to enter the mode
and energy except when the photon mode is selected� in which case the
energy defaults to 	� MeV
 The operator can later edit the mode and energy
separately
 If the keyboard handler sets the Data Entry Complete �ag before
the operator changes the data in MEOS� Datent will not detect the changes
because it has already exited and will not be reentered again
 The upper
collimator �turntable�� on the other hand� is set to the position dictated by
the low�order byte of MEOS by another concurrently running task �Hand�
and can therefore be inconsistent with the parameters set in accordance with
the information in the high�order byte
 The software appears to contain no
checks to detect such an incompatibility


The �rst thing Datent does when it is entered is to check whether the
keyboard handler has set the mode and energy in MEOS
 If so� it uses the
high�order byte to index into a table of preset operating parameters and
places them in the digital�to�analog output table
 The contents of this output
table are transferred to the digital�to�analog converter during the next clock
cycle
 Once the parameters are all set� Datent calls the subroutine Magnet�
which sets the bending magnets
 The following shows a simpli�ed pseudocode
description of relevant parts of the software�

Datent�
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if mode�energy speci�ed then
begin

calculate table index
repeat

fetch parameter
output parameter
point to next parameter

until all parameters set
call Magnet
if mode�energy changed then return

end

if data entry is complete then set Tphase to �
if data entry is not complete then

if reset command entered then set Tphase to �
return

Magnet�
Set bending magnet �ag
repeat

Set next magnet
call Ptime
if mode�energy has changed� then exit

until all magnets are set
return

Ptime�
repeat

if bending magnet �ag is set then
if editing taking place then

if mode�energy has changed then exit
until hysteresis delay has expired
Clear bending magnet �ag
return

Setting the bending magnets takes about eight seconds
 Magnet calls a
subroutine called Ptime to introduce a time delay
 Since several magnets need
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to be set� Ptime is entered and exited several times
 A �ag to indicate that
the bending magnets are being set is initialized upon entry to the Magnet
subroutine and cleared at the end of Ptime
 Furthermore� Ptime checks a
shared variable� set by the keyboard handler� that indicates the presence
of any editing requests
 If there are edits� then Ptime clears the bending
magnet variable and exits to Magnet� which then exits to Datent
 But the
edit change variable is checked by Ptime only if the bending magnet �ag is
set
 Because Ptime clears it during its �rst execution� any edits performed
during each succeeding pass through Ptime will not be recognized
 Thus�
an edit change of the mode or energy� although re�ected on the operator�s
screen and the mode�energy o�set variable� will not be sensed by Datent so
it can index the appropriate calibration tables for the machine parameters


Recall that the Tyler error occurred when the operator made an entry
indicating the mode and energy� went to the command line� then moved the
cursor up to change the mode or energy and returned to the command line all
within eight seconds
 Because the magnet setting takes about eight seconds
and Magnet does not recognize edits after the �rst execution of Ptime� the
editing had been completed by the return to Datent� which never detected
that it had occurred
 Part of the problem was �xed after the accident by
clearing the bending magnet variable at the end of Magnet �after all the
magnets have been set� instead of at the end of Ptime


But this is not the only problem
 Upon exit from the Magnet subroutine�
the data entry subroutine �Datent� checks the Data Entry Complete variable

If it indicates that data entry is complete� Datent sets Tphase to � and
Datent is not entered again
 If it is not set� Datent leaves Tphase unchanged�
which means it will eventually be rescheduled
 But the Data Entry Complete
variable only indicates that the cursor has been down to the command line�
not that it is still there
 A potential race condition is set up
 To �x this�
AECL introduced another shared variable controlled by the keyboard handler
task that indicates the cursor is not positioned on the command line
 If this
variable is set� then prescription entry is still in progress and the value of
Tphase is left unchanged


����� The Government and User Response

The FDA does not approve each new medical device on the market� All
medical devices go through a classi�cation process that determines the level

bieman
Typewritten Text



App� A � Medical Devices� The Therac��� ��

�but which had not yet been installed� would have prevented the Yakima
accident


The patient died in April from complications related to the overdose
 He
had a terminal form of cancer� but a lawsuit was initiated by his survivors
alleging that he died sooner than he would have and endured unnecessary
pain and su�ering due to the radiation overdose
 The suit� like all the others�
was settled out of court


����� The Yakima Software �Bug�

The software problem for the second Yakima accident is fairly well�established
and di�erent from that implicated in the Tyler accidents
 There is no way to
determine what particular software design errors were related to the Kenne�
stone� Hamilton� and �rst Yakima accidents
 Given the unsafe programming
practices exhibited in the code� unknown race conditions or errors could have
been responsible for them
 There is speculation� however� that the Hamil�
ton accident was the same as this second Yakima overdose
 In a report of
a conference call on January 	� ����� between the AECL quality assurance
manager and Ed Miller of the FDA discussing the Yakima accident� Miller
notes

This situation probably occurred in the Hamilton� Ontario acci�
dent a couple of years ago
 It was not discovered at that time
and the cause was attributed to intermittent interlock failure

The subsequent recall of the multiple microswitch logic network
did not really solve the problem


The second Yakima accident was again attributed to a type of race condi�
tion in the software � this one allowed the device to be activated in an error
setting �a �failure� of a software interlock�
 The Tyler accidents were related
to problems in the data�entry routines that allowed the code to proceed to
Set Up Test before the full prescription had been entered and acted upon

The Yakima accident involved problems encountered later in the logic after
the treatment monitor Treat reaches Set Up Test


The Therac�	��s �eld light feature allows very precise positioning of the
patient for treatment
 The operator can control the machine right at the
treatment site using a small hand control that o�ers certain limited functions
for patient setup� including setting gantry� collimator� and table motions
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Figure �� The Yakima software �aw


Normally� the operator enters all the prescription data at the console
�outside the treatment room� before the �nal setup of all machine parame�
ters is completed in the treatment room
 This gives rise to an unverified

condition at the console
 The operator then completes patient setup in the
treatment room� and all relevant parameters now verify
 The console dis�
plays a message to press set button while the turntable is in the �eld
light position
 The operator now presses the set button on the hand control
or types �set� at the console
 That should set the collimator to the proper
position for treatment


In the software� after the prescription is entered and veri�ed by the Da�
tent routine� the control variable Tphase is changed so that the Set Up Test
routine is entered �Figure ��
 Every pass through the Set Up Test rou�
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tine increments the upper collimator position check� a shared variable called
Class�
 If Class� is nonzero� there is an inconsistency and treatment should
not proceed
 A zero value for Class� indicates that the relevant parameters
are consistent with treatment� and the software does not inhibit the beam


After setting the Class� variable� Set Up Test next checks for any mal�
functions in the system by checking another shared variable �set by a routine
that actually handles the interlock checking� called F"mal to see if it has a
nonzero value
 A nonzero value in F"mal indicates that the machine is not
ready for treatment� and the Set Up Test subroutine is rescheduled
 When
F"mal is zero �indicating that everything is ready for treatment�� the Set
Up Test subroutine sets the Tphase variable equal to 	� which results in
next scheduling the Set Up Done subroutine and the treatment is allowed to
continue


The actual interlock checking is performed by a concurrent Housekeeper
task �Hkeper�
 The upper collimator position check is performed by a subrou�
tine of Hkeper called Lmtchk �analog�to�digital limit checking�
 Lmtchk �rst
checks the Class� variable
 If Class� contains a non�zero value� Lmtchk calls
the Check Collimator �Chkcol� subroutine
 If Class� contains zero� Chkcol
is bypassed and the upper collimator position check is not performed
 The
Chkcol subroutine sets or resets bit � of the F"mal shared variable� depend�
ing on the position of the upper collimator�which in turn is checked by the
Set Up Test subroutine of Treat to decide whether to reschedule itself or to
proceed to Set Up Done


During machine setup� Set Up Test will be executed several hundred times
because it reschedules itself waiting for other events to occur
 In the code�
the Class� variable is incremented by one in each pass through Set Up Test

Since the Class� variable is one byte� it can only contain a maximum value
of 	�� decimal
 Thus� on every 	�th pass through the Set Up Test code�
the variable will over�ow and have a zero value
 That means that on every
	�th pass through Set Up Test� the upper collimator will not be checked
and an upper collimator fault will not be detected


The overexposure occurred when the operator hit the �set� button at
the precise moment that Class� rolled over to zero
 Thus� Chkcol was not
executed and F"mal was not set to indicate that the upper collimator was
still in the �eld�light position
 The software turned on the full 	� MeV
without the target in place and without scanning
 A highly concentrated
electron beam resulted� which was scattered and de�ected by the stainless
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steel mirror that was in the path

The technical ��x� implemented for this particular software �aw is de�

scribed by AECL as simple� the program is changed so that the Class�
variable is set to some �xed nonzero value each time through Set Up Test
instead of being incremented


����� Manufacturer� Government� and User Response

On February �� ����� after interaction with the FDA and others� including
the user�s group� AECL announced to its customers

�
 A new software release to correct both the Tyler and Yakima software
problems

	
 A hardware single�pulse shutdown circuit
�
 A turntable potentiometer to independently monitor turntable position
�
 A hardware turntable interlock circuit

The second item� a hardware single�pulse shutdown circuit� essentially
acts as a hardware interlock to prevent overdosing by detecting an unsafe
level of radiation and halting beam output after one pulse of high energy and
current
 This interlock e�ectively provides an independent way to protect
against a wide range of potential hardware failures and software errors
 The
third item� a turntable potentiometer� was the safety device recommended
by several groups after the Hamilton accident


After the second Yakima accident� the FDA became concerned that the
use of the Therac�	� during the CAP process� even with AECL�s interim op�
erating instructions� involved too much risk to patients
 The FDA concluded
that the accidents demonstrated that the software alone could not be relied
upon to assure safe operation of the machine
 In a February ��� ����� inter�
nal FDA memorandum� the Director of the Division of Radiological Products
wrote�

It is impossible for CDRH to �nd all potential failure modes and
conditions of the software
 AECL has indicated the �simple soft�
ware �x� will correct the turntable position problem displayed at
Yakima
 We have not yet had the opportunity to evaluate that
modi�cation
 Even if it does� based upon past history� I am not
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