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Abstract

Progressin the field of high speednetworkingand dis-
tributed applications has led todebate in the reseach
communityon the suitability of existing protocolssud as
TCP/IP for emeging applications over high-speednet-
works.Protocolshaveto operatein a complex ervironment
comprisedfvariousopetating systemshostarchitectues,
anda rapidly growingandevolvinginternetof several het-
erogeneoussubnetworksThus,evaluation of protocolsis
definitelya challengingtask that cannotbe achieved by
studyingprotocolsin isolation. Thispaperpresentgesults
of a studywhich attemptdo characterizethe performance
of the SunOSinter-Process Communication(IPC) and
TCP/IP protocolsfor distributed,high-bandwidthapplica-
tions.

1. Introduction

Considerableresearchand development efforts are
being spentin the designand deployment of high speed
networks. Theseefforts suggesthat networks supporting
dataratesof afew hundredof Mbpswill becomeavailable
soon. Target applicationsfor thesenetworks include dis-
tributedcomputinginvolving remotevisualizationandcol-
laborative multimedia,medicalimaging,teleconferencing,
video distribution, and other demanding applications.
Progressn high speednetworking suggestshat the raw
datarateswill be available to supportsuchapplications.
However, theseapplicationsrequire not only high speed
networks but also carefully engineeredend-to-endproto-
colsimplementecefficiently within the constraintf vari-
ous operatingsystemsand host architecturesThere has
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been considerabledebate in the researchcommunity
regarding suitability of existing protocolssuchas TCP/IP
[3,9,10] for emeging applicationsover high speednet-
works. Onegroupof researcherbelieve thatexisting pro-
tocolssuchas TCP/IParesuitableandcanbe adoptedor
use in high speedervironments [4,7]. Another group
claims that the TCP/IP protocolsare complex and their
control mechanismsare not suitablefor high speednet-
works and applications[1,2,12,13].1t is important, how-
ever, to notethat both groupsagreethat efficient protocol
implementatiorand appropriateoperatingsystemsupport
are essential.

Inter-Process Communication(IPC) which includes
protocols,is quite complec. The underlyingcommunica-
tion substratefor example js aconstantlyevolving internet
of mary heterogeneousetworkswith varying capabilities
and performanceMoreover, protocolsoften interactwith
operatingsystemswvhich arealsocomplex and have addi-
tional interactingcomponentssuch as memory manage-
ment,interruptprocessingprocessschedulingandothers.
Furthermoretheperformancef protocolimplementations
may be affectedby the underlyinghostarchitectureThus,
evaluationof IPC modelsandprotocolssuchasTCP/IPis
definitely a challengingtask and cannotbe achieved by
studying protocolsin isolation. This paper presentsthe
resultsof a studyaimedat characterizinghe performance
of TCP/IPprotocolsin the existing IPC implementatiorin
SunOSor high bandwidthapplicationsComponentso be
studiedincludethe control mechanismgsuchasflow and
error control), perpaclet processingpuffer management
and interactionwith the operatingsystemby systematic
measurement.

The software examinedis the Sun0S4.0.3 IPC using
BSD streamsoclets on top of TCP/IP Sun0S4.0.3is
basedon 4.3 BSD Unix (for further detailson BSD Unix
IPCimplementationseg11]). Thehardwareweretwo Sun
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Figure 1. Data distribution into Mbufs

Sparcstatiorl workstationsconnectedn the sameEther-
netseggmentviatheAMD Am7990LANCE EthernetCon-
troller. Occasionally two Sparcstation2 workstations
running SunOS4.1 were also usedin the experiments.
However, only SunO$4.0.3IPC could be studiedin depth
due to the lack of source code for SunOS 4.1.

2. Unix Inter-Process Communication (1 PC)

In 4.3 BSD Unix, IPC is organizedinto 3 layers.The
first layer, the soclet layer, is the IPC interfaceto applica-
tionsandsupportdifferenttypesof socletseachtype pro-
viding different communicationsemantics(for example,
STREAMor DATAGRAMSsoclets). Thesecondayeris the
protocollayer, which containgprotocolssupportinghedif-
ferent types of soclets. Theseprotocolsare groupedin
domainsfor examplethe TCPandIP protocolsarepartof
thelnternetdomain.Thethird layeris thenetwork interface
layer, which containsthe hardware device drivers (for
example the Ethernetdevice driver). Each soclet has
boundedsendandreceve buffersassociateavith it, which
areusedto hold datafor transmissiorto, or datareceved
from anothemprocessThesebuffersresidein kernelspace,
and for flexibility and performancereasonghey are not
contiguousThespecialrequirement®f interprocessom-
municationand network protocolsrequire fast allocation
and deallocationof both fixed and variable size memory
blocks.Therefore]PCin BSD4.3usesamemorymanage-
ment schemebasedon data structurescalled MBUFs
(Memory BUFfers).Mbufs arefixed size memoryblocks
128byteslongthatcanstoreupto 112bytesof data A vari-
antmbuf, calleda clustermbuf is alsoavailable,in which
datais storedexternallyin a pagel024byteslong, associ-
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Figure 2: Queue and Probe Locations

atedwith eachclustermbuf. All datato be transmittedis
copied from user spaceinto mhbufs, which are linked
togetherif necessaryo form a chain.All further protocol
processing is performed on ofb.

2.1 Queueing M odel

Figure 1 shows the datadistribution into mbufs at the
sendingside.In the beginning, dataresidesin application
spacein contiguousbuffer space Thendatais copiedinto
mbufsin respons¢o ausersendrequestandqueuedn the
socletbuffer until the protocolis readyto transmitit. In the
caseof TCPor ary otherprotocolproviding reliabledeliv-
ery, datais queuedn this buffer until acknavledged.The
protocolretrievesdataequalto the sizeof availablebuffer-
ing minus the unacknevledgeddata, breaksthe datain
paclets, and after adding the appropriateheaderspasses
pacletsto the network interfacefor transmissionPackets
in the network interfacearequeueduntil the driver is able
to transmitthem.Onthereceving side,afterpacletsarrive
atthenetwork interface the Etherneteadeis strippedand
the remainingpaclet is appendedo the protocol receve
gueue. The protocol, notified via a software interrupt,
wakes up and processepaclets, passingthemto higher
layer protocolsif necessaryThe top layer protocol after
processinghe paclets,appendshemto thereceve soclet
gueueand wakes up the application. The four queueing
points identified above are depictedin Figure2. A more
comprehensi discussiorof IPC andthe queueingnodel



can be found in [8].

3. Probe Design

To monitor the actvity of each queue,probeswere
insertedin the SunOSUnix network codeat the locations
shavn in Figure2. A probeis asmallcodesegmentplaced
at stratgic locationsin the kernel. Eachprobewhenacti-
vatedrecordsa timestampandthe amountof datapassing
throughits checkpointlt alsofills afield to identify itself.
Theinformationrecordeds minimal, but cannevertheless
provide valuableinsightinto queuebehaior. For example,
thetimestamgdifferentialscanprovide queuedelay queue
length,arrival rateanddepartureate. The datalengthcan
providethroughputmeasurementandhelpidentify where
and hav data is fragmented into pastk.

At the sendingside,probesl and2 monitorthe sending
activity atthesocletlayer Therecordsproducedoy probe
2 alone, shov how datais broken up into transmission
requestsTherecordgproduceddy probesl and2 together
canbeusedo plot queuadelayandqueudengthgraphgor
the soclet queue Probe3 monitorsthe rate pacletsreach
theinterfacequeue Thisrateis essentiallytheratepaclets
are processedy the protocol. Probe3 monitorsthe win-
dowing and congestioravoidancemechanismsy record-
ing the bursts of paclets producedby the protocol. The
protocol processingdelay can be obtainedby the inter-
paclet gap during a burst. The interface queuedelay is
givenasthedifferencen timestamp®etweerprobes3 and
4. Thequeudengthcanalsobeobtainedrom probes3 and
4, as the dference in paaits logged by each probe.

At the receving side, probes5 and 6 monitor the IP
gueue, measuringqueue delay and length. The rate at
which pacletsareremovedfrom this queuds ameasuref
how fastthe protocollayer can procesaclets. The rate
pacletsarrive from the Ethernetjs stronglydependenbn
Ethernetoad,canbedeterminedisingprobe5. Thediffer-
encein timestampdbetweemrobess and7 give theproto-
col processingdelay Probes7 and 8 monitor the soclet
gueuedelayandlength. Packetsarrive in this queueafter
theprotocolhasprocessethemanddepartfrom thequeue
as thg are copied to the application space.

The probescanalsomonitoracknavliedgmentslf the
dataflow is in onedirection,the pacletsreceved by the
senderof datawill be acknavledgmentsEachapplication
hasall 8 probesrunning, monitoring both incoming and
outgoing paclets. Therefore,in one-way communication
probes at the lwer layers record ackmdedgments.

3.1 Probe Overhead

An issueof vital importancds thatprobesncur aslittle

overheadaspossible.Therearethreesourcef potential
overhead:(1) dueto probeexecutiontime; (2) dueto the
recordingof measurementsind(3) dueto probeactivation
(i.e. deciding when to log).

To addresshefirst sourceof overheadary kind of pro-
cessingin the probesbesideslogging a few important
parametersvasprecludedTo addresshesecondsourcejt
wasdecidedthat probesshouldstorerecordsin the kernel
virtual spacein a staticcircularlist of linked records,ini-
tialized during systemstart-up.The recordsare accessed
via global headandtail pointers.A userprogramextracts
thedataandresetghelist pointersattheendof eachexper-
iment. Thethird sourceof overheadprobeactivation,was
addressedvy introducing a newv soclet option that the
soclet andprotocollayer probescanreadily examine.For
thenetwork layerprobesanbit in the“tos” (typeof service)
field of the IP headeiin the outgoingpacletswasset.The
network layeris ableto accesshis field easilybecauséhe
IP headeiis alwayscontainedn thefirst mbuf of thechain
either handeddown by the protocol, or up by the driver.
This is a non-standar@pproachandit doesviolatelayer-
ing, but it hasthe advantageof incurring minimum over-
head and is straightfoexd to incorporate.

4. Performance of |PC

This sectionpresentsomeexperimentsaimedat char-
acterizing performanceof various componentsof IPC,
including the underlying TCP/IP protocols.To minimize
interferencefrom usersandthe network, the experiments
wereperformedwith oneuseronthe machinegbut still in
multi-usermode),and the Ethernetwas monitoredusing
eitherSunstraffic or xenetloagdwhich aretoolscapableof
displayingthe Ethernetutilization. With the aid of these
toolsit was ensuredhat backgroundethernettraffic was
low (lessthan5%) during the experiments Moreover, the
experimentsvererepeatedeseraltimesin orderto reduce
the degreeof randomnesénherentto experimentsof this
nature.

4.1 Experiment 1: Throughput

This experimenthastwo parts.In thefirst, the effect of
thesoclet buffer sizeonthroughpuis measureavhenset-
ting up a unidirectionalconnectionand sendinga large
amountof data(about10 Mbytesor more)over the Ether-
net. The resultsshav that throughputincreasesas soclet
buffersareincreasedwith ratesupto 7.5 Mbpsachiezable
whenthe buffers are setto their maximumsize (approxi-
mately 51 kilobytes). This suggestghatit is beneficialto
increaseghedefaultsocletbuffer size(whichis 4 kilobytes)
for applicationgunningon the Ethernetandby extrapola-



tion, for applicationsthat will be running on fasternet-
worksin thefuture. Thelargestincreasen throughputwas
achieved by quadruplingthe soclet buffers (to 16 kilo-
bytes), followed by some smaller subsequenimprove-
ments as theusfer got lager.

In the secondpart of the experiment,the resultsof the
first partarecomparedo theresultsobtainedvhenthetwo
processegxchangingdatareside on the samemachine.
This setupbypassecompletelythe network layer, with
pacletsfrom the protocoloutputloopedbackto the proto-
colinputqueueDespitethefactthata singlemachinehan-
dles both transmissionand reception,the best obsered
local IPC throughputwascloseto 9 Mbps, suggestinghat
the mechanisnis capableof exceedingthe Ethernetrate.
However, asthe previous part shaved, the bestobsered
throughputacrosshe Ethernetwasonly 7.5 Mbps, which
is only 75% of the theoreticalEthernetthroughput.The
bottleneckwas tracedto the network driver which could
notsustairrateshigherthan7.5Mbps.Theactualresultsof
this experiment can be found in [8].

Increasingthe soclet buffer size can be beneficialin
otherwaystoo: theminimumof thesocletbuffer sizeis the
maximum window TCP can use. Therefore, with the
default sizethe window cannotexceed4096 bytes(which
correspondso 4 paclets).On thereceving endthe proto-
col canreceve only four pacletswith everywindow which
leadsto a kind of stop-and-wait protocof with four sey-
ments.Anotherpotentialproblemis that the useof small
buffers leadsto a significantincreasan acknavledgment
traffic, sinceat leastone acknavledgmentfor every win-
dow is required.The numberof acknavledgmentsgener-
atedwith 4K buffers wasmeasuredisingthe probes,and
wasfoundto beroughlydoublethenumbemwith maximum
sizebuffers. Thus,moreprotocolprocessings requiredto
processhe extra acknavledgmentspossiblycontrikuting
to the lower performancenbtainedwith the default socket
buffer size.In light of the above obsenations,all subse-
guent experimentswere performedwith the maximum
allowable sockt huffer size.

4.2 Experiment 2: Investigating | PC with Probes

Forthisexperimenthedevelopedprobingmechanisnis
usedto geta betterunderstandingf the behaior of IPC.
The experimenthastwo parts:the first consistsof setting
up a connectiorandsendingdataasfastaspossiblein one
direction. The datasize usedwas 256 KB. In the second
part, a unidirectionalconnectionis setup again, but now

Ana stop-and-ait protocol the transmitter sends a petadf
dataandwaitsfor anacknavledgmenbeforesendinghenext
paclet.
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Figure 3: Packet Trace

pacletsaresentoneatatime in orderto isolateandmea-
sure the paait delay at each layer

For thefirst part,the graphspresentedvere selectedo
shav patternsthat were consistentduring the measure-
ments. Only experimentsduring which there were no
retransmissiong/ereconsideredin orderto studythepro-
tocolsattheir best.Theresultsarepresentedh four setsof
graphsthefirstis apaclettraceof theconnectionthesec-
ondis the length of the four queuesys. elapsedime; the
third is thedelayin thequeuews.elapsedime; andthelast
is the protocol processing delay

The graphsin Figure3 shaw the paclet tracesasgiven
by probes3, 4, 7 and8. Probes3 and4 areon the sending
side.Thefirst probemonitorstheprotocoloutputto thenet-
work interfaceandthe secondmonitorsthe network driver
outputto the EthernetProbes/ and8 areon thereceving
side and monitor the receving soclet input and output
respectiely. The graphsshav elapsedime on the x-axis
andthe paclet numberon the y-axis. The paclet number
canalsobe thoughtasa measureof the paclet sequence
numbersincefor this experimentall pacletscarriedl kilo-
byteof data.Eachpacletis representetly averticalbarto
provide avisualindicationof pacletactiity. Forthesender
the clock startsticking whenthefirst SYN pacletis trans-
mitted, and for the recever when this SYN paclet is
receved. The offsetintroducedis lessthan1 msanddoes
not afect the results in a significant manner



Examiningthe first graph (protocol output) in the set
revealsthe transmissiorburstinesgntroducedby the win-
dowing mechanismTheblankareasn thegraphrepresent
periodsthe protocolis idle awaiting acknavledgmentof
outstandingdata. The dark areasrepresenthe periodthe
protocolis sendingout a nev window of data (the dark
areagontainamuchhigherconcentratiorof paclets).The
lasttwo isolatedpacletsarethe FIN andFIN_ACK paclets
thatclosetheconnectionThe secondyraph(interfaceout-
put)is atraceof pacletsflowing to theEthernetlt isimme-
diatelyapparenthatthereis adegreeof “smoothing”to the
flow aspacletsmove from theprotocoloutto the network.
Even thoughthe protocol producesbursts,when paclets
reachthe Ethernetheseburstsaredampenedonsiderably
resultingin a muchlower rate of pacletson the Ethernet.
The reasonis that the protocolis ableto producepaclets
fasterthanthe network cantransmit,which leadsto queu-
ing at the inteice queue.

On the receving side, the trace of paclets into the
receve soclet buffer appearso besimilarto thetracepro-
ducedby the sender meaningthat thereis no significant
gueueingdelayintroducedby the network or theIP queue.
This alsoindicatesthat the receve side of the protocolis
ableto procesgacletsat theratethey arrive, whichis not
surprisingsincethis rate was reducedby the network (to
approximatelya paclet every millisecond).This lower rate
is possiblya key reasornwhy the IP queueremainssmall.
Theoutputof thereceve socletappearsimilarto theinput
to thesocletbuffer. Notehowever, thatthereis anoticeable
idle period, which seemsto propagte back to the other
traces.The sourcefor this is explainedafterexaminingthe
gueue length graphs,xte

Thesetof graphsin Figure4 shawvs the queudengthat
thevariousqueuessafunctionof time (notethedifference
in scaleof the y-axis). The queuelengthis shavn asthe
numberof bytesin thequeudnsteadof pacletsfor thesale
of consisteny, sincein thesocletlayeratthesendingside
thereis no real division of datainto paclets.Datais frag-
mentedinto paclets at the protocol layer The sending
soclet queudengthis shavn to monotonicallydecreasas
expected put notata constantatesincethedrainingof the
gueueis controlledby the receptionof acknavledgments.
Note thatthe point the queueappearso becomeemptyis
the point wherethe last chunk of datais copiedinto the
soclet buffer andnot whenall the datawasactuallytrans-
mitted. Thedataremainin the soclet buffer until acknavl-
edgedTheinterfacequeueshavsthepacletgeneratiorby
the protocol. The burstinessn paclet generatioris imme-
diately apparentand manifestedas peaksin the queue
length. The queuebuild-up suggestedby the paclet trace
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Figure 4: Queue Length during congestion
window opening

graphsis clearly visible. Also, the queuelengthincreases
with every new burst, indicatingthat eachnew burst con-
tainsmorepacletsthanthe previousone.Thisis attributed
to the slow startstrateyy of the congestiorcontrolmecha-
nism|[5]. Thethird graphshavs the IP receve queueand
confirmsthe earlierhypothesishatthe receve sideof the
protocolcancomfortablyprocesgacletsat theratedeliv-
eredby the network. As the graphshaws the queuepracti-
cally never builds up, each paclet being removed and
processedeforethe next one arrives. The graphfor the
receve soclet queue shavs some queueingactuity. It
appearghat thereare durationsover which dataaccumu-
latesin the soclet buffer, followed by a completedrain of
the buffer. During that time the transmitterdoesnot send
ary data,sinceno acknavledgments sentby therecever.
This queuebuild-up leadsto gapsin paclet transmission,
aswitnessecdearlierby the paclet traceplots. Thesegaps
are a resultof the recever delayingthe acknavledgment
until data is remeed from the soakt kuffer.

The next setof graphsin Figure 5 shavs the paclet
delayatthefour queuesThex-axisshavstheelapsedime
andthe y-axisthe delay Eachpacletis again represented
asaverticalbar Thepositionof thebaronthex-axisshovs
thetime thepacletenteredhequeueTheheightof thebar
shaws the delay the paclet experiencedn the queue.As
mentionedearlier thereareno pacletsin the first queue,
thereforethe first (soclet queue)graphsimply shows the
time it takesfor datain eachwrite call to passfrom the
applicationlayerdown to the protocollayer For thisexper-
iment,thereis asinglewrite call, sothereis only oneentry
in thegraph.Thesecondyraphshavsthenetwork interface
gueuedelay Paclketsenteringanemptyqueueatthebegin-
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ningof awindow burstexperienceavery smalldelay while
subsequenipaclets are queuedand thus delayed. The
delaysrangefrom a few hundredmicrosecondso several
milliseconds.The third graphshaws the IP queuedelay
which is a measureof how fast the protocol layer can
remove andprocespacletsfromits inputqueueThedelay
of pacletsappearwvery small,with the majority of paclets
remainingin the queuefor about100 microsecondsMost
of the pacletsareremovedfrom the queuewell beforethe
1 msinterval thatit takesfor the next pacletto arrive. The
fourth graphshaws the delayat the receve soclet queue.
Herethe delaysare muchhigher This delayincludesthe
time to copy datafrom mbufs to user space.Since the
receving processs constantlytrying to readnew data this
graphis anindication of how often the operatingsystem
allowsthesocletreceve procesavhich copiesdatato user
spaceto run. Thefactthatthereare occasionavheredata
accumulate#n the buffer, showvs thatthe processunsata
frequeng less than the data arai.

Thetwo histogramsn Figure6 shav the protocolpro-
cessingdelayatthe sendandreceve siderespectiely. For
thesendingsidethedelayis assumedio bethepacletinter-
spersingluringawindow burst. Thereasons thatsincethe
protocol fragmentstransmissiorrequestdarger than the
maximum protocol segment, there are no well-defined
boundariessto wheretheprotocolprocessingpeginsfor a
paclet and whereit completes.Therefore,paclet inter-
spersingwas deemedmore fair to the protocol (the gaps
introducedby the windowing mechanisnwere remaoved).
This problemdoesnot appearat the receving endwhere
the protocolreceves and forwardsdistinct pacletsto the
soclet layer. The x-axisin the graphsis dividedinto bins
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which are50 microsecondsvide, andthey-axisshovsthe
number of paclets in eachbin. Examining the graphs
shavsthattheprotocoldelaysaredifferentatthetwo ends:
atthesendingendprocessinglelaydividesthepacletsinto
two distinctgroupswith thefirst, the larger one,requiring
about250to 400 microsecondso processandthe second
about500 - 650 microsecondsAt the receving end the
paclet delay is more evenly distributed, and processing
takesabout250- 300 microsecond$or mostpaclets,with
sometakingbetweer800and400. Thus,thereceving side
is ableto procespacletsfasterthanthe sendingside.The
averagedelaysfor protocol processingare 370 microsec-
ondsfor the sendingside and 260 microseconddor the
receving side.Thusthe theoreticalmaximumTCP/IPcan
attainon Sparcstatiori’swhenthe CPUis devotedto com-
municationwith no datacopying (but includingchecksum)
andwithout the network driver overheads estimatedo be
about 22 Mbps.

In the secondpart of the experimentthe delay experi-
encedby a singlepaclet moving throughthe IPC layersis
isolatedandmeasuredA problemwith the previous mea-
surementss thatthe individual contrikution of eachlayer
to theoveralldelayis hardto assesbecausdayershave to
sharethe CPU for their processingMoreover, asynchro-
nousinterruptsdueto pacletreceptioror transmissiomay
stealCPU cyclesfrom higherlayers.To isolatelayer pro-
cessingonsecutie paclketsaresentafterintroducingsome
artificial delay betweenthem. Theideais to give the IPC
mechanismenoughtime to sendthe current paclet and
receve an ackneledgment before supplied with thexhe

Theexperimentwassetup asfollows: the pair of Sparc-
station1’'s wasusedagain for unidirectionalcommunica-
tion. The sendingapplicationwas modified to sendone
1024bytepacletandthensleepfor onesecondo allow the
pacletto reachthe destinatiorandthe acknaviedgmento
comeback.To ensurahatthe pacletwassentimmediately
theTCP_NODELAY optionwasset.Moreover, bothsend-
ing andreceving socletbuffersweresetto 1 kilobyte, thus



effectively reducing TCP to a stop-andhitvprotocol.

Theresultsof this experimentaresummarizedn Table
1, andarecomparedo theresultsobtainedn the previous
experiment,when 250 kilobytes of datawere transmitted.
The sendsoclet queuedelay shavs that a delay of about
280 S is experiencediy eachpaclet beforereachingthe
protocol. This includesdatacopy, which wasmeasuredo
be about 130 pS. Therefore,the soclet layer processing
takesaboutl50uS. Thisincludedockingthebuffer, mask-
ing network device interrupts,performingvariouschecks,
allocatingplain andclustermbufs andcalling the protocol.
Thedelayfor thesendingsidehasincreasedyy about73uS
(443 vs. 370 puS). This is due to the fact that the work
requiredbeforecallingthe TCP outputfunctionwith trans-
missionrequests replicatedwith eachnew paclet. Earlier,
the TCP outputfunctionwascalledwith alarge transmis-
sionrequestandenteredaloop forming pacletsandtrans-
mitting them until the datawas exhausted.The interface
gueuedelayis very small:it takesabout40 uS for apaclet
to be removed from the interface queueby the Ethernet
driver whenthe latter is idle. The IP queuedelayis also
quite small. The delayhasnot changedsignificantlyfrom
the earlier experiment,when 256 kilobytes of datawere
transferredThe protocollayer processingat the receving
endhasnot changednuchfrom the resultobtainedin the
first part.In this partthe delayis 253 uS, while in part1 it
was 260 uS. Thereceve soclet queuedelayis about412
KS, out of which 130will bedueto datacopy. This means
thattheperpacletoverheads about292uSwhichis about
doublethe overheadat the sendingside. The main source
of this appears to be the applicatioakerup delay

Table 1: Delay in IPC Components

Average
Average delay 4
. : delay with
Location stop-and-vait ;
transfer [1S) continuous
transfer (1S)
Send sockt (with copy) 280 -2
Protocol - sending side 443 370
Interface queue 40 -a
IP queue 113 124
Protocol - receiing side 253 260
Receve soclet queue 412 a
(with copy)
Byte-coyy delay? (for 130 130
1024 bytes)

a. varies with data size

b. measured using custom software

4.3 Experiment 3: Effect of Queueing on the
Protocol

Thepreviousexperimentdave providedinsightinto the
gueueingehaior of thelPC mechanismTheexperiments
establishedhatthe TCP/IPlayerin SunOS4.0.3running
on a Sparcstationl has the potential of exceedingthe
Ethernetate.As aresultthequeudengthgraphsshav that
noticeablequeueingexists at the sendingside (at the net-
work interfacequeue)which limits therateachievedby the
protocol.At thereceving end,queueingatthe IP queueis
low comparedto the other queuesbecausethe paclet
arrival rateis reducedby the Ethernet However, queueing
is obseredat the soclet layer, shaving thatpaclet arrival
rateis higherthantheratepacletsareprocessetby IPC.In
thisexperimenttheeffect of thereceve socletqueueingn
the protocol was irvesticated.

Briefly, theactionstakenatthesocletlayerfor receving
dataareasfollows: the receve function entersa loop tra-
versingthe mbuf chainandcopying datato theapplication
spaceTheloop exits wheneitherthereis no moredataleft
or the applicationrequestis satisfied.At the end of the
copy-loop the protocol userrequestfunction is called so
that protocolspecificactionslike sendingan acknavledg-
ment can take place. Thus ary delay introducedat the
soclet queue will delay protocol actions. TCP sends
acknavledgmentsduring normal operationwhenthe user
removes datafrom the soclet buffer. During normaldata
transfer(no retransmissionsgn acknavledgments sentif
the soclet buffer is emptiedafterremaoving atleast2 max-
imum segments,or wheneer a window update would
advance the senderindav by at least 35 perceht

The TCP delayed acknavledgment mechanismmay
alsogeneratacknavledgmentsThis mechanisnworksas
follows: upon receptionof a sggment, TCP setsthe flag
TF_DELACK in the transmissioncontrol block for that
connection Every 200 mS a timer processuns checking
theseflagsfor all connectionsior eachconnectiorthathas
the TF_DELACK flag set,the timer routine changest to
TF_ACKNOW andthe TCP output function is called to
sendanacknavledgment.TCP usesthis mechanisnin an
effort to minimize both the network traffic andthe sender
processin®f acknavledgmentsThe mechanisnmachie/es
this by delayingthe acknavledgmentof receved datain
hopethatthereceverwill replyto thesendesoonandthe
acknavledgmentwill be piggybacled onto the reply seg-
ment back to the sender

3As per the tcp_output () of SunOS. See [8] for details.
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Figure7: Receive socket queue length and
acknowledgment generation

To summarizeif therearenoretransmission§,CPmay
acknavledgedatain two ways:(1) wheneer (enough)Xata
areremoved from the receve soclet buffer andthe TCP
output function is called, and (2) when the delayedack
timer process runs.

To verify theabove, thefollowing experimentwasper-
formed:aunidirectionakonnectiorwassetupagain,butin
orderto isolatethe protocolfrom the Ethernethe connec-
tion wasmadebetweerprocessesn asinglemachine(i.e.
usinglocalcommunication)Thedatasizesentwassetto 1
Mbyte, and the probeswere usedto monitor the receive
soclet queueand the generatedacknavledgments.The
resultis shavn in Figure7, which shows the queuelength
v.s.elapsedime. Theexpansionof thecongestiorwindow
canbeseernvery clearlywith eachnew burst.Eachwindow
burstis exactly one sggmentlarger thanthe previous one.
Moreover, the soclet queuegrows by exactly the window
size,andthenit dropsdown to zero,whereanacknavledg-
ment is generatedand a new window of datacomesin
shortlyafter The peakshatappeain thegrapharecaused
by the delayedacknavledgmenttimer processthat runs
every 200 mS. The effect of this timer is to send an
acknavledgmentbeforethe datain the receve buffer is
completelyremored,causingmoredatato arrive beforethe
buffer is emptied.However, during datatransferbetween
differentmachineamore acknavledgmentsvould be gen-
eratedbecausethe recevve buffer becomesempty more
oftensincethereceve processs scheduleanoreoftenand
has more CPUycles to cop the data.

The experimentshovs how processingat the soclet
layer may slov down the TCP by affecting the acknawl-
edgmengenerationkor abulk datatransfermostacknawl-
edgmentsare generatedafter the receve buffer becomes
empty If dataarrives in fast bursts, or if the receving
machineis slow or loaded,data may accumulatein the

socletbuffer. If awindow mechanisnis employedfor flow
controlasin thecaseof TCR thewholewindow burstmay
accumulatén thebuffer. Thewindow will notbeacknavl-
edgeduntil the datais passedo the application.Until this
happensTCP will be idle awaiting the receptionof new
data,whichwill comeonly afterthereceve buffer is empty
andthe acknavledgmenthasgonebackto the senderSo
theremaybe gapsduring datatransferwhich will beequal
to thetime to copy out the buffer plusoneroundtrip delay
for the acknwledgment and the medata to arrie.

4.4 Experiment 4: Effect of Background L oad

The previous experimentshave studiedthe IPC mecha-
nismwhenthe machinesveresolely devotedto communi-
cation. However, it would be more usefulto know how
extra load presenton the machinewould affect the IPC
mechanismin a distributed environment(especiallywith
single-processamachines)computatiorandcommunica-
tion will affecteachother This experimentinvesticatesthe
behaior of thevariousqueuesvhenthehostmachinesare
loaded with artificial load. The experimentis aimed at
determiningwvhich partsof thelPC mechanisnareaffected
andhow whenadditionalload is presenton the machine.
The resultsreportedinclude the effect on throughputand
graphdepictinghow thevariousqueuesreaffectedby the
extra workload during data transfer

Theexperimentwasperformedoy settingup aunidirec-
tional connectionyunningthe workload,andsendingdata
from oneSparcstatioto anotherThemainrequirementor
the artificial workload wasthatit be CPU intensie. The
assumptioris thatif ataskneedsto be distributed, it will
mostlikely be CPU intensive. The chosenworkload con-
sistsof a programthat forks a specifiednumberof pro-
cesseghat calculateprime numbers.For the purposesof
thisexperimenttheartificial workloadlevel is definedto be
thenumberof prime-numbeprocesserinningatthesame
time.

Figure 8 shaws the effect of the artificial workloadon
communicationthroughputwhen the workload is run on
thesener machineTheexperimentwasperformedoy first
startingthe artificial workload and thenimmediatelyper-
forming a datatransferof 5 Mbytes.The graphshavs that
thethroughputdropssharplyasthe numberof background
processemcreasesyhichsuggestshatiPCrequiresasig-
nificantamountof CPUcycles.Althoughnotactuallymea-
sured,the effect on computationalso appearssignificant.
Thuswhen computationand communicationcompetefor
CPUcyclesthey bothsuffer, leadingto pooroverall perfor-
mance.

Figure8 shaws the internalqueuegduring datatransfer
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with a loadedsener. For thesegraphsthe datasize was
reducedo 1 Mbyte to keepthe size of the graphsreason-
able.Theworkloadlevel is 4, meaninghattherewerefour
prime-numberprocessesunning. The x-axis shavs the
elapsedime andthe y-axis the queuelength. Examining
thereceve soclet queueplot showvs thatwhendataarrives
at the queueis delayedsignificantly The bottleneckis
clearlyshavn to betheapplicationschedulingTherecei-
ing processhasto competdor the CPUwith theworkload

processesoit is forcedto readthedataatalowerrate.The
extra load seemsto affect the IP queuealso. In previous
experimentswith no extra computationload, datawould
notaccumulatén thelP queueTheaccumulatiorhowever,
is still very smallcomparedo theotherqueuesTheinter-
faceandsocletqueueonthesendingsidereflecttheeffect
introducedby the delay in acknavledging data by the
recever. Althoughnotreportechere,notethatthe effect of
loadingthe client was similar to the effect of loadingthe
sener [8].

5. Conclusions

In general,the performanceof SunOS4.0.3 IPC on
Sparcstatiori over the Ethernetis very good.Experiment
1 hasshawvn that averagethroughputratesof up to 7.5
Mbpsareachiezable.Furtherinvestigation hasshowvn that
this rateis not limited by the TCP/IP performancebut by
the driver performanceTherefore,a betterdriver imple-
mentation will increase throughput further

Someimprovementgo thedefaultIPC arestill possible.
Experimentl hasshownn thatincreasinghe default soclet
buffer sizefrom 4 to 16 kilobytesor more,leadsto a signif-
icantimprovementin throughputfor large datatransfers.
Notehowever, thatincreasinghedefault soclet buffer size
necessitatesnincreasen thelimit of thenetwork interface
gueuesize.The queue shavn in Figure5, holdsoutgoing
pacletsawaiting transmissionCurrentlyits sizeis limited
to 50 paclets and with the default buffers guaranteesio
overflow for 12 simultaneougonnectiong12 connections
with amaximumwindow of 4). If thedefaultsocletbuffers
areincreasedo 16 kilobytes,thenthe numberof connec-
tions drops to 3.

Theperformancef IPCfor local processess estimated
to beabout43%of thememorybandwidth Copying 1 kilo-
bytetakesaboutl30microsecondsneaninghatmemory-
to-memorycopy is about63 Mbps.Local IPC requirestwo
copiesandtwo checksumsAssumingthat the checksum
takesabouthalf the cyclesasmemorycopy (only reading
thedatais required) themaximumtheoreticalimit of local
IPC is 63/3 = 21 Mbps. The IPC performancemeasured
was closeto 9 Mbps which is about43% of the memory
bandwidthWhenprocesserinningondifferentmachines,
the sendingside of IPC is ableto processpaclets faster
thanthe Ethernetrate,which leadsto queueingat the net-
work interface queue.At the receving side, the network
and protocol layers are able to processpaclets as they
arrive. At the soclet layer however, paclets are queued
beforedeliveredto theapplicationIn bothlocalandremote
communicationthe performanceof TCP/IPis determined
by protocol processingand checksum.gnoring the data



copy, thiswasmeasuredo beabout22 Mbpsandis limited
by the sending side.

While transferringarge amountsf data,TCPrelieson
the soclet layer for a notification that the application
received the databefore sendingacknavledgments.The
soclet layer notifies TCP after all datahasbeenremored
from thesocletbuffer. Thisintroducesa delayin receving
new datawhich is equalto the time to copy the datato
application spaceplus one round trip time to sendthe
acknavledgmentandthenew datato arrive. Thisis asmall
problemon the currentimplementationwherethe soclet
gueuesare small, but may be significantin future high
bandwidth-delaynetworks where queuesmay be very
large. Experiments3 and 4 showv that queueingat the
recevve soclet queuecan grow to fill the soclet buffer,
especiallyif the machineis loaded. This reductionin
acknavledgmentscould degradethe performanceof TCP
especiallyduring congestionwindow openingor after a
paclet loss. The situationwill be exacerbatedf the TCP
large windows extensionis implemented The congestion
windowv opensonly after receving acknavledgments,
which may not be generatedastenoughto openthe win-
dow quickly, resultingin the slow-startmechanisnbecom-
ing too slav.

The interactionof computationand communicationis
significant. Experiment4 has shovn that the additional
load on the machinedramaticallyaffects communication.
The throughputgraphsshowv a sharpdecreasén through-
put as CPU contentionincreaseswhich meansthat IPC
requiresa major portionof the CPU cyclesto sustairhigh
Ethernetutilization. Even though machineswith higher
computationapower are expectedto becomeavailablein
thefuture,network speedsareexpectedo scaleevenfaster
Moreover, someof thesecycleswill not be easyto elimi-
nate.For example TCP calculateshe checksumwice for
every paclet, onceatthe sendingandonceatthereceving
end of the protocol. The fact that in TCP the checksum
residesn theheademandnotattheendof the paclermeans
that this time consumingoperationcannotbe performed
usinghardwarethat calculateshe checksumandappends
it to the paclet asdatais sentto, or arrivesfrom the net-
work. Corversely the presenceof communicatioraffects
computationby stealing CPU cycles from computation.
Thepolicy of favoring shortprocesseadoptediy the Unix
scheduling mechanismallows the communicationpro-
cesseso run atthe expenseof computationThis schedul-
ing policy makes communication and computation
performance unpredictable in the Unixganment.

Someareasof weaknesshave alreadybeenidentified
with existing TCPfor high speechetworks,andextensions

to TCPwereproposedo addresshem[6]. Theextensions
are: (1) useof largerwindows (greaterthat TCP’s current
maximumof 65536bytes)to fill a high speedpipeend-to-
end;(2) ability to sendselectve acknavledgmentgo avoid

retransmissiorof the entirewindow; (3) andinclusion of

timestampdor betterroundtrip time estimation[7]. We

and other groupsare currently evaluating theseoptions.
However, onemay questionthe suitability of TCP’s point-

to-point100%reliablebyte streaminterfacefor multi par-

ticipant collaboratve applications with multimedia
streams Additionally, if more and more underlying net-

works supportstatisticalresenationsfor high bandwidth
real time applications,TCP’s pessimisticcongestioncon-

trol will have to be reconsidered.
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