Chapter 1

Intr oduction

The birth of paclet switchednetworks in the early 19608hasspavnedthe dreamof an all-
encompassingigital network thatwould spanthe globeandsene all our communicatiomeeds;
this revolutionary network would carry voice, images,video and data,and bring togetherpeople

from all cornersof theworld. Todaythatdreamis becomingeality in theform of theInternet(Fig-

Figure 1.1: A representation of the Intenet

ure 1.1).



The Internethascomea long way sinceits beginnings,whenit wasknown asthe ARPANET.
It startedasa handfulof low bandwidthlinks usedto shareresourceamongcomputersbackwhen
computerswere scarceand frightfully expensve. Sinceits birth, the Internethasbeengrowing
exponentially;it startedwith the computertechnologyrevolution, which leadto the network tech-
nologyrevolution, andbnallyto the Internetrevolution. Theresultis thattodaywe have a network
thatspansacrossontinentsconnectingseveralmillion computersandputtinga staggeringagmount
of informationatour PngertipsPerhapshebiggesimeasuref its successs thattheInternettoday
supportsa hugenumberof commercialapplicationswith revenuesameasuredn the billions, some

of which would not hae been possible without the Internet.

Onemajorcomponenbf the succes®f the Internetis its radicalarchitecturakhift from tradi-
tional networks like the telephoneor cabletelevision networks. Traditional networks are mostly
purpose-hild networks,concevedwith oneapplicationin mind like voice or television. Suchnet-
works arebasedon a simplecommunicatiormodel:for example,thetelephonenetwork emulates
directwire connectiondy providing isolated bpxed capacitychannelgcalledcircuits). Thus,when
two entitieswish to communicatethey askthe network to establisha privatecircuit betweerthem
for their exclusive use;atthe endof the corversationthecircuitis releasec&andbecomeswvailable
for useby otherentities.Links aresharedusingtime-divisionmultiplexing (TDM), whichworksby
dividing time into bxedslotsandallowing anapplicationaccesso thenetwork only duringits allo-
catedslot; thus,thebandwidthanapplicationmayuseis governedoy thespeedf thelink anddura-
tion of the slot, which is always a fraction of the total link bandwidth.Despitetheir limitations,
existing networks lik e the telephonenetwork have beenhighly successfulandhave established
hugeinfrastructurearoundthe world. They are still the main meansof datatransmissiortoday

including Internet data.

Internetdesignersealizedearly on thatengineeringa network thatemulatesa wire (i.e., goes
to greatlengthsto provide a completelyreliablecommunicatiorinfrastructure) while well-suited
for bxedbandwidthdumbterminalsandtelephoness expensve andin3exible. Thedesignerseal-
izedthatby abandoninghe wire-like robustnessandaddingintelligenceat the endpointsto com-
pensatea network cannot only bebuilt onamuchsimplerandcheapeinfrastructureput canalso
adoptamorefRexible servicemodelthatcansene awide rangeof applicationgatherthanjustone.

The key ingredientto suchRexibility is asynfironouspadket switching. Unlike TDM, wheredata



is carriedin slots,paclet switchingallows datato be carriedin variablesizechunkscalledpadets
In TDM thedestinatiorof thedatais identibedby theslot; paclets,however, carryaheadermwhich
containghe address(or a circuit identiPer)of their destinatiorandaretherefore selfrouting This
property allows pacletsto be storedin the network and forwardedimmediatelywhen the link
becomesvailable,ratherthanwait for their slot; this technique called store and forward, allows
applicationsin paclet-switchednetworks to useall of the available channelbandwidth.Packet
switchinghasprovensosuccessfuthattodayabout50% of the network trafbcis paclet switched,;
that Pgureis expectedto rise to about80%in a few years.Therefore it seemshighly likely that

network engineers will concentrate onilding paclet switched netarks in the future.

Dueto bnitebuffering, store-and-fonard packet networks experiencdoss.Lossoccursdueto
burstinesswhichis aresultof computercommunicationWhenaburstof pacletsarrivesatabuffer
whichis alreadyfull, thereis no choicebut to dropsomepaclets,because¢henetwork capacityhas
beenexceededThisresultsin amodelcalledabest-efort servicemode] wherethe network prom-
isesto do its bestto forward a paclet, but delivery is not guaranteedThe best-efort modelhas
provenhighly successfuin theInternet,becausé malkesvery few assumptiongrom theunderly-
ing hardware.Theembodimenbf the best-efort modelis the InternetProtocol (IP) whichis capa-
ble of riding on mary technologiesandthusconnectingogethera wide variety of heterogeneous
networks.IP clearlyseparatethenetwork layerfrom theunderlyingphysicallayer;thisdecoupling
of thelayersallows network technologieso evolve independentlyandyet still be partof the Inter-
net.IP hasbeeninstrumentain makingthe Interneta Onetwrk of networksOandthusallowing it

to achiee the scale it enjs today

1.1. Loss is RArt of the Inter net

As aresultof paclet switching' andthe resultingbest-efort servicemodel,network applica-
tionshave to dealwith loss.As mentionecearlier in paclket switchednetworksthe bnitelink band-
width, the Pnitebuffers at the routers the sharedoandwidthmodel,andthe bursty natureof mary
network applicationsmake it hardto absorbbursts.Thus, Internetroutersoften experienceloss.

While it is possiblethat advancesin optical switching may eventually provide an albundanceof

1. Packetswitchednetworkscanbemadeto have noloss,but thatwouldincreaseheir costandcom-
plexity signibcantly



bandwidthto terrestrialnetworks and loss will becomerare, the heterogeneityof the Internet
ensureshatatleastportionsof it will alwayshave limited bandwidth.Suchportionsincludeband-
width limited sggmentssuchasonesserned by modems and wirelesssggmentswhereloss may

occur for reasons other than lack of bandwidth (e.g., weather conditions).

Congestiorandtheresultinglossis notjust a function of limited bandwidth,but is actuallya
consequencef the Internetdesign.In a best-efort model, applicationsare not given resource
boundsbut mustdiscover availableresourcesik e bandwidthdynamically This allows high utili-
zationof the network. For example,today®leadinginternettransportprotocol,namely TCP[37],
consumedpandwidthin a greedyfashionby deliberatelyand continuouslydriving the network to

loss before backing Hfin an efort to probe for gailable bandwidth.

Theissueof lossis complicatedavenfurtherby therecentemepgenceof Multicast.In multicast
applicationswhichareervisionedto scaleto thousandspr hundred®f thousandsf recevers,data
sentby asinglesendenftenspansasubstantiaportionof thenetwork; atsuchscale theprobability

that a Rav will experience loss is much greater than unicast.

Finally, evenif we managedo eliminatelossby grossover-engineeringf the entirenetwork,
losscanstill occurdueto mismatchin sender/receer speedandsubsequerttuffer overrun.Thisis

especially true of mobile resgirs which typically hae limited memory and CPU resources.

GiventhatInternetrouterswill continueto drop paclets,applicationamustcounteractossby
usingerror contmol. Error controlis the partof acommunicatiorprotocolresponsibldor detecting
andrecoveringlossduringdatatransmissionit typically containghreephases(a) error detection
wheretheprotocoldetectghata pacletwaslost; (b) error notibcationwherethe sendeis notibed
of theloss;and(c) retransmissiopwherethe senderetransmitghe lost paclet(s)to therecever.
Anotheroptionfor errorcontrolis Forward Error Correction(FEC), whereredundantatais sent
alongwith theoriginal datawhichallowsthereconstructiorf lostdataattherecever. Errorcontrol
hasbeenwidely discussedn literatureandgoodreferencesnclude[1, 2]. We discusst furtherin

Chapter 3.

In summarylossin thelnternetis generallynotadesign3aw, but afeaturethatallowsthelnter-

netto bebuilt on avery simpleandeconomidnfrastructure provide a Rexible servicemodelthat



allowsseveralclasse®f applicationsandachieve highnetwork utilization. As aconsequencéow-

ever, network applications must be enhanced with error control.

1.2. The needdr multiple classes of Eror Control

Thereare mary classesof applicationson the Internettoday and eachclasshasdifferent
requirements for error control. Here are & xamples:

¥ Web Accessand File Transferare the most popular applicationsin the Internettoday
Theseapplicationsare relatvely tolerantto delay; their main requirementis that datais
transferredwith no paclet loss. Thereare no strict boundson whenthe transfershould
complete exceptperhapsuserfrustration. Thus, evenin the presenceof relatively large
delays(in theorderof seconds)theseapplications@tility remainshigh. Exampleof such
applications include web surbng, FTP and email.

¥ ContinuousMedia (CM) applicationswhich includeaudioandvideo, requirethatdatabe
delivered within certaintime bounds,otherwiseit is consideredost. Typically, these
applicationshave a certaindegree of redundang and thus sacribPcingsome paclets to
maintaintimely delivery for the remainingpaclets is usually an acceptabletrade-of.

Notice how thisis exactly oppositeof the previous class Examplesncludeteleconferenc-
ing, video-on-demand, and visualization.

¥ TransactionOriented(TO) applicationshave differentrequirementshaneitherple trans-
fer or CM applicationsTO applicationgequirefastandreliabledelivery of typically short
messagesThey may alsohave otherrequirementdik e in-orderdelivery or at-most-once
semanticsywhich errorcontrolmusttake into accountExamplesncluderequest-response
applications lile database queries.

¥ Multicast Applicationsarea classof applicationghatemegedrecentlywith the creation
of the MBONE. Theseapplicationamay have large numberghundredsr eventhousands)
of participantsdistributedworldwide. Theseapplications@rimary concernis scalability;

thusthey requireerrorcontrolschemeshatarecapableof coordinatingrecorery amonga



large numberof recevers.Examplesnclude:whiteboardapplicationsdistanceearning,

distributed interactie simulation and softare updates.

Theabove list of classe®f applicationgequiringdifferenterror controlmechanismss by no
meanscomplete;however, it senesasanindicationof the mary varietiesof error controlmecha-

nisms that will be required in the Internet.

DePningerrorcontrolmechanisméor every applicationis anenormougaskandwell beyond
the scopeof this work. Thus,in thisthesiswe addres€rr or Control for Interacti ve Contin-
uousMedia and Lar geScaleMulticast Applications. We chosetheseclasse®f applications
becausehey arevery importantto Internetusersandposea setof uniquechallengego errorcon-
trol; thesechallengesrevery differentfrom thetraditionalandwell-understoodssuesn bletrans-

fer, and hae no adequate solutions yete\Wfescribe these classes of applications. ne

1.3. Error Control for Interacti ve, Continuous Media Aoplications

Continuougsnediaapplicationsarea classof applicationsemploying relatively long-lived,con-
tinuous data streams typically lasting minutes,hours, or more. Examplesof CM applications
includevideo,audio,imageanimation,andvisualizationamongothers.The salientcharacteristics
of CM streamsare their periodicity and strict timing requirementsFor example,to producea
smoothvideo,MPEG (whichis a high-qualityvideocompressiofiormatusedby mostdigital tele-

vision programs today) requires that a frame is displayed precisly & ms.

We candivide CM applicationgnto two generaklassesinteractiveandstored media As the
nameimplies,interactive applicationgypically involve interactionbetweerpeople andare,there-
fore, bidirectional;examplesincludeteleconferencingndtelephonecorversationsin additionto
intra-streamtiming requirementsinteractve applicationsrequirethat datais transmittedalmost

instantly after it is generated, tecad pauses in the ceersation.

Likeinteractive applicationsstoredmediaapplicationdemandstricttiming within thestream;
however, they aremoreRexible aboutwhenplaybackis initiated. Thereasonis that suchapplica-
tionsaretypically unidirectionalandpreservingnteractionis notcritical, exceptperhapgo ensure

thatvideocontroloperationdik e pausefast-forward,andrewind remainon parwith existing video



players(e.g., 0.5 - 1 sec). Examplesinclude Internet applicationslike RealPlayer Video-on-

Demand, and viging of video clips from a mes serer.

Error control for storedmediaapplicationsis relatively easierthan interactve applications
becaus¢heformer®unidirectionalnatureallows a relatively large playoutbuffer atthereceier. A
playout buffer is usedto storenew datafor a shorttime before playback;this is advantageous
becausét helpsabsorhjitter which helpsmaintainthe correctplaybacktiming attherecever, and
potentiallyallows additionaltimefor errorrecovery. Playoutbuffersof severalsecondsrecommon
in the Internettoday;the RealPlayeapplicationfor example,typically usesa playoutbuffer of 20

seconds.

Most existing CM applicationsavoid the useof error control becausét makesmeetingappli-
cationlateng constraintdifbcult. For example,it is often arguedthat retransmissiortannotbe
usedfor coast-to-coaserror recovery for interactve applicationsbecausehereis simply not
enoughtime to recover. Indeed with MPEG streamsyeneratinga new frameevery 33msandwith
a coast-to-coastound-trip-time(RTT) of 40-60ms,recovering loss with retransmissiorappears
impossible Whatmalkesthingsworseis thatcompressedtreamdike MPEG arefarlesstolerantto
lossthanuncompressestreamsThus,dueto bandwidthandlosslimitations,mostcurrentinternet
CM applicationshave resortedo customvideo encodinggd3, 4], which uselower bandwidthand
frameratethan MPEG, andare moretolerantto loss. However, theseapplicationgsypically offer
muchworsevideoquality, oftenresultingin jerky, postagestampsizeframes Fortunatelyasband-
width availability is increasing MPEG-styleapplicationswill becomefeasible.However, this is
only half of the solution;dueto compressiorfwhich amplipedoss)andthe presencef loss,such

applications still require error control.

In this thesis,we have chosento studyerror controlfor interactve, CM applicationswe con-
siderthis to be animportantclassof multimediaapplicationsbecausehey facilitate humaninter-
action. Our target ervironmentis MPEG video at 30 framesper second,and target propagtion
lateng is theUS coast-to-coasbund-trip-time(RTT), whichis about40-60ms.An exampleappli-
cationis coast-to-coashigh-quality video-conferencingThis is a challengingapplicationfor the
following reasonsfa)its interactve naturemalkeserrorcontrolmoredifpcultthanstoredmedia;(b)

MPEG streamsare very demandingcomparedo othervideo streamsgdueto their burstinessand



high framerate;and(c) the US coast-to-coagtropagtionlateng is large comparedo the MPEG

inter-frame interal.

1.3.1. Our Solution

We believe thattheissueghatmustbe addresseih designingerror controlfor interactve CM

applications include the folang:

¥ How can we maximize timevailable for recwery without hurting interaction?

¥ Given bnite recovery time, how canwe maximizethe probability of timely delivery of

data?

¥ In the eventthat a lossis unrecaerable,how canwe help the applicationdeal with the

loss?

To achievethebrstobjective,we obsenethatstudiesof humaninteractiorhave shavn thatpeo-
ple cantoleratea certainamountof lateng in their corversationsin otherwords,we perceve a
responsdrom anotherpersonto be almostinstantif it occurswithin about200ms[10]. We gain
leveragefrom this obsenationtherebyincreasinghe intenal availablefor recovery with our prst
technigueaddinga limited amountof playoutbuffering (about100ms)at eachsideto gain some

additional time for retransmission.

Oursecondechniquewhichaimsto maximizetheprobabilityof recosery, isto avoid initiating
retransmissioni they would never makeit in timeto therecever. Suchretransmissionsf allowed
to go through,may unnecessarilglelaytransmissiorof original data,thuswastingprecioustime.
To suppressheseretransmissiongherecever maintainsanestimateof the RTT to thesenderand
usesgap-detectiorio detectiossandsendrequestsUponlossdetection andbasedon the current
RTT estimateandtheplaybackbuffer occupany, therecever determinesvhetheraretransmission
hasagoodchanceof arriving in time beforesendingherequestandthuscanavoid lateretransmis-

sions.

Ourpnaltechniquéhelpstheapplicationconceaunrecaerabldossby supplyingcontrolinfor-
mationaboutthe framein additionto the frameitself. Thus,wheneer a frameis deliveredto the

applicationtheerrorcontrolmechanisnpasses bitmapindicatingwhich portionsof theframeare



missing.The applicationmay usethis informationin any way it pleasesfor example,it couldbll

the missing part with parts from the pi@us frame.

In orderto demonstratéhefeasibility andviability of oursolution,weimplementedatransport
protocolwhichemploys thethreetechniqueslescribedibore. Givenour constraintsin the current
implementatiorour protocolmakesoneretransmissioattemptwheneerlossis detectedhowever,
we have shavn how to extendthe protocolto multiple retransmissionfor applicationswith more
relaxed constraints.The protocol® performancewas testedboth subjectvely with animation
streamsand quantitatvely with randomdrop andbursty MPEG traces We have found that even
with a single retransmissionthe protocol reducesthe obsened loss rate, sometimeshy several
ordersof magnitude without compromisingthe interactive natureof the stream.We have thus

shown that the bias agnst using retransmission-based error control in CM streams is unfounded.

1.3.2. Contributions

Ourwork wasdoneat atime whenit wascommonlybelievedthatretransmission-baseatror
control was unsuitablefor interactve CM applications.Our main contribution is that with our
researchwe have shawn, againstpopularbelief, that retransmissioris not only possible but can
offer signibPcangainsin loweringthe obseredlossratein a CM streamwhile preservingnterac-
tivity. We have shavn how to designsucha protocol,andwhaterrorcontrolmechanismareappro-

priatefor CM applicationsOtherresearchertave subsequentlyeachedimilar conclusiongs, 6].

We have also contributed the implementationof a self-containedtransportprotocol with
retransmission-basezror control for interactve, continuousmediaapplications We have shavn
thatsucha protocolis not only feasible but helpssignibcantlyin improving the perceved quality
of continuousnediaandthusimprovestheability of thelnternetto carryinteractve CM trafbc.Our
error control mechanismyvhile it worksin a challengingervironmentlik e coast-to-coasmMPEG
video-conferencingis tunableand canprovide improved performancdor other lesschallenging
classe®f applicationsQurtransporiprotocolis integratedin the NetBSDUnix kernelandis avail-

able as an alterna# to isting Internet protocols lé&k UDP that lack error control.
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1.4. Error Control for Lar ge-Scale Multicast Aoplications

Thesecondoroblemwe have choserto addresss errorcontrolfor large scalemulticastappli-
cations.Multicast applicationsrequire simultaneougransmissionof datato multiple recevers
whosenumbercanvary widely from afew, to hundredf thousandsMulticastis a powerful com-
municationmodelbecausét not only allows a singletransmitterto reachpotentiallyeveryoneon
the network, but it doessoin avery efPcientandscalablemanner Multicastapplicationsnclude
distancdearning,Internetradioandtelevision, distributedinteractize simulation,softwareupdates

and much more.

With thecurrentlP Multicastservicemodel[29], it is difpcultto performreliabledatatransfer
in ascalableandefpcientmannerTraditionalerrorcontrolmechanismsesignedor point-to-point
applicationge.g., TCP) eitherbreakdowvn completelyor give poor performanceThe difbculties
arisebecausehe P Multicastmodelrequireghatall messagesentto a multicastaddresseachall
receverssubscribingo thataddressWhile this modelis simple,elegantandworkswell for data
transferit is notsuitablefor datarecovery. Thereasorns thatlossesn amulticastervironmentare
local,i.e.,they affectonly partof themulticasttree Attemptingto recover datalostlocally by global

means leads to geral problems, which we summarize belo

Implosion: Implosionis a problemthatoccurswhenthelossof a paclettriggerssimultaneous
messages$requestsand/orretransmissionsfrom a large numberof recevers. In large multicast

groups, these messages willasnp the sender if unicast, orem the entire group if multicast.

Exposure: Exposuréds a problemthatoccurswhenrecovery-relatednessagesesachrecevers
which have notexperiencedoss.Thisis mainly dueto thelack of Obne-grain@ulticastin theexist-

ing model.

Recovery latency: The latengy experiencedoy a memberfrom the instanta lossis detected
until areplyisreceved.Latengy hasgreatimplicationsin applicationutility andtheamountof buff-

ering required for retransmission.

Adaptability to dynamicmembershipchangesThis is a measureof how the efbcieny (in
termsof lossof service duplicatemessageandaddedprocessingnd/orlateng) of errorrecorery

is affectedby changesn the grouptopologyandmembershipln large dynamicmulticastgroups
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receversmayjoin or leave atrandomintenvals. Thuserrorcontrolmechanismghatmake assump-

tions about receer population and/or location are not suitable for such groups.

Currentsolutionssolve some,but not all of the above problems.For example,somesolve
implosion at the expenseof lateny and exposure,while otherssolve implosion, exposureand
lateng, but donotadaptwell to membershighangesNearlyall existing solutionsaresignibcantly
morecomplicatedhanunicastsolutions,notonly in termsof compleity but alsoin termsof state,

because therequire recefers to maintain topology-related information about other veci

1.4.1. Our Solution: Light-weight Multicast Sewices (LMS)

LMS [34] is motivatedby the obsenationthatthe currentmulticastmodelofferedby IP Mul-
ticastis not well-suitedfor scalablereliable multicast.The challenge however, is to enhancdahe
currentmodelby addingminimal compleity, while maximizingthe gain. We believe we have met
this challengeThekey featureof our solutionis the separatiorandisolationof theforwardingand
error control componentsthe forwarding componenis assignedo the routers(whereit canbe
implementednostefbciently),while the error controlcomponenstaysat therecevers.Theresult
is thatthe multicastmodelneedonly be enhancedvith new forwardingfunctionality Freeingthe
receversfrom the burdenof topology-relateaperationsreduceshe compleity of multicasterror
controlto alevel comparableo unicast.Lik e othersolutions our solutionassumesomedegreeof
collaboratioramongrecevers,to maximizeefPcieny; however, it still performswell with minimal
collaboration.While our solutionrequiresmodibcationgo the currentlP multicastmodel,these
are,however, farlesscomples thanmodibcationproposedy othersjncludingamajorrouterven-

dor,

Briel3y, our schemawvorks asfollows: brst,therouterscreateanimplicit recever hierarcly by
selectingone of their outgoinginterfacesasthe parentfor the remainingoutgoinginterfaces(the
incoming interfaceis the oneleadingto the sender).Second when detectingloss, all recevers
immediatelymulticastrequeststheseare steeredy routersto the parentinterface,exceptfor the
requestfrom the parentinterface,which is forwardedupstreamThis allows only onerequestto
escapeo thenext level router Third, beforesteeringrequestso the parentinterface aroutermarks
its locationby insertingits addressn passingequestsye call this locationthe turning pointand

it identibesthe root of the subtreethat sentthe request.Sincethe turning point is carriedin the
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requestroutersneednot remembeiry state.Finally, the brstparentthatrecevestherequestand
hasthe lost data,providesthe routerat the turning point with a retransmissiomnwhich the router

multicasts to the appropriate subtree.

Notehow ourschemeddresseall problemdistedearlier:implosionandexposurearereduced
becaus¢hetagshelproutersform avirtual recovery tree,thuslocalizingrecovery betweerparents
andchildren.Maintainingtherecovery treeat theroutersis easy becauseoutersalreadyhave the
necessaryopologyinformation.In addition,thetreeadaptsnstantlyto bothmembershi@ndrout-
ing changessinceroutersensurethat the recovery tree always tracksthe multicastrouting tree.
Recoery lateng is minimizedbecausenessage&equestsretransmissionggresentimmediately
Finally, theseparatiorof forwardinganderrorcontroleliminatesall topologystatefrom therecev-
ers(e.g.,round-trip-time back-of timers,parent/childassignment)alongwith the overheadasso-

ciated with such state.

We have evaluatedour solutionin two ways:with simulationover topologiesgeneratedy an
Internettopology generatarandwith implementatiorin the kernelof NetBSD Unix. Our results
have shavn thatour solutionperformsaswell or betterthanexisting solutions(includingothersolu-
tionsthatchangethe multicastmodel),while beinghighly scalableandadaptve. We have shavn
thatnot only is recever complity signibPcantlyreduced put performancenasactuallyimproved
signibcantlyimplosionis essentiallyeliminated,exposureis keptat very low levels (belov 1% in
mostcases)recovery lateng is betterthanunicast(30 - 60%of unicastlateng), andadaptatiorto
membershipghangesccursinstantly We have addedLMS into the kernelof NetBSD and have
shawn thatvery little new codeis required.The additionalcodeis simpleandits forwardingover-

head is actually less thargrdar multicast fonarding.

1.4.2. Contributions

It is importantto understandhe broaderimpactof our researcton multicast.In our work we
havetakenaproblemnamelymulticasterrorcontrol,andhave shavn how to decomposé into two
setsof componentsa setof forwardingserviceghattherouterssupport.anda setof errorcontrol
operationavhich areexecutedby thereceiers.We have shovn thatthis notonly resultsin minimal

changeso themulticastmodel,but alsohelpseliminatemuchof thecompleity from therecevers.
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This approachasprovideduswith avantagepointfrom wherewe canaddres®therdifbcultmul-

ticast problems, such as congestion control and more.
The specibc contriltions of our verk are as follws:

IP Multicast Model: We have debnedenhancement® the currentIP Multicast modelto

realize a highly scalable,fient and light-weight error control mechanism.

IP Multicast Sewices:We have clearlydebPneda setof new forwardingservicesandshovn
how to separatéorwardinganderrorcontrolfunctionality We have debPnedhenew statethatmust
be addedto forwardingentriesat the routers,alongwith mechanismso maintainand updatethe

state.

Reliable multicast protocol: We have designecandimplementech scalablereliablemulti-

cast protocol that uses the abservices.

Networking Code: We have written the appropriatenetworking codeto implementthe new
forwardingservicesattheroutersanddemonstrateds correctoperation We have debnedhe new

IP options required to implement these services.

Operating SystemCode: We have written the appropriateoperatingsystemcodeto allow
applicationsaccesgo the new routerforwardingservicesandintegratedit with the existing IPC
code in NetBSD Unix.

Comparison between RM schemes:We have done a simulation comparisonbetween
LMS, SRMandPGM.We alsocontributedour simulationcodeto theNetwork Simulator(ns) com-
munity. Our simulationsfor the Prsttime evaluatedall threeschemesinderidentical conditions,
and using topologiesgeneratediy an Internet Topology Generatorutility, ratherthan arbitrary
topologies We have demonstratethatthe network-assistedchemegLMS andPGM) have much
betterperformancahanthe non-assisteRM. LMS is a muchsimplerschemehanPGM; how-
ever, we shavedthatLMS achievescomparableand often betterperformancehanPGM, despite

the diference in compbaty.
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1.5. Dissertation Oerview

This dissertationis organizedasfollows. The next chapterdescribeur work on interactve
CM applications.We presentrelatedwork, followed by the descriptionof our Retransmission-
BasedContinuousMedia transportprotocol. We presenthe motivation, design,implementation,

testing, veribcation and Pnally thevaluation of the protocol.

Chapters3, 4, 5 and6, presentour work on reliablemulticast.In Chapter3 we presenisome

essential background to madte the problem, follwed by related wark.

Chapter4 presentsa high-level designof Light-weight Multicast Services(LMS), and a
recever-reliablemulticastprotocolbasedon LMS. We presenthe specibcatiorf bothLMS and
the reliable multicastprotocol. We discussadvantageslimitations, and extensions,and describe

other potential applications of LMS besides reliable multicast.

Chapterb presentsa simulationstudyof LMS, SRM andPGM. For this studywe have imple-
mentedLMS andPGM in the ns which containsanimplementatiorof SRM, andusedan Internet

topology generator to simulate all three schemes ariaty of Internet-lile topologies.

Chapter6 presentghe implementatiorof LMS in NetBSD Unix. We preciselydescribethe
changeshatarerequiredin the networking codeto accommodateMS, theintroductionof new IP

options, and gie the code that we added to implement LMS.

Finally, in Chapter 7 we conclude and discuss futuvekw



