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Chapter 1

Intr oduction

The birth of packet switchednetworks in the early 1960Õs hasspawnedthe dreamof an all-

encompassingdigital network thatwould spantheglobeandserve all our communicationneeds;

this revolutionarynetwork would carry voice, images,video anddata,andbring togetherpeople

from all cornersof theworld.Todaythatdreamis becomingreality in theform of theInternet(Fig-

ure 1.1).

 Figure 1.1: A representation of the Internet
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TheInternethascomea long way sinceits beginnings,whenit wasknown astheARPANET.

It startedasahandfulof low bandwidthlinks usedto shareresourcesamongcomputers,backwhen

computerswere scarceand frightfully expensive. Sinceits birth, the Internethasbeengrowing

exponentially;it startedwith thecomputertechnologyrevolution,which leadto thenetwork tech-

nologyrevolution,andÞnallyto theInternetrevolution.Theresultis thattodaywehaveanetwork

thatspansacrosscontinents,connectingseveralmillion computersandputtingastaggeringamount

of informationatourÞngertips.Perhapsthebiggestmeasureof its successis thattheInternettoday

supportsa hugenumberof commercialapplicationswith revenuesmeasuredin thebillions, some

of which would not have been possible without the Internet.

Onemajorcomponentof thesuccessof theInternetis its radicalarchitecturalshift from tradi-

tional networks like the telephoneor cabletelevision networks. Traditionalnetworks aremostly

purpose-build networks,conceivedwith oneapplicationin mind likevoiceor television.Suchnet-

worksarebasedon a simplecommunicationmodel:for example,thetelephonenetwork emulates

directwire connectionsby providing isolated,Þxedcapacitychannels(calledcircuits).Thus,when

two entitieswish to communicate,they askthenetwork to establishaprivatecircuit betweenthem

for their exclusiveuse;at theendof theconversation,thecircuit is releasedandbecomesavailable

for useby otherentities.Links aresharedusingtime-divisionmultiplexing(TDM), whichworksby

dividing timeinto Þxedslotsandallowing anapplicationaccessto thenetwork only duringits allo-

catedslot;thus,thebandwidthanapplicationmayuseis governedby thespeedof thelink anddura-

tion of the slot, which is alwaysa fraction of the total link bandwidth.Despitetheir limitations,

existing networks like the telephonenetwork have beenhighly successful,andhave establisheda

hugeinfrastructurearoundthe world. They arestill the main meansof datatransmissiontoday,

including Internet data.

Internetdesignersrealizedearlyon thatengineeringa network thatemulatesa wire (i.e.,goes

to greatlengthsto provide a completelyreliablecommunicationinfrastructure),while well-suited

for Þxedbandwidthdumbterminalsandtelephones,is expensiveandinßexible.Thedesignersreal-

izedthatby abandoningthewire-like robustnessandaddingintelligenceat theendpointsto com-

pensate,anetwork cannotonly bebuilt onamuchsimplerandcheaperinfrastructure,but canalso

adoptamoreßexible servicemodelthatcanserveawiderangeof applicationsratherthanjustone.

Thekey ingredientto suchßexibility is asynchronouspacket switching. Unlike TDM, wheredata
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is carriedin slots,packetswitchingallowsdatato becarriedin variablesizechunkscalledpackets.

In TDM thedestinationof thedatais identiÞedby theslot;packets,however, carryaheaderwhich

containstheaddress(or acircuit identiÞer)of theirdestinationandaretherefore,selfrouting. This

propertyallows packets to be storedin the network and forwardedimmediatelywhen the link

becomesavailable,ratherthanwait for their slot; this technique,calledstore andforward, allows

applicationsin packet-switchednetworks to useall of the available channelbandwidth.Packet

switchinghasprovensosuccessfulthattodayabout50%of thenetwork trafÞcis packet switched;

that Þgureis expectedto rise to about80% in a few years.Therefore,it seemshighly likely that

network engineers will concentrate on building packet switched networks in the future.

Dueto Þnitebuffering,store-and-forwardpacketnetworksexperienceloss.Lossoccursdueto

burstiness,whichis aresultof computercommunication.Whenaburstof packetsarrivesatabuffer

which is alreadyfull, thereis nochoicebut to dropsomepackets,becausethenetwork capacityhas

beenexceeded.This resultsin amodelcalledabest-effort servicemodel, wherethenetwork prom-

isesto do its bestto forward a packet, but delivery is not guaranteed.The best-effort modelhas

provenhighly successfulin theInternet,becauseit makesvery few assumptionsfrom theunderly-

ing hardware.Theembodimentof thebest-effort modelis theInternetProtocol(IP) which is capa-

ble of riding on many technologiesandthusconnectingtogethera wide varietyof heterogeneous

networks.IP clearlyseparatesthenetwork layerfrom theunderlyingphysicallayer;thisdecoupling

of thelayersallowsnetwork technologiesto evolve independently, andyetstill bepartof theInter-

net.IP hasbeeninstrumentalin makingtheInterneta Ònetwork of networksÓ,andthusallowing it

to achieve the scale it enjoys today.

1.1. Loss is Part of the Internet

As a resultof packet switching1 andtheresultingbest-effort servicemodel,network applica-

tionshaveto dealwith loss.As mentionedearlier, in packetswitchednetworkstheÞnitelink band-

width, theÞnitebuffersat therouters,thesharedbandwidthmodel,andtheburstynatureof many

network applications,make it hardto absorbbursts.Thus,Internetroutersoften experienceloss.

While it is possiblethat advancesin optical switchingmay eventuallyprovide an abundanceof

1.Packetswitchednetworkscanbemadeto havenoloss,but thatwouldincreasetheircostandcom-
plexity signiÞcantly.
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bandwidthto terrestrialnetworks and loss will becomerare, the heterogeneityof the Internet

ensuresthatat leastportionsof it will alwayshave limited bandwidth.Suchportionsincludeband-

width limited segmentssuchasonesserved by modems,andwirelesssegmentswherelossmay

occur for reasons other than lack of bandwidth (e.g., weather conditions).

Congestionandtheresultinglossis not just a functionof limited bandwidth,but is actuallya

consequenceof the Internetdesign.In a best-effort model, applicationsare not given resource

bounds,but mustdiscover availableresourceslike bandwidthdynamically. This allows high utili-

zationof thenetwork. For example,todayÕs leadingInternettransportprotocol,namelyTCP[37],

consumesbandwidthin a greedyfashionby deliberatelyandcontinuouslydriving thenetwork to

loss before backing off, in an effort to probe for available bandwidth.

Theissueof lossis complicatedevenfurtherby therecentemergenceof Multicast.In multicast

applications,whichareenvisionedto scaleto thousands,or hundredsof thousandsof receivers,data

sentbyasinglesenderoftenspansasubstantialportionof thenetwork;atsuchscale,theprobability

that a ßow will experience loss is much greater than unicast.

Finally, evenif we managedto eliminatelossby grossover-engineeringof theentirenetwork,

losscanstill occurdueto mismatchin sender/receiverspeedandsubsequentbuffer overrun.This is

especially true of mobile receivers which typically have limited memory and CPU resources.

GiventhatInternetrouterswill continueto droppackets,applicationsmustcounteractlossby

usingerror control. Errorcontrolis thepartof acommunicationprotocolresponsiblefor detecting

andrecoveringlossduringdatatransmission.It typically containsthreephases:(a)error detection,

wheretheprotocoldetectsthatapacketwaslost; (b) error notiÞcation, wherethesenderis notiÞed

of the loss;and(c) retransmission, wherethesenderretransmitsthe lost packet(s)to thereceiver.

Anotheroptionfor errorcontrol is ForwardError Correction(FEC),whereredundantdatais sent

alongwith theoriginaldatawhichallowsthereconstructionof lostdataatthereceiver. Errorcontrol

hasbeenwidely discussedin literatureandgoodreferencesinclude[1, 2]. We discussit furtherin

Chapter 3.

In summary, lossin theInternetis generallynotadesignßaw, but afeaturethatallowstheInter-

net to bebuilt on a very simpleandeconomicinfrastructure,provide a ßexible servicemodelthat
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allowsseveralclassesof applications,andachievehighnetworkutilization.Asaconsequence,how-

ever, network applications must be enhanced with error control.

1.2. The need for multiple classes of Error Control

Thereare many classesof applicationson the Internet today, and eachclasshasdifferent

requirements for error control. Here are a few examples:

¥ Web Accessand File Transferare the most popularapplicationsin the Internet today.

Theseapplicationsarerelatively tolerantto delay; their main requirementis that datais

transferredwith no packet loss.Thereareno strict boundson when the transfershould

complete,exceptperhapsuserfrustration.Thus,even in the presenceof relatively large

delays(in theorderof seconds),theseapplicationsÕutility remainshigh.Examplesof such

applications include web surÞng, FTP and email.

¥ ContinuousMedia(CM) applications, which includeaudioandvideo,requirethatdatabe

delivered within certain time bounds,otherwiseit is consideredlost. Typically, these

applicationshave a certaindegreeof redundancy and thus sacriÞcingsomepackets to

maintain timely delivery for the remainingpackets is usually an acceptabletrade-off.

Noticehow this is exactlyoppositeof thepreviousclass.Examplesincludeteleconferenc-

ing, video-on-demand, and visualization.

¥ TransactionOriented(TO) applicationshave differentrequirementsthaneitherÞle trans-

fer or CM applications.TO applicationsrequirefastandreliabledeliveryof typically short

messages.They may alsohave otherrequirementslike in-orderdelivery or at-most-once

semantics,whicherrorcontrolmusttake into account.Examplesincluderequest-response

applications like database queries.

¥ MulticastApplicationsarea classof applicationsthatemergedrecentlywith thecreation

of theMBONE. Theseapplicationsmayhave largenumbers(hundredsor eventhousands)

of participantsdistributedworldwide.TheseapplicationsÕprimary concernis scalability;

thusthey requireerrorcontrolschemesthatarecapableof coordinatingrecovery amonga
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largenumberof receivers.Examplesinclude:whiteboardapplications,distancelearning,

distributed interactive simulation and software updates.

Theabove list of classesof applicationsrequiringdifferenterrorcontrolmechanismsis by no

meanscomplete;however, it servesasanindicationof themany varietiesof errorcontrolmecha-

nisms that will be required in the Internet.

DeÞningerrorcontrolmechanismsfor every applicationis anenormoustaskandwell beyond

thescopeof this work. Thus,in this thesiswe addressErr or Control for Interacti ve Contin-

uousMedia and Lar geScaleMulticast Applications. Wechosetheseclassesof applications

becausethey arevery importantto Internetusersandposea setof uniquechallengesto errorcon-

trol; thesechallengesareverydifferentfrom thetraditionalandwell-understoodissuesin Þletrans-

fer, and have no adequate solutions yet. We describe these classes of applications next.

1.3. Error Control for Interacti ve, Continuous Media Applications

Continuousmediaapplicationsareaclassof applicationsemploying relatively long-lived,con-

tinuousdatastreams,typically lasting minutes,hours,or more. Examplesof CM applications

includevideo,audio,imageanimation,andvisualizationamongothers.Thesalientcharacteristics

of CM streamsare their periodicity and strict timing requirements.For example,to producea

smoothvideo,MPEG(which is ahigh-qualityvideocompressionformatusedby mostdigital tele-

vision programs today) requires that a frame is displayed precisely every 33 ms.

We candivide CM applicationsinto two generalclasses:interactiveandstoredmedia. As the

nameimplies,interactiveapplicationstypically involve interactionbetweenpeople,andare,there-

fore,bidirectional;examplesincludeteleconferencingandtelephoneconversations.In additionto

intra-streamtiming requirements,interactive applicationsrequirethat datais transmittedalmost

instantly after it is generated, to avoid pauses in the conversation.

Likeinteractiveapplications,storedmediaapplicationsdemandstrict timing within thestream;

however, they aremoreßexible aboutwhenplaybackis initiated.Thereasonis thatsuchapplica-

tionsaretypically unidirectionalandpreservinginteractionis notcritical, exceptperhapsto ensure

thatvideocontroloperationslikepause,fast-forward,andrewind remainonparwith existingvideo
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players(e.g., 0.5 - 1 sec). Examplesinclude Internet applicationslike RealPlayer, Video-on-

Demand, and viewing of video clips from a news server.

Error control for storedmediaapplicationsis relatively easierthan interactive applications

becausetheformerÕsunidirectionalnatureallowsarelatively largeplayoutbuffer at thereceiver. A

playout buffer is usedto storenew datafor a short time beforeplayback;this is advantageous

becauseit helpsabsorbjitter which helpsmaintainthecorrectplaybacktiming at thereceiver, and

potentiallyallowsadditionaltimefor errorrecovery. Playoutbuffersof severalsecondsarecommon

in theInternettoday;theRealPlayerapplicationfor example,typically usesa playoutbuffer of 20

seconds.

Most existing CM applicationsavoid theuseof errorcontrolbecauseit makesmeetingappli-

cation latency constraintsdifÞcult.For example,it is often arguedthat retransmissioncannotbe

usedfor coast-to-coasterror recovery for interactive applicationsbecausethere is simply not

enoughtime to recover. Indeed,with MPEGstreamsgeneratinga new frameevery 33msandwith

a coast-to-coastround-trip-time(RTT) of 40-60ms,recovering loss with retransmissionappears

impossible.Whatmakesthingsworseis thatcompressedstreamslikeMPEGarefar lesstolerantto

lossthanuncompressedstreams.Thus,dueto bandwidthandlosslimitations,mostcurrentInternet

CM applicationshave resortedto customvideoencodings[3, 4], which uselower bandwidthand

frameratethanMPEG,andaremoretolerantto loss.However, theseapplicationstypically offer

muchworsevideoquality, oftenresultingin jerky, postagestampsizeframes.Fortunately, asband-

width availability is increasing,MPEG-styleapplicationswill becomefeasible.However, this is

only half of thesolution;dueto compression(which ampliÞesloss)andthepresenceof loss,such

applications still require error control.

In this thesis,we have chosento studyerrorcontrol for interactive,CM applications;we con-

siderthis to beanimportantclassof multimediaapplicationsbecausethey facilitatehumaninter-

action.Our target environmentis MPEG video at 30 framesper second,and target propagation

latency is theUScoast-to-coastround-trip-time(RTT), whichis about40-60ms.An exampleappli-

cationis coast-to-coasthigh-qualityvideo-conferencing.This is a challengingapplicationfor the

following reasons:(a)its interactivenaturemakeserrorcontrolmoredifÞcultthanstoredmedia;(b)

MPEGstreamsarevery demandingcomparedto othervideostreams,dueto their burstinessand
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high framerate;and(c) theUS coast-to-coastpropagationlatency is largecomparedto theMPEG

inter-frame interval.

1.3.1. Our Solution

Webelieve thattheissuesthatmustbeaddressedin designingerrorcontrolfor interactiveCM

applications include the following:

¥ How can we maximize time available for recovery without hurting interaction?

¥ Given Þnite recovery time, how can we maximizethe probability of timely delivery of

data?

¥ In the event that a loss is unrecoverable,how canwe help the applicationdealwith the

loss?

ToachievetheÞrstobjective,weobservethatstudiesof humaninteractionhaveshown thatpeo-

ple cantoleratea certainamountof latency in their conversations.In otherwords,we perceive a

responsefrom anotherpersonto be almostinstantif it occurswithin about200ms[10]. We gain

leveragefrom this observationtherebyincreasingthe interval availablefor recovery with our Þrst

technique:addinga limited amountof playoutbuffering (about100ms)at eachsideto gain some

additional time for retransmission.

Oursecondtechnique,whichaimsto maximizetheprobabilityof recovery, is to avoid initiating

retransmissionsif they wouldnevermakeit in timeto thereceiver. Suchretransmissions,if allowed

to go through,mayunnecessarilydelaytransmissionof original data,thuswastingprecioustime.

To suppresstheseretransmissions,thereceiver maintainsanestimateof theRTT to thesenderand

usesgap-detectionto detectlossandsendrequests.Uponlossdetection,andbasedon thecurrent

RTT estimateandtheplaybackbuffer occupancy, thereceiverdetermineswhetheraretransmission

hasagoodchanceof arriving in timebeforesendingtherequest,andthuscanavoid lateretransmis-

sions.

OurÞnaltechniquehelpstheapplicationconcealunrecoverablelossby supplyingcontrolinfor-

mationaboutthe framein additionto theframeitself. Thus,whenever a frameis deliveredto the

application,theerrorcontrolmechanismpassesabitmapindicatingwhichportionsof theframeare
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missing.Theapplicationmayusethis informationin any way it pleases;for example,it couldÞll

the missing part with parts from the previous frame.

In orderto demonstratethefeasibilityandviability of oursolution,weimplementedatransport

protocolwhichemploys thethreetechniquesdescribedabove.Givenourconstraints,in thecurrent

implementationourprotocolmakesoneretransmissionattemptwheneverlossis detected;however,

we have shown how to extendtheprotocolto multiple retransmissionsfor applicationswith more

relaxed constraints.The protocolÕs performancewas testedboth subjectively with animation

streams,andquantitatively with randomdropandburstyMPEGtraces.We have found thateven

with a single retransmission,the protocol reducesthe observed loss rate,sometimesby several

ordersof magnitude,without compromisingthe interactive natureof the stream.We have thus

shown that the bias against using retransmission-based error control in CM streams is unfounded.

1.3.2. Contributions

Our work wasdoneat a time whenit wascommonlybelievedthatretransmission-basederror

control was unsuitablefor interactive CM applications.Our main contribution is that with our

researchwe have shown, againstpopularbelief, that retransmissionis not only possible,but can

offer signiÞcantgainsin loweringtheobservedlossratein a CM streamwhile preservinginterac-

tivity. Wehaveshown how to designsuchaprotocol,andwhaterrorcontrolmechanismsareappro-

priatefor CM applications.Otherresearchershavesubsequentlyreachedsimilarconclusions[5, 6].

We have also contributed the implementationof a self-containedtransportprotocol with

retransmission-basederrorcontrol for interactive, continuousmediaapplications.We have shown

thatsucha protocolis not only feasible,but helpssigniÞcantlyin improving theperceivedquality

of continuousmediaandthusimprovestheability of theInternetto carryinteractiveCM trafÞc.Our

error control mechanism,while it works in a challengingenvironmentlike coast-to-coastMPEG

video-conferencing,is tunableandcanprovide improvedperformancefor other, lesschallenging

classesof applications.Ourtransportprotocolis integratedin theNetBSDUnix kernelandis avail-

able as an alternative to existing Internet protocols like UDP that lack error control.
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1.4. Error Control for Lar ge-Scale Multicast Applications

Thesecondproblemwe have chosento addressis errorcontrolfor largescalemulticastappli-

cations.Multicast applicationsrequire simultaneoustransmissionof data to multiple receivers

whosenumbercanvarywidely from afew, to hundredsof thousands.Multicastis apowerful com-

municationmodelbecauseit not only allows a singletransmitterto reachpotentiallyeveryoneon

thenetwork, but it doesso in a very efÞcientandscalablemanner. Multicastapplicationsinclude

distancelearning,Internetradioandtelevision,distributedinteractivesimulation,softwareupdates

and much more.

With thecurrentIP Multicastservicemodel[29], it is difÞcultto performreliabledatatransfer

in ascalableandefÞcientmanner. Traditionalerrorcontrolmechanismsdesignedfor point-to-point

applications(e.g.,TCP)eitherbreakdown completelyor give poorperformance.ThedifÞculties

arisebecausetheIP Multicastmodelrequiresthatall messagessentto amulticastaddressreachall

receiverssubscribingto thataddress.While this modelis simple,elegantandworkswell for data

transfer, it is notsuitablefor datarecovery. Thereasonis thatlossesin amulticastenvironmentare

local,i.e.,they affectonlypartof themulticasttree.Attemptingto recoverdatalostlocallybyglobal

means leads to several problems, which we summarize below.

Implosion: Implosionis aproblemthatoccurswhenthelossof apacket triggerssimultaneous

messages(requestsand/orretransmissions)from a large numberof receivers. In large multicast

groups, these messages will swamp the sender if unicast, or even the entire group if multicast.

Exposure: Exposureis a problemthatoccurswhenrecovery-relatedmessagesreachreceivers

whichhavenotexperiencedloss.Thisismainlydueto thelackof ÒÞne-grainÓmulticastin theexist-

ing model.

Recovery latency: The latency experiencedby a memberfrom the instanta lossis detected

until areplyis received.Latency hasgreatimplicationsin applicationutility andtheamountof buff-

ering required for retransmission.

Adaptability to dynamicmembershipchanges:This is a measureof how the efÞciency (in

termsof lossof service,duplicatemessagesandaddedprocessingand/orlatency) of errorrecovery

is affectedby changesin thegrouptopologyandmembership.In largedynamicmulticastgroups
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receiversmayjoin or leaveat randomintervals.Thuserrorcontrolmechanismsthatmakeassump-

tions about receiver population and/or location are not suitable for such groups.

Currentsolutionssolve some,but not all of the above problems.For example,somesolve

implosion at the expenseof latency and exposure,while otherssolve implosion, exposureand

latency, but donotadaptwell to membershipchanges.Nearlyall existingsolutionsaresigniÞcantly

morecomplicatedthanunicastsolutions,notonly in termsof complexity but alsoin termsof state,

because they require receivers to maintain topology-related information about other receivers.

1.4.1. Our Solution: Light-weight Multicast Services (LMS)

LMS [34] is motivatedby theobservationthatthecurrentmulticastmodelofferedby IP Mul-

ticastis not well-suitedfor scalablereliablemulticast.The challenge,however, is to enhancethe

currentmodelby addingminimalcomplexity, while maximizingthegain.Webelievewehavemet

thischallenge.Thekey featureof oursolutionis theseparationandisolationof theforwardingand

error control components;the forwardingcomponentis assignedto the routers(whereit canbe

implementedmostefÞciently),while theerrorcontrolcomponentstaysat thereceivers.Theresult

is that themulticastmodelneedonly beenhancedwith new forwardingfunctionality. Freeingthe

receiversfrom theburdenof topology-relatedoperations,reducesthecomplexity of multicasterror

controlto a level comparableto unicast.Likeothersolutions,oursolutionassumessomedegreeof

collaborationamongreceivers,to maximizeefÞciency; however, it still performswell with minimal

collaboration.While our solutionrequiresmodiÞcationsto the currentIP multicastmodel,these

are,however, far lesscomplex thanmodiÞcationsproposedby others,includingamajorrouterven-

dor.

Brießy, our schemeworksasfollows: Þrst,therouterscreateanimplicit receiver hierarchy by

selectingoneof their outgoinginterfacesastheparentfor the remainingoutgoinginterfaces(the

incoming interfaceis the one leadingto the sender).Second,when detectingloss,all receivers

immediatelymulticastrequests;thesearesteeredby routersto theparentinterface,exceptfor the

requestfrom the parentinterface,which is forwardedupstream.This allows only onerequestto

escapeto thenext level router. Third,beforesteeringrequeststo theparentinterface,aroutermarks

its locationby insertingits addressin passingrequests;we call this locationtheturning point and

it identiÞesthe root of the subtreethat sentthe request.Sincethe turning point is carriedin the
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request,routersneednot rememberany state.Finally, theÞrstparentthatreceivestherequestand

hasthe lost data,providesthe routerat the turning point with a retransmission,which the router

multicasts to the appropriate subtree.

Notehow ourschemeaddressesall problemslistedearlier:implosionandexposurearereduced

becausethetagshelproutersform avirtual recovery tree,thuslocalizingrecoverybetweenparents

andchildren.Maintainingtherecovery treeat theroutersis easy, becauseroutersalreadyhave the

necessarytopologyinformation.In addition,thetreeadaptsinstantlyto bothmembershipandrout-

ing changes,sinceroutersensurethat the recovery treealwaystracksthe multicastrouting tree.

Recovery latency is minimizedbecausemessages(requests,retransmissions)aresentimmediately.

Finally, theseparationof forwardinganderrorcontroleliminatesall topologystatefrom thereceiv-

ers(e.g.,round-trip-time,back-off timers,parent/childassignment),alongwith theoverheadasso-

ciated with such state.

We have evaluatedour solutionin two ways:with simulationover topologiesgeneratedby an

Internettopologygenerator, andwith implementationin the kernelof NetBSDUnix. Our results

haveshown thatoursolutionperformsaswell orbetterthanexistingsolutions(includingothersolu-

tions thatchangethemulticastmodel),while beinghighly scalableandadaptive. We have shown

thatnot only is receiver complexity signiÞcantlyreduced,but performancehasactuallyimproved

signiÞcantly:implosionis essentiallyeliminated,exposureis keptat very low levels(below 1% in

mostcases),recovery latency is betterthanunicast(30- 60%of unicastlatency), andadaptationto

membershipchangesoccursinstantly. We have addedLMS into the kernelof NetBSDandhave

shown thatvery little new codeis required.Theadditionalcodeis simpleandits forwardingover-

head is actually less than regular multicast forwarding.

1.4.2. Contributions

It is importantto understandthebroaderimpactof our researchon multicast.In our work we

havetakenaproblem,namelymulticasterrorcontrol,andhaveshown how to decomposeit into two

setsof components:a setof forwardingservicesthattherouterssupport,anda setof errorcontrol

operationswhichareexecutedby thereceivers.Wehaveshown thatthisnotonly resultsin minimal

changesto themulticastmodel,but alsohelpseliminatemuchof thecomplexity from thereceivers.
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Thisapproachhasprovideduswith avantagepoint from wherewecanaddressotherdifÞcultmul-

ticast problems, such as congestion control and more.

The speciÞc contributions of our work are as follows:

IP Multicast Model: We have deÞnedenhancementsto the currentIP Multicast modelto

realize a highly scalable, efÞcient and light-weight error control mechanism.

IP Multicast Services:WehaveclearlydeÞnedasetof new forwardingservices,andshown

how to separateforwardinganderrorcontrolfunctionality. WehavedeÞnedthenew statethatmust

beaddedto forwardingentriesat the routers,alongwith mechanismsto maintainandupdatethe

state.

Reliable multicast protocol: We have designedandimplementeda scalablereliablemulti-

cast protocol that uses the above services.

Networking Code:We have written theappropriatenetworking codeto implementthenew

forwardingservicesat theroutersanddemonstratedits correctoperation.WehavedeÞnedthenew

IP options required to implement these services.

Operating SystemCode: We have written theappropriateoperatingsystemcodeto allow

applicationsaccessto thenew routerforwardingservices,andintegratedit with theexisting IPC

code in NetBSD Unix.

Comparison betweenRM schemes:We have donea simulation comparisonbetween

LMS, SRMandPGM.Wealsocontributedoursimulationcodeto theNetwork Simulator(ns) com-

munity. Our simulationsfor the Þrsttime evaluatedall threeschemesunderidenticalconditions,

and using topologiesgeneratedby an InternetTopology Generatorutility, rather than arbitrary

topologies.We have demonstratedthatthenetwork-assistedschemes(LMS andPGM) have much

betterperformancethanthenon-assistedSRM. LMS is a muchsimplerschemethanPGM; how-

ever, we showedthatLMS achievescomparableandoftenbetterperformancethanPGM, despite

the difference in complexity.
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1.5. Dissertation Overview

This dissertationis organizedasfollows. The next chapterdescribesour work on interactive

CM applications.We presentrelatedwork, followed by the descriptionof our Retransmission-

BasedContinuousMedia transportprotocol.We presentthe motivation,design,implementation,

testing, veriÞcation and Þnally the evaluation of the protocol.

Chapters3, 4, 5 and6, presentour work on reliablemulticast.In Chapter3 we presentsome

essential background to motivate the problem, followed by related work.

Chapter4 presentsa high-level designof Light-weight Multicast Services(LMS), and a

receiver-reliablemulticastprotocolbasedon LMS. We presentthespeciÞcationof bothLMS and

the reliablemulticastprotocol.We discussadvantages,limitations, andextensions,anddescribe

other potential applications of LMS besides reliable multicast.

Chapter5 presentsa simulationstudyof LMS, SRM andPGM.For this studywe have imple-

mentedLMS andPGMin thens, whichcontainsanimplementationof SRM,andusedanInternet

topology generator to simulate all three schemes in a variety of Internet-like topologies.

Chapter6 presentsthe implementationof LMS in NetBSDUnix. We preciselydescribethe

changesthatarerequiredin thenetworkingcodeto accommodateLMS, theintroductionof new IP

options, and give the code that we added to implement LMS.

Finally, in Chapter 7 we conclude and discuss future work.


