Overview of Cryptography

Terminology

Cryptographic/Cipher System- A method of disguising

Cryptog rap hy Encryption a message so only authorized users may read it.
Cryptology - The study of cryptography.

Encryption - The process of converting plaintext into

. . ciphertext.

Graphlcal View Decryption - The process of converting ciphertext back to

its original plaintext.

Cryptographic Algorithm - The computational procedure

used to encrypt and decrypt messages.

laintext . ciphertext . plaintext Cryptanalysis - The process of finding a weakness in, or

encryption I ’ LM ac%/tljoal bre):;king of, apcryptographic s;g/stem.
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Overview of Cryptography Types of Cryptographic Systems

What's the point? Secret Codes

: - The simplest and oldest way to send a secret messag
Privacy Would you be W'”'ng to send all of your someone. The code must be known to the sender or

correspondence through the U.S. Mail on the back recipient.
of a postcard for all to read?

Data Integrity - Provides assurance that a Code Phrase | True Meaning
message or file has not been altered My coffee is cold Launch the missiles
Source Authentication- Provides a method to Pass the cream Don’t launch the missiles

identify the originator of a message or file
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Types of Cryptographic Systems

Ciphers

Substitution ciphers are the simplest type of aigystem.

Each letter of the alphabet is assigned to a number
different letter.

ROT13 is a commonly used cipher.

ABCDEFGHIJKLM
1234567 89ABC...
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Character Arithmetic
» Usually don't consider case
e Can do arithmetic on letters
* Example: A+2, Y+35, efc.
Letter A B C D E TF G H I J
Code 0 1 2 3 4 5 6 7 8 9 10 11
Letter N O P Q RS T UVWX Y
Code 13 14 1516 17 I8 19 20 21 22 24

2
S ]

» What if you go past the end, e.g. Y+3?

Pfleeger, Security in Computing, ch. 2
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Keyword Mixed Alphabet

» Form ciphertext alphabet by:

— pick a keyword

— spell 1t without duplicates

— then, fill in the rest of the alphabet in order
« Example, keyword VACATION

4 ABCDEFGHIJKLMNOPQRSTUVWXY?Z
C VACTIONBDEFGHJ KLMPQRSUWXYZ

* Encrypt “I should be sailing” as:
— DQBK SGTA IQVD GDIN

Pfleeger. Security in Computing, ch. 2 25

Another Substitution

 Shift plaintext chars. three characters

4 A B CDEVF G HTI T KL M
¢(: D EFGHTI T KLMNOP
4 N O P QRST UVWXYZ
C: Q RS TUVWXYZ ABZC

« Example:

— P ="0Id School cracked me up”
— C=ROG VFKRRO FUDFNHG PH XS

fleeger, Security in Computing, ch. 2




Another Substitution

 Shift plaintext chars. three characters

Another Substitution

 Shift plaintext chars. three characters

4 A B CDEVF G HI J KL M 4: A B CDEVFGHTIIJ KL M

¢(: DETF GHTIIJ KL M N 70 7P C:DETFGHTI T KLM N O P

4 N O P QRS T UV W 5 XY Z\ 4N O P QURST UV Vv X XY Z\

C:Q RSTUVWIXYZ \A B C / C:Q RS TUVWXYZ \A B C /
* Example: \'\._ « Algorithm called Caesar Cipher \

— P =%0ld School cracked me up” o ff(‘z’ ran ol N ,

_ € =ROG VFKRRO FUDFNHG PH XS B oree e
Ptleeger, Security in Computing, ch. 2 27 Pfleeger, Security in Computing, ch. 2 28

Caesar Example

DEFGHITKLMNOPQR
GHITKLMNOPQRSTIU
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* What is: VFUXEV LV D IXQQB VKRZ ?

Pfleeger, Security in Computing, ch. 2 B 29

Caesar Cipher (more formal def)

* encryption:
— E _(m)=m + 3 mod 26

 decryption:
_ DK(C) =c¢ -3 mod 26

* revVIEW:

— 1f @ and m are positive integers, a mod m 1s the
remainder when a 1s divided by m

 Caesar cipher special case of shift cipher

Pfleeger. Security in Computing, ch. 2 30




Types of Cryptographic Systems

One-Time Pads

One-Time Pads uses a different key for a spedifie t
period.

Truly secure, no patterns evolve.
Most vulnerabilities due to human carelessness.

One-Time Pad - Shift each encrypted letter x place® the right
14 07 09 06 10 02 25 13 17 08 15

ABCDEFGHIJKLMNOPQRSTUVWXYZ

Encrypted Message |:> Decrypted Text
fazmyqgbgnke This is a test
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| - e e First 13 Possibiliti
Breaking Shift Ciphers st 13 Possibilities
0 AKZCJ] AQAITI ZMITTGNCVVGAPW
| BLADKBRBIANIJ] UUHODWWHEBQ QX
al ‘)
* How difficult’ ) CMBELCSCKBOKYVYVIPEXXICRY
3 DNCFMDTDLCPLWWI QFYYT] DS Z
« How many possibilities‘? 4 EODGNEUEMDOQMXXKRGZZKETA
5 FPEHOFVFNERNYYLSHAALTFTUSHEB
. 6 GQFIPGWGOFSO0OZZIMTIBBMGTYVC
* Example: 7 HRGJI QHXHPGT?PAANUI CCNHWD
§8 I SHKRI YT QHUQBBOVKDDOTI XE
— AKZC JAQA IZMI TIGN CVVG APWE 9 171 LsJ1ZJRIVRCCPWLEETPIYTF
0 KUJMTKAKS] WSDDQXMEFTFQKIZIG
I LVKNULBLTKXTEERYNGGRTLAH
2 MWLOVMCMULYUFFSZOHHSMBI
Pfleeger, Security in Computing, ch. 2 Pfleeger, Security in Computing, ch. 2 33
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Public Key Cryptography & PGP

Jay D. Dyson, Computer Systems Specialist

"If you think cryptography can solve your problenthen
you don't understand your problem and you don't
understand cryptography."”

-- Bruce Schneier
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Crypto Keys & Algorithms Cryptographic Methods

General Concepts and Definitions Secret Key (symmetric) Cryptography

A single key is used to both encrypt and decrypt a
message. A secure channel must be in place fos tser
exchange this common key.

As a password is used to access a computer syastem,
cryptographic key is a password or passphraseshaed
to unlock an encrypted message.

Different encryption systems offer different kendghs -
Just as a longer password provides more security
(WindowsNT excluded) the longer and more complex th
key is, the more security an encryption system ipies:

A cryptographic algorithm is a mathematical funotissed
for encryption and decryption. Most algorithms conta
certain number of “rounds.” This determines how many
times the text will be run through the algorithm
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Cryptographic Methods

Public Key (asymmetric) Cryptography

Two keys are used for this method, the public lseysed
to encrypt. The private key is used to decryptis Thused
when it isn’t feasible to securely exchange keys.

Key = specially generated set of values used for etioryp
Public key: used to encrypt messages
Private key: used to decrypt messages
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Cryptographic Methods

One-Way Functions

One-way functions:

Used to generate a fixed-length hash (also knovanrasssage-digest)
of a file. This hash is essentially a ‘digital fexgrint’ of the file that
would be sent along with a document. The recipienild use the
same method to generate a hash. If the hashed daaitch the file has
been altered. 1

Message Crypto-Algorithm

5058f1af8388633f609cadb75a75dc9d
128 bit digital fingerprint
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Pretty Good Privacy (PGP)

Why Use It?

Privacy - Store and transmit your data so that only
select people may view their contents.

Integrity - Ensure your files, data, and
applications have not been modified without your
consent.

Authentication - A way to verify that people
actually are who they claim to be.
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Pretty Good Privacy (PGP)

Basic Usage & Key Management
To encrypt file with recipent's pubkey:
pgp -e textfile her_userid [other userids]
To sign a file with your secret key:
pgp -s textfile [-u your userid]

To sign a file with your secret key,
and encrypt it with recipent's pubkey:

pgp -es textfile her_userid [-u your_userid]
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Pretty Good Privacy (PGP)

Basic Usage & Key Management

To decrypt or check a signature for a
ciphertext (.pgp) file:

pgp ciphertextfile

To produce encryption/signature output in ASCII
for email, add the -a option to above options.

To generate your own unique public/secret key
pair:

pgp —kg

To add a key file's contents to your public or
secret key ring:pgp -ka keyfile [keyring]
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Pretty Good Privacy (PGP)

Basic Use & Key Management (Continued)

To remove a key or a user ID from your public or se cret key
ring:

pgp -kr userid [keyring]

To edit your user ID or pass phrase:

pgp -ke your_userid [keyring]

To check signatures on your public key ring:

pgp -kc [userid]

To sign someone else's public key on your public ke y ring:
pgp -ks her_userid

To view the contents of your public key ring:

pgp -kv
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Pretty Good Privacy (PGP)

Generating a Key

To create a new key:

pgp -kg

Select option 31024 bits-"Military" grade, slow,

highest security

Enter a user ID for the new key (usually name feéd by
email addressJoe Public <jpublic@public.com>

Enter a pass phrase. This phrase is used to enaypt

secret key.

* do not use the same password or pass phrasesthat i
used on another system

* do not use common words or proper names

* do not use any single word that may be containedal |

dictionary Copyright 1999 Jay D. Dyson
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Pretty Good Privacy (PGP)

Generating a Key

Use an actual phrase and not just a single password
Example of a good pass phrase: “Sew ewe theenlkawe
hag mie passfraze bye heereeng mee saye it 2 tymez?
NOTE: passphrases arase-sensitivie

Do not use lines from history, popular movies ookx)
The last step is to input random text in orderdoagate a
series of random bits. This is done by measuriegithe
intervals between keystrokes.

The random bits are used to create the user’s keys.
The generated keys will be placed on your publit an
private keyrings.
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Pretty Good Privacy (PGP) Pretty Good Privacy (PGP)

PGP Public Key Certificates Encrypting & Decrypting Files
PGP stores each public key in a key certificate To encrypt a file with a recipient’s public key:
which contains: pgp -e <filename> <user ID>

This will produce the fildilename.pgp  Only the

Th lic key itself. -
e public key itse recipient can decrypt the file using their priviésy.

The ID of the key’s creator (usually name & Note: Whenever encrypting text files to send vialifiternet also use
emalil address). the ‘a’ option forASCII output
The date the key was created & expiration date ggg ][i‘lagrig;”et ggg decrypt the file with:
A list of digital signatures prowdgd by people They will then be prompted to enter their privagy pass
who attest to the key’s authenticity. phrase.
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Pretty Good Privacy (PGP) Pretty Good Privacy (PGP)

Digital Signatures Digital Signatures
To add a digital signature to a file: The recipient will be notified if the file has aap
signature:

pgp -sta filename
Good signature from user "Joe Public<jpublic@public .com>".
Signature made 1998/07/27 04:29 GMT

The user will be prompted to enter their pass @hras

The file <filename.asc> will be created which camsahe If the file had been modified even by one bytertmpient
digital signature of the sender. would be advised that the signature was not valid:

The recipient can Venfy the dlgltal S!gnature sere the Bad signature from user "Joe Public <jpublic@public .com>".
files contents have not changepgp filename.asc Signature made 1998/07/27 04:29 GMT
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PGP Enhancements

General Notes

Utilities and filters are available that make PGP
easier to use for the end-user. (Please see
http://techreports/~jdyson/pgp4pine/index.jtmi

NAI PGP functions as a plug-in to Eudora and
other popular Mail User Agents (MUAS). NAI
PGP also has a number of disk utilities for digital
signatures and encryption.

There is also PGPfone for voice communications,
but that's another story altogether...
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Public Key Crypto & PGP

Suggested Reading

Applied Cryptography (Bruce Schneier)

John Wiley & Sons, 1996 - ISBN: 0-47111-709-9
Attrition.Org Cryptography Archives
http://www.attrition.org/~wrlwnd/crypto/
International PGP Home Page
http://www.pgpi.org/

MIT PGP Home Page
http://web.mit.edu/network/pgp.html

NAI PGP Home Page

http://www.pgp.com/

PGP - Pretty Good Privacy(Simson Garfinkel)
O'Reilly & Associates, 1995 - ISBN: 1-56592-098-8
PGP RSA vs. PGP DH/DSS FAQ
http://www.scramdisk.clara.net/pgpfaqg.html
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