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Assignment 2 
BUILDING A DISTRIBUTED, REPLICATED, AND FAULT TOLERANT FILE SYSTEM 

 
 
 
The objective of this assignment is to build a distributed, replicated, and failure-resilient file system. 
This assignment has several sub-items associated with it. 
 
 
Fragment and Distribute 
Every file will be split into 64KB chunks. These chunks need to be distributed on a set of available 
chunk servers, M. Each 64KB chunk keep track of its own integrity, by maintaining checksums for 8KB 
slices of the chunk. The message digest algorithm to be used for computing this checksum is SHA-1: 
this returns a 160-bit digest for a set of bytes. Chunks will be stored as regular files on the host file 
system. 
 
File writes/reads should be done via the chunk server. The chunk server adds integrity information to 
the chunks before writing it to disk. Reads done by the chunk server will check for integrity of the 
chunk slices and will send only the content to the client. 
 

 
Figure 1: A file will be split into chunks and dispersed on multiple machines 

Each chunk being stored to a file needs to have metadata associated with it. If the file name is 
/user/bob/experiment/SimFile.data, chunk 2 of this file will be stored by a chunk server as 
/user/bob/experiment/SimFile.data_chunk2. This is an example of the metadata being encoded in 
the name of the file. There will be other metadata (such as versioning, checksums) which you will 
typically store in the file.  
 
[Testing Scenario] Manage a file that is being actively appended to. Manage 64 KB chunks and 
disperse it over a set of available chunk servers. Make sure that you are able to reconstruct this file 
from retrieving chunks in the right sequence. 
 
[Testing Scenario] Manage random writes to the file. How will you preserve chunk sizes of 64KB? 
 
[Testing Scenario] How are concurrent writes to the file managed? What happens when a lease is 
granted to a client for a chunk, but nothing is done? Is this empty chunk a valid part of the file? How 
do you propose to handle this situation? 
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[Brownie points] How will your file system manage addition/removal of data from the file? Devise a 
naming convention that will account for random addition and removal of chunks from a file. 
 
 
 
Error Detection 
During the testing process, you will have to read the file that was previously scattered over a set of 
chunk servers. For reading each 64 KB chunk, the client will contact the Controller and retrieve 
information about the chunk server that holds the chunk. Assuming there were no failures, the file 
read should match the file that was dispersed.  
 
[Test Scenario] Next, we will go to an individual chunk file managed by your File System and tamper 
this by modifying the content of the file. This may be deleting/adding a line or a word to the file: this 
is done outside the purview of your chunk server. This should cause the file read to report a data 
corruption, and the specific chunk (and slice within it) that was corrupted.  
 
 
 
Chunk Metadata 
Chunks will have the following metadata information associated with them 

• Versioning Information: Multiple writes to the chunk will increment the version number 
associated with the chunk. 

• Sequencing Information: There will be a sequence number associated with each chunk.  
• File name: The file that they are a part of 
• Timestamp: The time that it was last updated.  

 
Chunk servers will maintain a list of the files that it manages. For each file, the chunk server will 
maintain information about the chunks that it holds. 
 
 
 
Heartbeats  
The Controller Node will run on a preset host/port. A chunk server will regularly send heartbeats to 
the controller node. These heartbeats will be split into two 

1. A major heartbeat every 5 minutes 
2. A Minor heartbeat every 30 seconds 

At the 5 minute mark ONLY the major heartbeat should be sent out. 
 
The major heartbeat will include metadata information about ALL the chunks maintained at the chunk 
server. The minor heartbeat will include information about any newly added chunks. Additionally, 
when a chunk server detects file corruption, it will report this to the Controller Node.  
 
All heartbeats will include information about the total number of chunks and free-space available at 
the chunk server. Free space information should be one of the metrics used for distribution of chunks 
on the set of available commodity machines. 
 
The Controller will also send heartbeats to the chunk servers to detect failures. 
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Figure 2: Distribution of chunks of a file and their corresponding replicas 

Replication 
Each file should have 3 copies. When a client contacts the Controller node to write a file, the Controller 
will return a list of 3 chunk servers to which a chunk (64KB) can be written. The client then contacts 
these chunk servers to store the file. After the first 64KB chunk has been written, the client (this 
should be managed transparently by your API) contacts the Controller to write the next chunk and 
repeat the process. 
 
[Test Scenario] This test will check to see that a given read results in only 1 copy of a chunk being 
accessed. 
 
 
Error Correction 
If it is detected that a slice of a chunk is corrupted, contact other valid replicas of this chunk and 
perform error correction for the chunk slice. Error detections will be performed outside the heartbeat 
control message scheme. The control flow is through the Controller, but the data flow is between the 
chunk servers. 
 
[Test Scenario]  The contents of one of your chunks will be tampered with. A subsequent read of the 
file should detect this corruption and initiate a fix of this chunk slice. 
 
 
Coping with failures of chunk servers 
[Test Scenario] We will terminate one/more of the chunk servers. In response to detection of failures 
of the chunk servers, the Controller should contact chunk servers that hold legitimate copies of the 
affected chunks and have them send these chunks to designated chunk servers. Note: The control 
flow is through the Controller, but the data flow is between the chunk servers. 
The metadata maintained at the Controller is updated to reflect this. How are reads handled during 
this failure? 
 
 
Coping with the failure of the Controller  
[Test Scenario] The Controller process is terminated, and after some time it is restarted. 
The Controller receives minor/major heartbeats from the chunk servers. In response to receiving a 
minor update from a chunk server, the (recovering) Controller must contact the chunk server and 
request a major heartbeat. The persistent store at the Controller SHOULD NOT maintain any 
information about the locations of the chunk servers. 
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10% Bonus Points for the Assignment [Will account for 1 point towards your Final Course 
Grade] 

1. Incorporate support for Shadow Controllers that can manage reads to files during failures of 
the Controller node.  

 
 
 


