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Abstract

With the growing use of wireless networks and mobile devieesare moving towards an
era of pervasive computing. Such environments will spawn aygplications that use contex-
tual information to provide enhanced services. Traditi@taess control models cannot pro-
tect such applications because the access requirementsentaytingent upon the location of
the user and the time of access. Consequently, we propose spatio-temporal role-based
access control model that supports delegation for use im applications. The model can be
used by any application where the access is contingent hpbarthe role of the user, but also
on the locations of the user and the object and the time okact&e describe how each entity
in the role-based access control model is affected by tirddaation and propose constraints
to express this. We also show how the formal semantics of aaletrcan be expressed using
graph-theoretic notation. The various features of our rhgile rise to numerous constraints
that may interact with each other and result in conflicts. sThor any given application using
our model, it is important to analyze the interaction of ¢oaists to ensure that conflicts or
security breaches do not occur. Manual analysis is tediod®eor-prone. Towards this end,

we show how the analysis can be automated using Coloureid\er Since automated anal-



ysis for large applications is time consuming, we proposagaoroach that reduces the analysis

time.

1 Introduction

With the increase in the growth of wireless networks and sensor and mobitegewe are mov-
ing towards an era of pervasive computing. The growth of this technelilbgpawn applications,
such as, the Aware Home [14] and CMU’s Aura [17], that will make lifeie&afor people. Per-
vasive computing applications introduce new security issues that caaeraatdvessed by existing
access control models and mechanisms. For instance, access to a cahputdrbe automat-
ically disabled when a user walks out of the room. Traditional models, ssiddistretionary
Access Control (DAC) or Role-Based Access Control (RBAC), dbtake into account such en-
vironmental factors in making access decisions. Consequently, acrgssl enodels are needed
that use environmental factors, such as, time and location, while determatiagsa

Researchers have proposed various models that use contextuaidtitor, such as, location
and time, for performing access control [1, 9, 10, 11, 14, 17, 2432834, 36, 39]. Many of
these were developed with commercial applications in mind and are basedih EBamples in-
clude TRBAC [9], Geo-RBAC [10], Geotemporal RBAC [2, 3], and AL [36]. These models
are more expressive than their traditional counterparts, and haveivdeatures which the users
can selectively use based on the application requirements. The diffeetates of these models
interact in subtle ways resulting in inconsistencies and conflicts. Constygueis important to
formalize the models, analyze and understand their semantics, beforathleg widely deployed.

We propose a hew spatio-temporal access control model supportirgatietethat improves
upon many of the previous works. It can be used by any applicationendmress is contingent
upon the role of the user, the locations of the user and the object, and theftaneess. Since

RBAC simplifies role-management and is widely used in commercial organizatienbase our



work on it. Access control provided by our model depends not only errdlke of the user but
also on the spatio-temporal constraints associated with the various entitiegliffEnent features
are expressed using formal predicates that must be satisfied by app8aagiog our model. The
formal semantics of the model are defined using a graph-theoretic notdfioe.authorization
requirements of an application can be represented using this notation, wighim as itaccess
control graph

Various features of the model may interact in subtle ways resulting in indensies and con-
flicts. The access control constraints of an application using our mod¢haahalyzed to ensure
that such problems, which, in turn, may cause security breaches, dwaiat Manual analysis
of the access control specifications of complex, real-world applicaticeslisus and error-prone.
Towards this end, we propose the use of Coloured Petri Net (CPIN22127] for doing automated
analysis. A number of reasons motivated this choice. First, CPN has aefigled semantics that
allows us to unambiguously define the behavior of the model. Second, thealgmgupported
by CPN is expressive enough to specify various kinds of systems. ,(TORY offers interactive
simulations that can be used for studying the behavior of the system. FG&R provides tool
support for graphically representing the model and for performing stimualand formal analysis
[22]. Fifth, it has been used successfully for the verification of real-torecurrent systems.

Since access control specification of a real-world system may be vergler, the CPN anal-
ysis may take a significant amount of time. Towards this end, we show how toveghe per-
formance by transforming the access control graph to a more condesisgoin, which we term
the privilege acquisition graphAlthough the privilege acquisition graph contains less information
than the corresponding access control graph, it is adequate fdtichesome problems with the
access control specification. Once a problem has been found, thee sfithe problem can be
identified by analyzing a sub-graph of the access control graph.

The rest of the paper is organized as follows. Section 2 describesl#tedrevork. Section



3 presents our spatio-temporal access control model. Section 4 ugdstigearetic notations
to provide a formal semantics of the model and shows how the accesslaaguwoements of
a real-world dengue decision support system can be formalized usingppwach. Section 5
discusses how the access control specification of the application camalyzed using CPNs.
Section 6 provides an approach for speeding up the analysis. Sectarciides the paper with

some pointers to future directions.

2 Related Work

Location-based access control has been addressed in worksrtzohipg to RBAC [1, 2, 3, 17,
18, 28, 31, 33, 48]. Atluri and Chun proposed the Geospatial Dataoigtiiion Model (GSAM)
which is an authorization model for managing geospatial information [2,18.r€équester can get
access to geospatial information provided his credentials and time of ane¢dses the creden-
tial and temporal expressions defined in the authorization policy. Ardagah [1] present the
Location-Based Access Control (LBAC) model where the access tingamt upon the location
information of the user and his credentials. Yu et al. [48] proposed LTANbcation-temporal
authorization model, which focuses on controlling user access to theetliffiercations. Pu et al.
[31] present the context access control model, called CACM, whichriatieg) the context infor-
mation to thedJCONygc usage control model. Context Sensitive Access Control (CSAC) peapo
by Hulsebosch et al. [18] focus on using context information such as touoation, velocity to
control the accessibility of service while preserving the privacy of ifermation. Hengartner et
al. [17] discuss how location information pertaining to a user can be dg@aeessed.

Our work is based on RBAC [16] which is often used for addressing ¢hess control needs
of commercial organizations. Researchers have also extended RBAPgorsdelegation which
causes temporary transfer or grant of access privileges from thgader to delegatee [6, 7, 8, 15,

52]. Researchers have also worked on extending RBAC to suppwegde computing applica-



tions [13, 14, 38]. Sampemane et al. [38] present a new access lomitiel for active spaces
which denote the computing environment integrating physical spaces aretidatbcomputing

software and hardware entities. Environmental aspects are adopteddraocdss control model
for active spaces, and the space roles are introduced into the implemenfatieraccess control
model based on RBAC. Covington et al. [14] introduce environment inlagyeneralized RBAC

model (GRBAC) to help control access to private information and ressuncubiquitous comput-
ing applications. The environment roles differ from the subject roles iA®But do have similar

properties including role activation, role hierarchy and separation tyf dnvironment roles are
also associated with permissions, and environment roles are activatadhetenvironmental con-
ditions change. In a subsequent work [13], Covington et al. destird€ontext-Aware Security
Architecture (CASA) which is an implementation of the GRBAC model.

Other extensions to RBAC include the Temporal Role-Based Access Chtudz| (TRBAC)
proposed by Bertino et al. [9] that adds the time dimension to the RBAC modeladthors in this
paper introduce the concept of role enabling and disabling. Temparatramts determine when
the roles can be enabled or disabled. A role can be activated only if itdessdmabled. Joshi et al.
[24] extend this work by proposing the Generalized Temporal Role Basedss Control Model
(GTRBAC) that introduces the concept of time-based role hierarchyiamedbased separation of
duty. In another work, Joshi and Bertino [25] extend the GTRBAC mtalslipport fine-grained
delegation. Although the authors support various forms of delegationgthreot discuss the effect
of temporal constraints or the delegation chain in this paper. The formbisesaf the different
types of time-based hybrid hierarchy, introduced in the earlier works225is proposed by Joshi
et al. in [26]. Here, the authors introduce the notiorunfquely activable selJAS), which is a
set of roles that can be activated by the user assigned to the seniorafedstthe hierarchy. This
information can be used by the system administrator to determine the accabditiap of a user

within a session. The authors also define the notion of equivalence betifesrent hierarchies



based on the permissions they possess. The transformation of hieverthg modification of role
is analyzed in the latter part of the paper. The impact of separation of dastraints on the role
hierarchy are outside the scope of this work.

Researchers have also extended RBAC to incorporate spatial infornieiicd4]. The GEO-
RBAC model, proposed by Bertino et al. [10], makes role activation dégreron the location of
the user. For instance, a user can acquire the role of teacher onlyhshieim the school. Outside
the school, he can acquire the role of citizen. The model supports rofedtiers but does not deal
with separation of duty constraints. Another work incorporating spatiatinétion is by Ray et al.
[34]. Here again, the authors show how each component of RBAC ieimdkd by location. The
authors define their formal model using thepecification language. Role hierarchy and separation
of duty constraints are not addressed in this paper. None of thess disduss the impact of time
on location.

Incorporating both time and location in RBAC has been addressed in bexeks [11, 12, 36,
39]. Chandran’s work [11] combines the main features of GTRBAC aB@RBAC. Here again,
role is enabled by time constraints. The user can activate the role if the rolelited and the user
satisfies the location constraints associated with role activation. Samuel[&Japhropose GST-
RBAC which provides a framework to incorporate topological spatial iraims to the existing
GTRBAC model. The authors do this by augmenting GTRBAC operations witlatpanstraints.
The operations are allowed only if the spatial and temporal constraintatifesl. The model also
introduces the notion of Spatial Role Hierarchy and Spatial Separationtgf{EpSoD) constraints.
Our early work also extends RBAC with spatial and temporal constrainis f8though the goal
of this work is similar to that proposed by Chandran et al. and Samuel etiemadel can express
some real-world constraints that are not possible in the other ones. Siebsiggwe extend our
model to support different types of spatio-temporal delegation [37¢. mibdel allows user/role to

grant privileges to the delegatee which could be either user or role. Wowbe model does not



support the transfer operation or the concept of delegation chaincubent work eliminates this
shortcoming. Chen and Crampton develop a graph based represerdaspatio-temporal RBAC

in [12]. The RBAC entities are represented by vertices while their relatipasire represented
by the edges of a directed graph. Each vertex and edge in the grapto@aasd with spatio-
temporal constraints. The authors propose three types of models: rstasilang, and weak. In
the standard model, componentis said to be authorized to componenpif all vertices along the
authorization path satisfy the spatio-temporal constraints. In the strong rnodgdpnent is said

to be authorized to componewtif all vertices together with the edges along the authorization path
satisfy the spatio-temporal constraints. In the weak model, compenénsaid to be authorized

to componenty, if both vertices satisfy the spatio-temporal constraints. The major contribution
of this work is that the authors provide a well-defined semantics for the thipss of spatio-
temporal RBAC. The authors do not discuss separation of duty or dielegaonstraints in this
paper. Identifying how inconsistencies and conflicts can be detectedsimith@dels is also outside
the scope of this work.

A lot of work also appears that attempt to analyze RBAC and its extensiamse Save used
the Z specification language for specifying RBAC [49] and LRBAC [3¥though Z language can
represent RBAC and its constraints in a formal manner, it does not halv&ujgport for automated
verification. Others have used an extension of the Unified Modeling lageg(UML) called pa-
rameterized UML to visualize the properties of RBAC constraints [35]. Theehdescribes how
one can visualize the conflicts that may occur with RBAC constraints. Haoweheeapproach is
not automated.

Researchers have advocated the use of existing formal specificatguales with tool sup-
port for modeling and verifying RBAC and its extensions. Specifically,a@dhet al. [41] and
Zao et al. [50] describe how to analyze static properties of RBAC, ssichsgr-role assignment,

permission-role assignment, role hierarchy and static separation of datyued et al. [39] also



illustrate how GST-RBAC can be specified in Alloy. They describe how thimwa GST-RBAC
functionalities, that is, user-role assignment, role-permission assignmenisar-role activation,
can be specified by Alloy. However, analyzing the interaction of the vardeatures and identi-
fying sources of potential conflicts are not addressed in this paperredent works [45, 46] fill
this gap. Specifically, one [45] shows how the numerous features inpatiogemporal access
control model can be represented in Alloy and how their interactions camdlgzed. In a sub-
sequent work [46], we analyze a more complex model — a spatio-tempBrel Rvith delegation
— to identify the sources of conflicts. However, both these works fonwmnalyzing the model in
isolation and identify potential conflicts that may occur due to feature interectuch analysis is
independent of the application. However, when this model is to be useahyagiven application,
we need to ensure that no inconsistencies occur with respect to the acoé®l requirements of
the given application. For example, we need to ensure that there arensonaes, or permissions
in the application that are not connected to other entities. We may also neeslite émat separa-
tion of duty constraints or delegation constraints are not violated in the afipficdn one of our
recent work [47], we show how the access control requirement eapécified using the Unified
Modeling Language (UML). The UML2AIlloy tool transforms this model to afog specification
which is then automatically verified by the Alloy Analyzer.

Although Alloy supports automated analysis, it has limitations with respect to tes tfpver-
ifications it can perform. For example, analyzing and understanding tfevioe of the application
using Alloy is non-trivial. Such analysis is needed for dynamic systemsemiemeed to ensure
that the system does not enter an undesirable state. Towards thisssadichers [5, 23, 27, 29, 32]
have investigated alternate approaches, such as, Coloured PetrCRéts)([19, 22, 27] for auto-
mated analysis. CPN allows one to represent the model in a graphical ¢endnas a well-defined
semantics and has automated tools for doing simulation and verification. Rasnamss Singh

[32] show how CPN is used in designing the PRISMA C96 intruder alartesysThe interac-



tions of components were modeled and verified using CPN to detect if thgumatfons have any
conflicts. CPN has also been used in access control model verificatéory ek al. [23] develop
a CPN model to verify the security properties of the Bell LaPadula (BLP)ahddaborde et al.
[27] propose the use of CPN for analyzing the traditional RBAC-basédies of network security
mechanisms. This work focuses on verifying confidentiality, integrity, avdiyg and filtering
rules.

Lu et al. [29] show how access control properties of workflows candrified using CPNs.
Specifically, they describe how to formalize the control flow, authorizatibesr and separation of
duty constraints in a workflow in the presence of role activation hierarthg authors first show
how to model each part (namely, control flow, authorization rules, apadragon of duty) in iso-
lation. Subsequently, the authors propose an approach for prodierngtegrated model which
allows one to study the interactions of the parts, such as RBAC authorizatlimy vith sepa-
ration of duty constraints. Reachability analysis is used to detect confliciebe the features.
The size of the integrated model increases exponentially when new entéiadded. To prevent
state explosion during reachability analysis, the authors introduce twofanlesducing the size
of the model. The model analyzed by the authors does not support nmeoyefe which are needed
in workflow applications: permission inheritance hierarchy, separaticiutyffor permission-role
assignment, and delegation. Atluri et al. [4] propose an authorization rtmdeé for workflows.
The model specifies constraints that allows authorized subjects to gassamt¢he required ob-
jects for the duration of the task. Subsequently, the authors extend thigavempport task-based
separation of duty constraints and show how this extended model caediéespusing CPN [5].
The authors then show how to do a reachability analysis to check whethgivémetasks can be
executed in the presence of authorization constraints. Shafig et asHé&]how the various con-
straints of GTRBAC, such as, cardinality constraints, SoD constraintst@e hierarchy can be

modeled using CPN. The reachability analysis reveals the presenceasdibiéepaths where an en-



tity cannot invoke the privileges assigned to him. However, analyzing thewsiten of constraints

is not discussed in these works.

3 Our Model

3.1 Representing Location and Time

Representing Location

In order to perform location-based access control, we need to fornthkzeoncept of location
[10, 11] and propose the location comparison operators that are used model. There are
two types of locationsphysicalandlogical. All users and objects are associated with locations
that correspond to the physical world. These are referred to as yisé&cphlocations. A physical
location is formally defined by a set of points in a three-dimensional geometaites Aphysical
location PLog is a non-empty set of point§p;, pj,..., pn} Where a pointpy is represented by
three co-ordinates. The granularity of each co-ordinate is depengdentthe application. Physical
locations are grouped into symbolic representations that will be used ligatmms. We refer to
these symbolic representations as logical locations. Examples of logicabluxare Fort Collins,
Colorado etc. Alogical locationis an abstract notion for one or more physical locations. We
assume the existence of a mapping functiothat converts a logical location to a physical one.
Definition 1

[Mapping Function m] mis a total function that converts a logical location into a physical one.
Formally, m: L — P, whereP is the set of all possible physical locations dnds the set of all

logical locations.

Different kinds of operations can be performed on location data. Wael&fio binary opera-
tors, namelycontainmentC, andequality=, that we use in this paper. A physical locatiploc;

is said to becontained inanother physical locatioplog,, denoted asploc; C plog, if the follow-

10



ing condition holds:Vp; € plocj, pi € ploo. The locationplogc; is called the contained location
andplog, is referred to as the containing or the enclosing location. Intuitively, aipélyi®cation
ploc; is contained in another physical locatiphog, if all points in ploc; also belong toplog.

Two physical locationgplog and plocs areequalif plog C ploc and plocs C ploc. Note that
these operators are defined on physical locations. Thus, logical lpsatiost be transformed into
physical locations (using mapping functiondefined above) before we can apply these operators.

We define a logical location callddniversethat contains all other locations.

Representing Time

Our model uses two kinds of temporal information. The first is known as timarihand the other
is time interval. Atime instantis one discrete point on the time line. The exact granularity of
a time instant is application dependent. For instance, in some application a time msiabe
measured at the nanosecond level and in another one it may be specifiedvallisecond level.
A time intervalis a set of time instants. We use the notation d to mean that; is a time instant
in the time intervatd. Here again, we define operators containmemind equality= for operating
on time intervals. A time interval; is said to becontained inanother time intervady, denoted as,
d; C d, if the following condition holds:vt; € dj,t; € dk. The intervald; is called the contained
interval anddy is referred to as the containing or the enclosing interval. Two time intedvaad
dr are said to be equal i, C ds andds C d;. We define a time interval callelwaysthat includes

all other time intervals.

Representing Time and Location as Spatio-Temporal Points
In order to simplify our presentation, we use the concept of spatio-tefrpmirds to represent time
and location. A spatio-temporal point is represented as a pair of the(fhimwhered represents

the temporal component ahdepresents the spatial one. Note tltend| represent time interval

11



and location respectively. We say that a spatio-temporal gdihj is contained in anothed’,l’),
denoted by(d,l) C (d',l") iff (d Cd’)A (I C1’). The union of two spatio-temporal points, denoted
as(d,lyu(d,l"),is given by(d,l)u(d’,1") = (dud’,1Ul"). The intersection of two spatio-temporal
points, denoted agl, 1) N (d’,l’), is given by(d,l)n(d’,l") = (dnd’,Inl").

3.2 Relationship of Core-RBAC Entities and Relationships wh Time and Location

We begin by describing how the entities in RBAC, namélgers Roles SessionsPermissions

andObijects are associated with location and time.

Users

We assume that each valid user, interested in doing some location-senpéiaian, carries a
locating device that is able to track his location. The location of a user chamigie time. The

relationUserLocatiortu,t) gives the location of the user at any given time instarince a user
can be associated with only one location at any given point of time, the folipeonstraint must

be true. Note that, in this and all the subsequent formulae, we omit the quatidifisymbols.
(UserLocatioru,t) = I;) A (UserLocationqu,t) = 1) < (I C1j) v (I; C 1)

We define a similar functiob) serLocatiorju,d) that gives the location of the user during the
time intervald. Note that, a single location can be associated with multiple users at any given p

of time.

Objects
Objects can be physical or logical. Example of a physical object is a comjiiles are examples
of logical objects. Physical objects have devices that transmit their locafimemation with the

timestamp. Logical objects are stored in physical objects. The location andamyesf a logical

12



object corresponds to the location and time of the physical object contaimnipgical object.
Each location can be associated with many objects. The fun@ighocation(o,tltakes as input
an objecto and a time instanceand returns the location associated with the object at tirsém-

ilarly, the functionObjLocation(o,d}akes as input an objeotand time intervall and returns the

location associated with the object.

Roles
We have three types of relations with roles. These are user-role assignuser-role activation,
and permission-role assignment. We begin by focusing on user-roleassigg Often times, the
assignment of user to roles is location and time dependent. For instanaspa pan be assigned
the on-campus student role only when he is in the campus during the serfésigrfor a user to
be assigned a role, he must be in designated locations during specific tinvalsitém our model,
a user must satisfy spatial and temporal constraints before roles casigaead. We capture this
with the concept ofole allocation A role is said to ballocatedwhen it satisfies the temporal and
spatial constraints needed for role assignment. A role can be assigoedt bas been allocated.
RoleAllocTimeLog) gives the set of spatio-temporal points where the role can be allocated.
The predicate) serRoleAssigh, r,d,|) states that the useris assigned to role during the
time intervald and locationl. For this predicate to hold, the location of the user when the role was
assigned must be in one of the locations where the role allocation can take Maceover, the

time of role assignment must be in the interval when role allocation can take place
UserRoleAssigu,r,d,|) = (UserLocatiorfu,d) =1)A ((d,I) € RoleAllocTimeLog))

Some roles can be activated only if the user is in some specific locationseattgives. For
instance, the role of audience of a theater can be activated only if thisuséne theater when the
show is on. The role of conference attendee can be activated only génésun the conference site

while the conference is in session. In short, the user must satisfy tengmorédcation constraints

13



before a role can be activated. We borrow the concepblefenabling[9, 24] to describe this.
A role is said to besnabledif it satisfies the temporal and location constraints needed to activate
it. A role can be activated only if it has been enablé&bleEnableTimeLdc) gives the set of
spatio-temporal points where rale&an be activated.

The predicat® serRoleActivat@y, r,d, ) is true if the useu activated role for the intervald
at locationl. This predicate implies that the location of the user and the duration of rola@ati
must be a subset of the allowable spatio-temporal points for the activdéedmd the role can be

activated only if it is assigned.
UserRoleActivat@,r,d,l) = ((d,I) € RoleEnableTimeLdc)) AUserRoleAssighu,r,d, )

The permission-role assignment is discussed later.

Sessions
In mobile computing or pervasive computing environments, we have ditfgrees of sessions that
can be initiated by the user. Some of these sessions can be time-deperaitunidependent,
or both. Thus, sessions are classified into different types. Each ¢estdim session is associated
with some type of a session. The type of session instaiggiven by the functioTypgs). The
type of the session determines the allowable location and duration. The diosyrtio-temporal
points where a session of tygecan be created is denoted 8gssionTimeLdst).

When a useu wants to create a sessignthe session duratioth and the location of the user
| must be contained within the spatio-temporal points associated with the sefhmpredicate

SessionUséu,s,d,|) indicates that a userhas initiated a sessiag¥or durationd at locationl.
SessionUséu,s,d,l) = (d,l) C SessionTimeLd@typ€s))

Since sessions are associated with time and locations, not all roles caivagdavithin some

session. The predicagessionRolés,r, s, d,|) states that userinitiates a sessiosand activates a

14



roler for durationd and at location. This is possible only if usar can activate role for duration

d and at location and the session can be created during the same time and at the same location.
SessionRole,r,s,d,|) = UserRoleActivat@,r,d,|) A (d,l) C SessionTimeLdEyp€s))

Permissions

Our model allows us to specify real-world requirements where accegsateis contingent upon
the time and location associated with the user and the object. For example, a tellacceas
the bank confidential file only if he is in the bank, the file location is the bankreemom, and
the time of access is during the working hours. Our model should be caplagkpressing such
requirements.

Permissions are associated with roles, objects, and operations. Wetesadditional entities
with permission to deal with spatial and temporal constraints: user locatigegtdbcation, and
time. We define three functions to retrieve the values of these enfgemRoleLogp, r) specifies
the allowable locations that a user playing the rolmust be in for him to get permissiop.
PermOb jLo¢p,0) specifies the allowable locations that the objechust be in so that the user
has permission to operate on the objectPermDurp) specifies the allowable time when the
permission can be invoked.

We define another predicate which we tdPermRoleAcquirgo,r,d,l). This predicate is true
if role r has permissiom for durationd at locationl. Note that, for this predicate to be true, the
spatio-temporal pointd,|) must be contained in the point where the rolean be enabled and

where the permissiop can be invoked by.

PermRoleAcquirgp,r,d,l) = (d,l) C RoleEnableTimeLdc) N (PermDur(p) x PermRoleLogp,r))

The predicatéermUserAcquirgu, o, p,d,l) means that usercan acquire the permissignon

objecto for durationd at locationl. This is possible only when the permissiprtan be acquired

15



by roler during timed and at locationl, useru can activate role at the same time and location,

and object location matches those specified in the permission.

PermUserAcquirgu, o, p,d,l) =
PermRoleAcquirg,r,d,l) AUserRoleActivateu,r,d,|) A(ObjectLocatioffo,d) C
PermOb jectLogp,0))

3.3 Impact of Time and Location on Role-Hierarchy

The structure of an organization in terms of lines of authority can be modeketiiasarchy. This
organization structure is reflected in RBAC in the form of a role hierardy. [Role hierarchy is
a transitive and anti-symmetric relation among roles. Roles higher up in thedhigi@e referred
to as senior roles and those lower down are junior roles. The major motiviatiadding role

hierarchy to RBAC was to simplify role management. Senior roles can inhenitettmissions of
junior roles, or a senior role can activate a junior role, or do both depgruh the nature of the
hierarchy. This obviates the need for separately assigning the same giensito all members
belonging to a hierarchy. Joshi et al. [24] identify two basic types ofanidry. The first is the
permission inheritance hierarchy where a senior raleherits the permission of a junior role

The second is the role activation hierarchy where a user assigned tioa s#e can activate a
junior role. Each of these hierarchies may be constrained by location ampbtal constraints.

Consequently, we have a number of different hierarchical relatioaghipur model.

[Unrestricted Permission Inheritance Hierarchy] Sometimes we want a senior role to inherit
permissions of a junior role without any additional spatio-temporal congdralfor example, a
contact author can inherit the permissions of the author without any editeogemporal con-
straints. That is, the contact author can invoke the author's permissierewdr and whenever the

author can invoke them. Unrestricted permission inheritance hierarchysafl@vsenior role to
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acquire inherited permissions whenever and wherever the junior rokeccgaiire them.
Letxandy be roles such that> ajwaysuniverse ¥: thatis, senior rol& has an unrestricted permission-
inheritance relation over junior role In such a casex inheritsy’'s permissions without any addi-

tional spatio-temporal constraints. This is formalized as follows:
(X > (Alwaysuniverse Y) A PermRoleAcquirgp,y, d, ) = PermRoleAcquirgp, x,d, 1)

[Unrestricted Activation Hierarchy] Sometimes a senior role may want to activate a junior role
without placing any additional constraints. For example, a user who tae afrmobile user can
activate the weekend mobile user role only if he/she is in the US during theeweekinrestricted
activation hierarchy allows the senior role to be activated whenever aedewer the junior role
can be activated.

Let x andy be roles such that = ajwaysuniverse ¥» that is, senior rolec has an unrestricted role-
activation relation over junior rolg. Then, a user assigned to rolean activate rolg at any time

and at any place thgtcan be activated. This is formalized as follows:

(X (AlwaysUniverse Y) AUserRoleActivatg, x,d, 1) A (d,]) € RoleEnableTimelLdy) =

UserRoleActivat@l,y,d,|)

[Time Restricted Permission Inheritance Hierarchy]Sometimes a senior role can inherit a junior
role only at certain times. For example, a company may have a policy that alleyzrafect
manager to inherit the permissions of the code developer role only whenatiegb deadline date
is less than a given threshold. Time restricted permission inheritance hig@tows the senior
role to acquire the permissions of the junior role when the temporal constaasusiated with the
hierarchy hold and the senior role satisfies the spatio-temporal constiahtze needed by the
junior role to invoke those permissions.

Letx andy be roles such that>  universg ¥; that is, senior rola has a time restricted permission-

inheritance relation over junior rolg In such a casex inheritsy's permissions together with
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the temporal constraints associated with the permissions and the hieralibys Tormalized as

follows:
(X > (4 universe Y) A PermRoleAcquirgp,y, d,|) =- PermRoleAcquirgp, x,dNd’,1)

[Time Restricted Activation Hierarchy] In some applications, the senior role may need to be
activated only during specific periods. For example, the account audleocan activate the ac-
countant role only during the auditing period. Time restricted activation fuleyaallows the senior
role to activate the junior role when the temporal constraints associated whiketiaechy hold and
the senior role satisfies the spatio-temporal constraints that are neeadigidteahe junior role.

Let x andy be roles such that = universe ¥» that is, senior role has a role-activation relation
over junior roley. Then, a user assigned to rolean activate rolg only at the location and time
when roley can be enabled and the additional temporal constraints are satisfied. fbnimasized

as follows:

(X = (d@,universe Y) AUserRoleActivat@, x,d, 1) A (d,I) C RoleEnableTimelLdy) =
UserRoleActivat@s,y,dnd’,1)

[Location Restricted Permission Inheritance Hierarchy] Sometimes a senior role can inherit a
junior role only in certain locations. For example, a top secret nucleartstigrerits the permis-
sions of a nuclear scientist only in top secret locations. Location restpetedission inheritance
allows the senior role to acquire the permissions of the junior role when thedoaonstraints
associated with the hierarchy hold and the senior role satisfies the spatiorgcygnstraints that
are needed by the junior role to invoke those permissions.

Letxandy be roles such that> ajways/) Y; thatis, senior role has a location restricted permission-
inheritance relation over junior role In such a cases inheritsy's permissions together with the

location constraints associated with the permission and the hierarchy. Tovisalized as follows:
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(X >(awaysi) ¥) A PermRoleAcquirgp, y, d,|) = PermRoleAcquirgp, x,d,I N1")

[Location Restricted Activation Hierarchy] Sometimes we want the senior role to be able to
activate the junior role only at certain locations. For example, a departrhairt can activate

a staff role only when he is in the department. Location restricted activatioarbigy allows
the senior role to activate the junior role when the location constraints néedéte hierarchy
activation hold and the senior role satisfies the spatio-temporal constragdgad to activate the
junior role.

Letx andy be roles such that’= awaysi) ¥, that is, senior role has a role-activation relation over
junior roley. Then, a user assigned to relean activate rolg only at the places when rolecan

be enabled and the location constraints of the hierarchy are satisfieds Tdnsalized as follows:

(X = (awaysl) Y) AUserRoleActivat@, x,d,l) A (d,l) € RoleEnableTimelLdy) =
UserRoleActivat@sy,d,| NI")

[Time Location Restricted Permission Inheritance Hierarchy] Sometimes we may want to
place additional temporal as well as spatial constraints on the permissiaitanhe hierarchy.
For instance, a doctor can inherit the daytime nurse role only when he is imo#pital at the
daytime. Time-location restricted permission inheritance hierarchy allows i@ sele to invoke
the permissions of the junior role provided the senior role satisfies the ¢patmsral constraints
of the inheritance hierarchy and also the spatio-temporal constraintsdheedcquire the permis-
sions of the junior role.

Let x andy be roles such that > ) y, that is, senior rolex has a time-location restricted
permission-inheritance relation over junior rgle In such a casex inheritsy’s permissions to-
gether with the temporal and location constraints associated with the permisgatheiowith the

temporal and location constraints associated with the hierarchy. This islipechas follows:
(X >(a,1y Y) A PermRoleAcquirgp,y,d, 1) =- PermRoleAcquirgp,x,dnd’,1 NI')
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[Time Location Restricted Activation Hierarchy] Sometimes additional spatial and temporal
constraints must be satisfied for a senior role to activate a junior role. Em®rghysicians can
activate the role of primary care physicians only when the patient is in argem®r room. Time
location restricted activation hierarchy allows the senior role to activate therjtole when the
spatio-temporal constraints associated with the hierarchy are satisfigieogéth the spatio-
temporal constraints associated with the invocation of the junior role.

Let x andy be roles such that =4 ) y, that is, senior role has a role-activation relation over
junior roley. Then, a user assigned to rolean activate rolg only at the places and during the
time when roley can be enabled, and the additional spatio-temporal constraints assigtied to

hierarchy are satisfied. This is formalized as follows:

(X=@.,n y) AUserRoleActivat@, x,d, 1) A (d,I) € RoleEnableTimelLdy) =
UserRoleActivat@s,y,dnd’,1N1")

It is also possible for a senior role and a junior role to be related with bothigsion inheri-
tance and activation hierarchies. In such a case, the application wilketibe type of inheritance

hierarchy and activation hierarchy needed.

3.4 Impact of Time and Location on Static Separation Of Duty Castraints

Separation of duty (SoD) protects against the fraud that may be caasedfuser or role gaining
too much power [44]. SoD can be either static or dynamic. Static Separatiuty{SSoD) comes

in two varieties. The first one, which is referred to80D — User Role Assignment (SSoD-URA)
is with respect to user-role assignment. SSoD-URA is specified as a rdietimeen roles — the
same user cannot be assigned to the roles that are related by the SQotlalion. The second
one, which is referred to @88SoD — Permission Role Assignment (SSoD-PRAyith respect to
permission-role assignment. SSoD-PRA is specified as a relation betweeaisgens — the same

role cannot be assigned to the permissions that are related by the SSoBRon. Due to the
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presence of temporal and spatial constraints, we can have diffesreotslof separation of duties
— some that are constrained by temporal and spatial constraints andtb#tease not. In the fol-

lowing, we describe the different types of separation of duty constraints

[Weak Form of SSoD - User-Role Assignmentl.et x andy be two roles such that#y. (x,y) €
SSODURA,, if the following condition holds:

UserRoleAssigu, x,d,|) = - UserRoleAssig, Yy, d,|)

The above definition says that a useassigned to rol& during timed and locatiorl cannot be
assigned to rolg at the same time and locationdBindy are related bysSODU RA,,. An example
where this form is useful is that a user should not be assigned the aadigle and mobile user

role at the same time and location.

[Strong Temporal Form of SSoD - User-Role Assignmentlet x andy be two roles such that

X#Y. (X,y) € SSODURA if the following condition holds:
UserRoleAssighu, x,d,l) = — (3d’ C alwayse UserRoleAssig,y,d’,1))

The above definition says that a useassigned to rol& during timed and location cannot
be assigned to rolg at any time in the same locationxfandy are related bysSODURA. The
consultant for oil compang will never be assigned the role of consultant for oil company B in the

same country.

[Strong Spatial Form of SSoD - User-Role Assignment]et x andy be two roles such that+£ y.
(x,y) € SSODURA if the following condition holds:

UserRoleAssigfu, x,d,l) = — (31" C Universes UserRoleAssig, y,d,l"))
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The above definition says that a useassigned to rol& during timed and locatiorl cannot be
assigned to rolg at the same time at any locatiorxiindy are related bysSODURA. A person
cannot be assigned the roles of student and instructor of the same ebihe same time at any

location.

[Strong Form of SSoD - User-Role Assignmentl.et x andy be two roles such that#y. (X,y) €
SSODURA; if the following condition holds:

UserRoleAssigiu, x,d,l) = — (3" C Universe3d’ C alwayse UserRoleAssigu,y,d’,l"))

The above definition says that a useassigned to rol& during timed and location cannot
be assigned to rolg at any time or at any location ¥ andy are related by§SODURA;. The
same employee cannot be assigned the roles of minority and non-minority emglbgny given

corporation.

We next consider the second form of static separation of duty that d@alp&rmission-role

assignment. The idea is that the same role should not acquire conflicting giermis

[Weak Form of SSoD - Permission-Role Assignmentlet p andq be two permissions such that

p#q. (p,q) € SSODPRAy if the following condition holds:
PermRoleAcquirgp, x,d,l) = - PermRoleAcquirgy, x,d, )

The above definition says that if permissigrandq are related through weak SSoD Permission-
Role Assignment ang has permissiom at timed and location, thenx should not be given per-
missiong at the same time and location. The same role should not be assigned the perofissio

chairing the session and presenting the paper in the conference atéosation and at the same
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time.

[Strong Temporal Form of SSoD - Permission-Role Assignment]et p andq be two permissions

such thatp # . (p,q) € SSODPRA if the following condition holds:
PermRoleAcquirgp, x,d,l) = — (3d’ C alwayse PermRoleAcquirg, x,d’, 1))

The above definition says that if permissignandq are related through strong temporal SSoD
Permission-Role Assignment anchas permissiomp at timed and locationl, thenx should not
get permissiom at any time in location. The accountant should not get both the permissions of

modifying accounts and auditing accounts at the same branch location tihany

[Strong Spatial Form of SSoD - Permission-Role Assignmentlet p andq be two permissions

such thatp # g. (p,q) € SSODPRA if the following condition holds:
PermRoleAcquirg, x,d,l) = — (3" C Universes PermRoleAcquirg, x,d,l’))

The above definition says that if permissigmandq are related through strong spatial SSoD
Permission-Role Assignment ardhas permissiom at timed and locatior, thenx should not be
given permissiom at the same time. The same role should not be given the permission of grading

the exam and taking the exam at the same time at any location.

[Strong Form of SSoD - Permission-Role Assignmentlet p andq be two permissions such that

p# 0. (p,q) € SSODPRA if the following condition holds:
PermRoleAcquirg, x,d,l) = — (31" C Universe3d’ C alwayse PermRoleAcquirg, x,d’,1"))

The above definition says that if permissigrendq are related through strong SSoD Permission-

Role Assignment, then the same role should never be given the two conflietinggsions. The
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permission to authorize a check and issue it should not be given to the giena¢ any time and at

any location.

3.5 Impact of Time and Location on Dynamic Separation of Duty @nstraints

Dynamic separation of duty addresses the problem that a user is not aatviaie conflicting

roles during the same session.

[Weak Form of DSoD] Let x andy be two roles such that#£y. (x,y) € DSOD, if the following

condition holds:
SessionRol@, x,s,d,|) = — SessionRolea,y,s,d,|)

The above definition says that if rolggndy are related through weak DSoD and if ugdras
activated rolexin some sessiogfor durationd and locatior, thenu cannot activate rolg during
the same time and in the same location in sessidmthe same session, a user can activate a sales
assistant role and a customer role. However, both these roles should aotivated at the same

time in the same location.

[Strong Temporal Form of DSoD] Let x andy be two roles such that#y. (x,y) € DSOL if the

following condition holds:
SessionRole, x,s,d,1) = - (3d’ C alwayseSessionRoley,s,d’, 1))

The above definition says that if rolggndy are related through strong temporal DSoD and if
useru has activated rol& in some sessiog, thenu can never activate rolgany time at the same
location in the same session. In a teaching session in a classroom, a us#ragivate the the

grader role once he has activated the student role.
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[Strong Spatial Form of DSoD] Let x andy be two roles such that#y. (x,y) € DSOD if the

following condition holds:
SessionRol@, x,s,d,|) = — (31" C Universes SessionRol@, y,s,d,l’))

The above definition says that if roleandy are related through strong DSoD and if ugéras
activated rolex in some sessiog thenu can never activate rolein sessiors during the same time
in any location. If a user has activated the graduate teaching assid&ait his office, he cannot

activate the lab operator role at the same time.

[Strong Form of DSoD] Let x andy be two roles such that#y. (x,y) € DSOL if the following

condition holds:
SessionRol@, x,s,d,l) = - (3" CUniverse3d’ C alwayse SessionRol@,y,s,d’,|"))

The above definition says that if rolgsandy are related through strong DSoD and if user
has activated rolg in some sessiog thenu can never activate rokgin the same session. A user

cannot be both a code developer and a code tester in the same session.

3.6 Impact of Time and Location on Delegation

Many situations require the temporary delegation of access rights to accbmgigen task. For
example, a doctor may give certain privileges to a trained nurse when hieng ta break. In
such situations, the doctor can give a subset of his permissions to thefaues given period of
time. This requirement can be fulfilled by the delegation operation. The entibydstegates his
privileges temporarily to another entity is referred to as the delegator. iitity &ho receives

the privilege is known as the delegatee. Delegation can be ajtaat or transfer Granting
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of privileges allows the delegator to temporarily assign his privileges to tlegatee without
relinquishing his own privileges. Transferring of privileges allows tleéedator to transfer his
privileges temporarily to the delegatee. Note that, during the period of dieleghe delegator
does not have the privileges which he has transferred to the delegatee.

The delegator can be either a user or a role. System administrators poagiede for over-
seeing delegation when the delegator is a role. Individual users admidédegration when the
delegator is an user. The delegator can delegate either a set of permisgibhe possesses by
virtue of being assigned to different roles or he can delegate a sdesfassigned to him directly
by the user-role assignment or indirectly by the effect of the activatioaituley. We can therefore
classify delegation on the basis of role delegation or permission delegationolE delegation,
the delegatee can be either role or user. For permission delegation, thatdelean be role only.
This is to maintain the intent of RBAC — permissions should be assigned to user&janot to

user directly.

Role Delegation
A delegator (user or role) can delegate a role to a delegatee. Note thatdt@gator to delegate a
roler for timed and at location, the delegator must have been assigned to the mileing timed
and locatiorl either directly or indirectly. Depending on the type of delegation (graniamster),
the delegator may or may not continue to enjoy the privileges he has delegated

Let Delegate(dtr,dter, {g,t},d,|) be the predicate that allows the delegadtr € U UR to
grant (g) or transfer (t) a roleto the delegatedte € U UR during timed and at locatiorl. This
will allow individual user (ifdte e U) or all users assigned to dte (te € R) to be temporary
assigned to role at the specific location and time. The following specifies the various conditions

under which usetd’ acquires role for durationd’ and locatior’ by virtue of delegation.

1. Delegatg(u,u,r,g,d’,l") = UserRoleAssigi/,r,d’,1")
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2. Delegatey(u, U, r,t,d’|I") = UserRoleAssign/,r,d’,I") A —-UserRoleAssigfu,r,d’,1")
3. Delegatg(r’,u',r,g,d’,l") = UserRoleAssigh/,r,d’,1")
4. Delegatg(r’,u',r,t,d’,I")AUserRoleAssigm,r’,d’,1")

= UserRoleAssigi/,r,d’,I") A —-UserRoleAssigfu,r,d’,1")
5. Delegatg(u,r’,r,g,d’,I") AUserRoleAssigiiu’,r’.d’,1") = UserRoleAssigi/,r,d’,1")
6. Delegate(u,r’,r,t,d’,1")AUserRoleAssigiiu’,r’,d’,1")

= UserRoleAssign/,r,d’,1") A —-UserRoleAssigfu,r,d’,l")
7. Delegate(r”,r',r,g,d’.l") AUserRoleAssigh/,r’,d’,I") = UserRoleAssign/,r,d’,l")
8. Delegate(r”,r’,r,t,d’,I")AUserRoleAssigh/,r’,d’,1") = UserRoleAssigi/,r,d’,1")

AUserRoleAssigu,r”,d’,1") A -UserRoleAssigu,r,d’,1")

The above eight conditions describe how ugeran be assigned to rotefor durationd’ and
locationl” under user to user, role to user, user to role and role to role delegatiotheitinant and
transfer mode. Note that, the transfer mode causes the delegator to loswileggs. With the
effect of role activation hierarchy, the delegatee of a delegated rolalsa activate all junior roles
in the activation hierarchy. Moreover, the delegatee inherits all permistian the delegated role
can acquire directly through the permission-role assignment and indireilygi the permission

inheritance hierarchy.

Permission Delegation

A delegator (user or role) can delegate a permission to a delegatee. Npt®itlzadelegator to

delegate a permissigmfor time d and at location, the delegator must have acquired the privilege

r during timed and location either directly or indirectly. Depending on the type of delegation

grant or transfer, the delegator may or may not continue to enjoy the gesgilee has delegated.
Let Delegate(dtr,dte p,{g,t},d,|) be the predicate that allows the delegattr€ U URto

grant or transfer a permissigmto the delegatedte € R during timed and at location. The
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following specifies the various conditions that allow permisgido be delegated to role during

time d’ and location’.

1. Delegate(u,r’, p,g,d’,l") = PermRoleAcquirg,r’,d’,l")
2. Delegate(r,r’,p,g,d’,l") = PermRoleAcquirgp,r’,d’,1")
3. Delegate(r,r’, p,t,d’,I") = PermRoleAcquirg,r’,d’,1") A =PermRoleAcquirg,r,d’,l")

The first two conditions say that if a useor roler has granted privilege to roler’ for dura-
tion d’ and location’, then roler’ acquires permissiop for durationd’ and locatiorl’. The last
condition says that if a rolg has transferred privilegp to roler’ for durationd’ and location’,
then roler’ acquires permissiop for durationd’ and location’, and roler loses permissiomp for
durationd’ and locatior’. Note that, we have not specified transfer of privilege from ugerole
r’. Since privileges are not directly assigned to any user, permissionstda@ removed directly
from the user. The only way to remove permission from a user is to revelgettmission from the
role assigned to the user and associated with the permission. Howeverijlitivispact all users
assigned to this role. Consequently, we do not allow transfer of permigsimruser to role. Since
privileges are not directly assigned to the user, we do not define thegston delegation in which

the delegatee is the user.

Delegation Chains

In some cases, the delegator may allow the delegatee to further delegatiwitbggs that he has
acquired by virtue of delegation. This could cause a sequence of telegaalled thedelegation
chainor delegation pathj25, 51]. Once a delegatee is granted a privilege, he can grant sfdran
this privilege to another delegatee if the delegation chain is permitted by theattgleblowever,
if a delegatee is transferred a privilege, he can only transfer it to anddiegatee in the pres-
ence of the delegation chain. Thus, the transfer operation is more rgsttitdin grant operation

(grant > transfern. We now formally define the two delegation chains that our model supports:
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Monotonic Role Delegation ChaemdMonotonic Permission Delegation Chain

[Monotonic Role Delegation Chain]Monotonic role delegation chain is the delegation chain of

the form:

n—-1

/\ Delegate(dtg,dte1,r,gti+1,diy1,lit1)
i=0

wheredte, represents the original delegatdtg represents the delegatee in tHedelegationgt
refers to grant or transfed;, |; refers to the time and location where ﬁHbdeIegation is valid, and
ot >gt_1,di 1 Cd, andli; ;1 Cli. The above formalism implies that this delegation will gradually
reduce the spatio-temporal points where the delegation can be grantedisietred. We define

monotonic permission delegation chain in a similar manner.

[Monotonic Permission Delegation Chain]Monotonic permission delegation chain is the dele-

gation chain of the form:

n-1

/\ Delegate(dtg,dte 1, p, gt 1,di;1,li1)
i=0

wheredte, represents the original delegatdtg represents the delegatee in tHedelegationgt
refers to grant or transfed;, |; refers to the time and location where iHedelegation is valid, and
gt > gt-1, diza Cdi, andlizg C ;.

The delegator may want to restrict the length of the delegation chaino tétltr,e) denote
the delegation chain starting from the original delegdtomwith respect to delegated entigy The
function depthwhen applied to this delegation chain, thatdgpth{® ¢ (dtr,e)) gives the total

number of delegation operations that occur®in(dtr,e).
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4 Graph-Theoretic Representation of the Model

Although our proposed spatio-temporal model is syntactically strong ancepaesent the spatio-
temporal access control policies needed in real-world applications, epoge a graph-theoretic
representation that accurately reflects the semantics of the model. Otrthezetic represen-
tation was inspired by the work of Chen and Crampton [12]. However, degtathis model to

better reflect our semantics. In our work, the set of verticesU URUPU O correspond to the
RBAC entities: Usersy), Roles R), PermissionsK), and Objects®). The relationships of our
spatio-temporal role-based access control model constitute the EdgésAU PAUPOURHU

SDURDUPD where

e User-Role AssignmentyA) =U xR
e Permission-Role AssignmerR4) = Rx P
e Permission-Object AssignmeRQ) =P x O

¢ Role Hierarchy RH) = R x Rwhich can be categorized into

— activation hierarchyRH, consisting of unrestricted activatid®H,, time restricted ac-
tivation RHy, location restricted activatioRH, and time location restricted activation
RH, hierarchies.

— permission inheritance hierarcRH consisting of unrestricted permission inheritance
RHy, time restricted permission inheritanBet;, location restricted permission inher-

itanceRH;, and time location permission inheritariRét; hierarchies.
e Separation of Duty§D) = (Rx R) U (P x P) which can be categorized into

— static separation of duty for user role assignm&8s§Dconsisting of weak-forrRSSI,
strong temporal fornRSSP, strong spatial fornrRSS[p and strong fornRSSQ.
— static separation of duty for permission-role assignnfeBSDconsisting of weak-

form PSSLQ), strong temporal fornPSSD, strong spatial fornfPSSDH and strong form
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PSSD.
— dynamic separation of duSDconsisting of weak-fornDSD,,, strong temporal form

DS, strong spatial fornbSO and strong fornDSDs.
¢ Role DelegationRD), which can be categorized into

— Role Delegation to UseRDy) =U xR
— Role Delegation to RoleRDg) = Rx R

e Permission DelegatiolPD) = Rx P

An activation path(or act-path) betweenv; andv, is defined to be a sequence of vertices
(V1,...,Vn) such that(vq,v2) € (WAURDy) and (vi_1,Vi) € (RHaURDg) fori =3,....n. An
activation path(vy, vz, ..., V,) allows usew; to activate roles,. A usage patt{or u-path) between
vi andv, is defined to be a sequence of vertigss,...,v,) such that(vi,vi;1) € RH for i =
1,...,n—2, and(vh_1,Vn) € (PAUPD). An usage patlivi,Vvs,...,V,) allows rolevs to acquire
permissionv,. An access pathor acs-path betweenv; andv, is defined to be a sequence of
vertices(vy, ..., V), such thafvy, v;) is an act-path(vi, v,_1) is an u-path, an@v,_1,v,) € PO. An
access pattvy, vo, ..., Vh_1,Vn) allows usewn; to access objeat, using permission,_1. We define
two functions p andy, on the edgek of the graph, where& = UAUPAUPOURHUSDURDUPD.
Functionp represents information associated with delegation edges and is specifiatbwas.

p: (RDy URDRUPD) — (U UR) x N that maps the delegation edge to the corresponding delegator
and delegation depth. If a delegator further delegates his delegated thetitielegation depth of

the newly created delegation edge is calculated by subtracting one froneldgation depth of

its immediate preceding delegation edgetepresents the spatio-temporal constraints associated
with all the edges in the graph and is defined as followsE — 2” where® denotes the spatio-
temporal domain. Fae= (v,V') € E, p(v,V') denotes the set of spatio-temporal points at which the
association betweanandV is enabled. In the following, we describe the valuguébr each type

of edge in our graph.
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if (u,r) e UA thenp(u,r) = {(d,l)|UserRoleActivat@,r,d,l)} denotes the set of spatio-
temporal points in which usercan activate role.

if (r,p) € PA, thenp(r,p) = {(d,l)|PermRoleAcquirgp,r,d,l)} denotes the set of spatio-
temporal points in which permissignmis assigned to role.

if (p,0) € PO, thenp(p,0) = PermDur(p) x PermOb jLo¢p,0) denotes the set of spatio-
temporal points at which objectcan be accessed by virtue of permissppn

if (r',r) € RHyuURHy, thenp(r’,r) = RoleEnableTimeLdc) because senior role can ac-
tivate the junior role, or inherit permissions of junior role at all the spatio-tealoints
where the junior role can be enabled.

if (r',r) € RHyURH, thenp(r’,r) = (d,Universg NRoleEnableTimeLdc), wherer' = ¢ universe
rorr’ > universe ', because senior role can activate the junior role, or inherit permissions
of junior role when the junior role can be enabled and the hierarchy tefrqgmorstraints are
satisfied.

if (r',r) € RHy URH, thenp(r’,r) = (Alwaysl’) NRoleEnableTimelLdc), wherer’ = ajwaysi)
rorr’ >waysiy f, because senior role can activate the junior role, or inherit permissions
where the junior roles can be enabled and the hierarchy spatial cotstegrsatisfied.

if (r',r) € RHay URHy, thenp(r’,r) = (d’,I’) N RoleEnableTimeLdc), wherer’ = 1) r

orr’ > ) I, because senior role can activate the junior role, or inherit permissibesew
and when both the roles can be enabled, and the spatio-temporal cdasifdire hierarchy

are satisfied.

if (r',r) € RSSIRUDSDy, thenu(r’,r) = (d,l) denotes the set of points in space-time where
no user should be assigned/allowed to activate mofasdr’.

if (r',r) € RSSRPUDSD, thenp(r',r) = (Alwaysl) because the same user cannot be as-
signed/allowed to activate rolesandr’ at specified locatiohat any time.

if (r',r) € RSSPUDSD, thenp(r’,r) = (d,Universg denotes the spatio-temporal points
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where the same user cannot be assigned or allowed to activate enids’ from any loca-
tion.

e if (r',r) e RSSRQUDSD;, thenu(r’,r) = (AlwaysUniverse because no user can be assigned
or allowed to activate rolesandr’ from any place and at any time.

e if (p/,p) € PSSQ, thenu(p/, p) = (d,l) denotes the set of points in space-time where no
role should be assigned to conflicting permissipradp’.

o if (P, p) € PSS, thenu(p, p) = (Alwaysl) denotes the set of spatio-temporal points where
the same role cannot be assigned to conflicting permisgi@msl p’ at any time.

e if (p,p) € PSSD, thenu(p, p) = (d,Universe denotes the set of spatio-temporal points
where the same role cannot be assigned to conflicting permissiandp’ at any location.

e if (p/,p) € PSSR, thenu(p', p) = (AlwaysUniversg because no role can be assigned to
conflicting permissiong andp’ from any place and at any time.

e if (U,r) e RDy, thenu(U',r) ={(d,l)|Delegatg(u,u’.r,{g,t},d,l)vDelegate(r’ u,r,{g,t},d,1)}
denotes the set of points in space-time where useas been delegated rale

e if (r',r) € RDg, thenu(r’,r) = {(d,l)|Delegate(u,r’,r,{g,t},d,I)vDelegate(r”,r’,r.{g,t},d,1)}
denotes the set of points in space-time where ro@as been delegated rale

e if (r,p) € PD, thenu(r,p) = {(d,l)|Delegate(u,r, p,g,d,|) vDelegate(r”,r,p,{g,t},d,l)}
denotes the set of points in space-time where rdlas acquired permissigmby virtue of

permission delegation.

We write [i(vy, ..., Vn) = fi(v1,Vn) C D to denoteﬂ{‘:‘l1 M(Vi,Vi+1). Hence vy, Vv,) is the set of
points at which every edge in the path is enabled. The authorization scheheeancess control

graph can be summarized as follows:

e a userv € U may activate role/ € R at pointd € © if and only if there exists an act-path
V=V13,V,...,Vp =V andd € i(v,V);

e arolev e Ris authorized for permission € P at pointd € o if there exists an u-path
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Table 1: DDS Permissions List
Task Task

p1 | Read Premise Information | pio | Read Vector Control (VC) Protocols
p2 | Change Premise Informationpy; | Change Vector Control Protocols

ps | Read Case Information p12 | Read Work Record

ps | Change Case Information | pi3 | Change Work Record

ps | Read Patient Record p14 | Read VC Material Information

ps | Change Patient Record p1s | Change VC Material Information

p7 | Read Patient Names p1s | Signal VC for Dengue Virus (DV)

ps | Read Work Schedule p17 | Signal VC for Dengue Hemorrhagic Fever (DHF)

ps | Change Work Schedule

V=V3,V,...,Vp =V andd € i(v,V);
e ausen €U is authorized for permissiovi € P with respect to objeot” € O at pointd € »
if and only if there exists an acs-path= vy, Vo, ..., Vi,...,Vh_1 = V,V, = V' such that; € R

for somei, vy, ...,V; is an act-pathy;, ..., vn_1 is an u-path(v,_1,v,) € POandd € fi(v,v").

Note that, generating the access control graph consists of two steps.weirsave to create
all vertices corresponding to the entities which ta€¥ ) time. Next, we have to create all edges
corresponding to the relationships between entities. We label these eutjadsa indicate the
constraints associated with them. This step tal@s) time. Hence, total time to create the whole

graph isO(V +E).

4.1 Example Application

In this section, we present a real-world application called the Dengue iDe@sipport (DDS)
system to illustrate our approach. The DDS helps state-level public hefdtialsfrespond to local
outbreaks of dengue. Response consists of vector control and gecteillance, namely spray-
ing for mosquitoes (control) and investigating locations where they mightdedbrg and living
(surveillance) and where the level of confirmed dengue cases haeasec above a prescribed

threshold. Public health officials are organized in jurisdictions, baseapulation, and multiple
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jurisdictions are included in a single state. When the threshold is reacheamialsft both lev-
els respond. The jurisdiction officer activates vector control andefliamce teams that are local
to the jurisdiction, with instructions regarding the specific control and dllamee protocols to
follow and the locations where they are to be performed. The state oféiteases materials for
control to the team, and the local team then performs the controls and surveitbedered. The
jurisdiction and state vector control officials are often located in diffeberitings, although the
vector control team is co-located with the jurisdiction officer. All control mats are located in
warehouses elsewhere, and for coordination reasons are conbipliee state officer. Information
about specific cases of dengue is retained in what is called an epidemablstyidy. This data
includes information about the patient, the location where the patient liveprghase), the case,
and control and surveillance actions performed at the premise. Thetpatiicase data are con-
sidered private information, and are only available to epidemiologists at tiseligtion and state
levels. The vector control team receives premise information along witktr®fdr control and
surveillance. However, the team also needs to have names associatecwitérttises in order to
validate the location. The team therefore needs access to some of the ghattéefior a fixed period
of time, in order to perform control and surveillance duties. For lack aEspwe omit giving the

full specification of the DDS.

4.1.1 DDS Security Policies

Entities DDS system consists of the following entities

o Users:Alice, Boh Ben Chatrlie, Claire andDavid

¢ Roles: State Epidemiologisbtate Epj, Jurisdiction Epidemiologistlgris Epij), Clinic Epi-
demiologist Clinic Epi), Clinician (Clinician), State Vector ControlState V@, Jurisdiction
Vector Control Juris VO, and Local Jurisdiction Vector Control Tealmocal VC Teamh

e Permissionsp; where 1< i < 17 whose descriptions are given in Table 1.
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Table 2: DDS Role-Permission Assignment Constraints

Role Tasks | Location Constraint Time Constraint
State Epi P16 A-State Office, B—Juris a—Regular Hours
Office

Juris Epi p1, ps | B-Juris Office a—Regular Hours
P17 B—Juris Office b—-Always

Clinic Epi P17 D-Universe b-Always

Clinician p1,p2 | C—Clinic a—Regular Hours

State VC P11, P15 | A—State Office a—Regular Hours

Juris VC p1,ps | B-Juris Office a—Regular Hours

Local VC Team| py E—-Emergency Location| a—Regular Hours

c—Emergency Hours

e Objects are omitted from the example to keep it simple.

Role AssignmentThe user-role assignments and permission-role assignments are specfied

lows.

e User-role assignmentstserRoleAssigiflice, State Epib, AUB), UserRoleAssigiBob,Clinic
Epi,b,C), UserRoleAssig{Ben Clinician,a,C), andU serRoleAssigiCharlie, State VCa, AU
B).

e Permission-role assignments are summarized in Table 2.

Role Hierarchy Two pairs of roles are related by the unrestricted permission inheritanegdtig.

These relationships are specified as follows:

e State EpE(AIwaysU niverse Juris Epi State VCZ(AlwaysU niverse Juris VCandJuris VCZ(AlwaysU niverse

Local VC Team
Separation of Duty There are three separation of duty constraints in DDS system:

e User should not have permission to change VC protocols at the same timéas permis-
sion to change VC materials.

e User should not have permission to signal DV at the same time as signal DHF.
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e User should not be assigned to both Epidemiologist and Vector Contral ableny place

and time.
These can be represented as follows:

e SSODPRA = {(pu1, P15), (P16, P17) }
e SSODURA; ={ (State EpiState V@, (Juris Epi State V@, (Clinic Epi, State V@, (State EpjJuris VO,
(Juris Epi, Juris VO, (Clinic Epi, Juris VO }

DelegationOnly one delegation constraint is specified for this application. The systernisd
trator decided to transfer permissipg; from Clinic Epi role to Clinician role during emergency
hours at the clinic. The administrator does not allow the delegatee to delegapertimission

further. This can be represented in our model as follows:

e Delegate(Clinic Epi, Clinician, p17,t,c,C)
e depth{o ¢ (Clinic Epi, p17)) =1

The graph representation of the DDS security policies are shown in FigUi@ avoid crowd-
ing the graph, we show the spatio-temporal and delegation constraintsla3afbhePD edge
is represented by dashed arro®D edges are represented by dotted bi-directional arrows. The

activation paths and their associated spatio-temporal constraints are étted b

e (Alice, State Epihereli (Alice, State Epi}- [b, AUB|

e (Ben, Clinician)wherei(Ben, Clinician)= [a,C]

e (Bob, Clinic Epi)whereli(Bob, Clinic Epi)= [b,C]

e (Charlie, State VCyvherei(Charlie, State VC¥- [a,AUB|

Some examples of usage paths and their associated spatio-temporalictsesteagiven below:
¢ (Clinician, p1) wherepi(Clinician, p) = [a,C]
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®Ben ®Alice ®Bob ®Charlie ®Claire ®David

®Clinician ®StateEpi~ A .CIInICEpI <'Z egtateVC
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™
N

LN
isE pi

®p *p; ®p17 ®pg ®| ocalVCTeam
®py ®ps ®ps ®p; ®pg ®pio ®pi,
®pi3 ®p1y

Figure 1: DDS System’s Access Control Graph

e (Juris VC, Local VC Teamyhereyi(Juris VC, Local VC Teamj [aUc, E|

e (State VC, Juris VC, 1) whereli(State VC, JurisVC,1p = [a, B]

e (State VC, Juris VC, Local VC Teany)pvhereli(State VC, Juris VC, Local VC Teamy,) p
= (a0

Some examples of access paths are as follows:

e (Alice, State Epi, ) where}i(Alice, State Epi, f3) = [a,AUB]
e (Bob, Clinic Epi, p7) whereli(Bob, Clinic Epi, p7) = [b,C]
e (Charlie, State VC, JurisVC,1pwhereii(Charlie, State VC, Juris VC,1p= [a, B]
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5 Model Analysis

The model that we proposed earlier has numerous features that cactntéh each other to pro-
duce inconsistencies and conflicts. For example, incorrect spatio-tehgpastraints may prevent
a user from invoking his permission. Similarly, incorrect delegation mayecsaigdation of sep-
aration of duty constraints. Thus, we must perform an analysis to etfstrérconsistencies or
security violations do not occur when a given application is using our mddahual analysis is
error-prone and tedious. Towards this end, we show how Coloured\es (CPNs) can be used

for detecting problems in the authorization specifications.

5.1 Coloured Petri Nets

CPNs [19, 21, 22] have been widely used to model and analyze varipes ¢f real-world appli-
cations. With a comprehensive graphical representation and well-defareantics, CPNs allow
users to perform formal analysis on a wide range of problems. We starielsenting the charac-
teristics of a CPN model as described by Laborde et al. [27]. The stt&e€BN are represented
by theplaces which are drawn as ellipses or circles. Each place is associated walbrasetthat
determines the type of data that the place may contain. A state of a CPN is catiadkiag A
marking consists of a number of tokens that belongs to the individual pl&=eh token carries
a value (color), which belongs to the type of the place on which the tokétkesesThe tokens
present on a particular place compromise the marking of that place. Thestokea CPN are
distinguishable from each other. The marking of a place is, in general, aseuliftoken values.
The actions of a CPN are represented by means of transitions, whicbpaiesented as rect-
angles. Transitions and places are connected by arcs. Arcs cammzot any two places or any
two transitions. An activation (firing) of a transition removes tokens fromgdaonnected to the
transition’s incoming arcs (input places) and adds tokens to placesatedrie transition’s outgo-

ing arcs (output places). This results in the changes of the marking (sfated CPN. The exact
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number of tokens added and removed by the occurrence of a transitobtheir data values are
determined by the arc expressions. In addition to the arc expressiongadssthle to attach a
boolean expression (with variables), callgghrds to each transition. The transition can be acti-
vated and fired only when its guard function evaluates to true. The initial istB& of the system
is described usingitial marking and the final state is representedd®ad marking

Figure 2 shows a simple example of a CPN. This CPN consists of three platesa transi-
tion. TheUsersplace has a data typ¢SERand is assigned an initial markimglUsersconsisting
of six tokens, namelyAlice, Ben, Bob, Charlie, ClaiteandDavid. Similarly, theURA1place has
a data typdJRATYPEand is assigned an initial markidglURAsconsisting of four tokens. The
values of these two places can activate the transition c@lletkURALIf there exists a valuain
both places and the guard function@fheckURAIs satisfied, that igj is not null, then the transi-
tion CheckURAWill be activated and the token of valuewill be transferred to the terminal place
called AssignedUserwhich has typdJSER For further details on CPN, we refer the interested
reader to [21].

"Alice"++
"Ben"++
"Bob"++
*"Charlie"++ [ Users
*"Claire"++
 "David" USER o

AllUsers

S

u<>""

u
(u,r,udur,uloc) CheckURA1 AssignedUser
AllURAs USER
S LIRA1
"Alice”,"State Epi",["a"],["A"])++
"

L
"Ben","Clinician",["a"],["C"])++ URA_TYPE
"Bob"."Clinic Epi",["a""c"],["C"])+

Figure 2: Simple example of CPN model

In this paper, we advocate the use of the CPN Tools [20, 22] to devebbpraalyze the CPN
model representing the access control specification. Using CPN Toalsalkto investigate the
behavior of the CPN model using simulation and state space analysis. CiENwIbgenerate all

possible states that are reachable together with the values of environwegighles that cause the
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change. Checking all the generated states is a time consuming and emertask. To solve this
problem, we create queries using the Standard ML language [30] to salg¢hose states which
have the exact properties that we are interested in. To avoid state explosiaevelop a CPN
model for each of the problems that we try to detect. The models are popukitegvalues from
the access control graph representing the access control policiesafj#mization.

The CPN Tools have a well-defined user interface, shown in Figurer 3réating the CPN
models and populating them with the initial values. Once the CPN model has lesgad;rthe
tool allows one to do a state space analysis. The CPN Tools will generatesaibfestatesof the
model. Figure 4 shows the graphical representation of one of the staieatge by the model in
Figure 3. Note that, different states will store different tokens in eaateplBhe state is represented
by a round cornered rectangle, where 1 is the state number, 0 is the nafnivedecessors, and
4 is the number of successors. The sharp cornered rectangle sheowgesttription of the state
which consists of the current values stored in each place at that spstatiic Since the number
of predecessors of the state in Figure 4 equals to zero, the figurseapsehe initial state where
none of the tokens has been moved to the new place. Figure 5 shows thieteosap of states
generated by the model in Figure 3. The arrow connects a predeststsnio each of its successor
states. For the complete reference on the CPN Tools, please refer.td [22fetails about how to

perform the state space analysis can be found in [30].
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[l cen Tools (version 2.2.0 - September 2006)

¥Tool hox S
w Auxiliary
»Create
® Hierarchy
» Monitoring
= Net
- Simulation
» State space
» Style
FView
= Help
# Options
¥DenguaSTREAC UserlE.cpn
Step: O
Time: O
¥Options
Output directary : <same as model>
¥Performance report statistics
» Simulation perfarmance report
w Replication performance report
» History
¥Declarations
 Standard declarations
¥colset USER=STRING;
¥ colset ROLE=STRING;
¥ colset LOCATION=list STRING;
¥ colset DURATION=|ist STRING;
¥ colset VERTEX=STRING;
¥ colset ANCESTOR=product STRING*DURATION* LOCATION;
¥colset EDGETYPE=STRING;
¥ colset PERMISSION = INT;
¥colset DEPTH = INT;
¥ colset MU=product DURATION*LOCATION;
¥ colset LHO=product STRING*DEPTH;
¥ colset EDGE=product VERTEX*VERTEX* EDGETYPE
*DURATION* LOCATION* STRING*DEPTH;
¥ colset SOD_TYPE=product ROLE * ROLE;
¥ colset USERCONTEXT=product DURATION*LOCATION;
¥ colset ROLECONTEXT=product DURATION™LOCATION;
¥ colset USERANDCONTEXT=product USER*DURATION™* LOCATION;
¥ colset ROLEANDCONTEXT=product ROLE*DURATION* LOCATICN;
vval Allusers=1"("Alice™)++

1 ("Bob")++
1'("Ben")++
1" ("Charlie")++
17 ("Claire")}++
1° ("David");
»val AllauthEdgesCompact
b val AllRoles

» val AllauthEdgesBackup

vval AlluserAssign=1" ("Alice”,"State Epi","UA" ["a","c"], ["A","B"],"",0)++
1°("Bob","Clinic Epi","UA",[" B i
1°("Ben", "Clinician”,"UA",["a"], ["C"],"",0)++
17 ("Charlie","State VC","Ua" ["a"], ['a","B

wval InitMuHat=1" (["a","¢"], ['A","B","C" ,"E"

= val AllSoDEdges

wvar d1,d2,d3,d4,dMu, dSoD: DURATION;

wvar 1, 12,13,14, IMu,I500:LOCATION;

¥varu: USER;

wyvar v, v1,v2, v3, v4, dtr: VERTEX;

¥var etype: EDGETYPE;

¥var p,jre,dp: PERMISSION;

wvar depth: DEPTH;

Yuar e FNGF: v

=

\Binder 0
IEQueries  UserlE

10
St

" "State Epi*," UA

10
1°("Ben","Clinician® " UA
" D)4+

1 ("Bab","Clinic Ep" "UA" ["a, "< L[
UL 0+

1 ("Charlie","State VC","UA",["a"] ['A
gy

Allus=rAssign

1 "Alies" ++
S 1" "Bant++
17"Bob"t
1t eharlie” +4
1 "Claira’ +4

B

USEF

None

(uv.etype.dl.1.dtr.depth)

Move
Assignad
user

1" "David"

USER

| sim

Create

m
s (]

Figure 3: CPN Tools User Interface
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1
0:4

1:

UserlE'User_Assign_Edges 1: 1° ("Alice","State Epi","UA",["a","c"],["A","B"],"",0)++
1*("Ben","Clinician","UA",["a"],["C"],"",0)++

1 ("Bob","Clinic Epi","UA",["a","c"],["C"],"",0)++
1 ("Charlie","State VvC","UA",["a"],["A","B"],"",0)
UserIE'Users 1: 1" "Alice"++

1'"Ben"++

1'"Bob"++

1" "Charlie"++

1" "Claire"++

1 "David"

UserIE'Assigned_Users 1: empty

Figure 4: Example of values stored in each state

Figure 5: Example of complete state graph

In this paper, we detect the following problems with the access controlfispgion:

e Isolated entity occurs when an entity is not connected to any other entity.

¢ Infeasible path occurs when a user cannot access a permissionlgeaniio an access path.
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e Delegation constraint violation occurs when the spatio-temporal constessteiated with
delegation or the delegation depth constraint is violated.
e Separation of duty violation occurs when a user is assigned conflictirgy valheen a permis-

sion is assigned conflicting roles, or when a user is able to activate comflicles.

5.2 Isolated Entity Detection

Isolated entity occurs when an entity is disconnected from other entities in¢kesacontrol graph,
thus making it useless with respect to the access control specificatiosid€othe DDS example
discussed in Section 4.1. If we look at the graph in Figure 1 representragtess control policies
of the DDS, we find that useiGlaire and David are not connected to any roles or permissions —
these are examples of isolated entities. A similar argument can be made forgensig and

ps. In our model, we can have three types of isolated entities, correspondirsgts, roles, and

permissions, as described below.

1. Type 1:User who is not assigned to any role which prevents him from acquirpgamis-
sion.

2. Type 2:Role which is not assigned to any permission or junior role and therefareotase
any permission.

3. Type 3:Permission that is not assigned to any role which prevents it from beingedvo

We develop CPN models to detect each of these types of isolated entities fdfdveng, we

describe how to detect isolated users, that is, isolated entity of Type 1.

col set USER=STRI NG

col set LOCATION = |ist STRING
col set DURATION = |ist STRING
col set VERTEX = STRING
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col set EDGETYPE = STRI NG
col set DEPTH = I NT;
col set EDGE = product VERTEX* VERTEX* EDGETYPE* DURATI ON* LOCATI ON* VERTEX* DEPTH,

All types of entities and relationships in our model are represented uslngsets From the
declaration above, edge is represented by a tuple of vertices. ThesetlcalledEDGETYPEs
used to distinguish between different types of edges. To reprgdanttion, we use the product
of DURATIONandLOCATION Similarly to represenp function, we use the product &TRING
andDEPTH

We next model the states of the application that are of interest. The stateagiilieation is
represented using CPN¥aceswhich are drawn as ellipses or circles. Each place has an associated
type, specified using color set, that determines the data type that the plac®ntai. In Figure
6, we have three places denotediser Assign EdgedJsers andAssigned Userthat have data
typesUSER EDGEandUSERrespectively. Each state of a CPN is callem@king The marking
of a place is represented by a multi-set of token values. The initial markiagsgsenting the
initial states, are initialized using values from the access control graparargshown in the boxes
adjoining the places. For example, the initial marking of thsersplace, referred to a&llUsers
consists of six tokens corresponding to the ugdise, Ben Bob Charlie, Claire and David in
the access control grapillUsersis described using a multi-set. Since all users are unique, the
number of each multi-set member equals one. For example, the notat{dl i ce") indicates
there is only one useklice. The union operatiorH(+) is used to represent situations when there
are more than one member, as in our example. The initial marking of plaeeAssign Edges
referred to aAllUserAssignis specified in a similar manner and are populated using User-Role
Assignment and Role to User Delegation edges from the access comipbl giere, we repeat the

specifications of the initial markings.
val AllUsers=1'("Aice")++1' ("Bob")++1' ("Ben")++1' ("Charlie") ++
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1'("Olaire")++1' ("David");

val All UserAssign=1'("Alice","State Epi","UA",["a","c"], ["A","B'],"",0)++
1'("Bob","Clinic Epi","UA",["a","c"], ["C'],"",0)++

1 ("Ben”,"Cinician","UA", ["a"], ["C'],"",0)++

1'("Charlie","State VC',"UA",["a"], ["A","B'],"",0);

The actions of the CPN are described by transitions, which are repedsesing rectangles.
Arcs connect transitions and places. An activation (firing) of a transigéomoves tokens from
places connected to the transition’s incoming arcs (input places) andt@kitss to the places
connected to the transition’s outgoing arcs (output places). This resufte imarkings of the
CPN, that symbolizes its state, to change. Itis also possible to attach a berpeassion, referred
to as a guard, to each transition. In such a case, the guard function ralistevto true before
it can be activated. The exact number of tokens added or removed biyitigeof a transition
and their respective data values are determined by the arc expres3ibadransitions can be
fired repeatedly. When the marking of a place can no longer be chaibgedsferred to as dead
marking.

Figure 6 shows one transitidviove Assigned Useéhat is activated when the arc expressions
match on thei values and the guard function kfove Assigned Useserifies thatu is not null. The
initial markings cause this transition to be fired. The correspondifig v, etypedl,|1, dtr,depth
get removed frontUsersandUser Assign Edgeglaces respectively andgets added téssigned
Users The transitions are fired repeatedly until no more state change can take righe given
example, the transitions are fired for uséi&ce, Ben Bob and Charlie. The terminal state is

reached when no more transitions can be fired.
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AllUserAssign

(u,v,etype,dl,I1,dtr,depth)

Move u K
Assigned Asslsger:id
User

USER

Figure 6: CPN Model for Isolated Entity Detection (Type 1)
Query 1
Show all terminal states
Sear chNodes (EntireG aph,
fnn=>(length(QutArcs(n)) = 0),

NoLi mi t,
fnn=>n,
(1,

op ::)

We use Query 1, which is the general query to show all terminal statestect d@solated en-
tity. This query is written using built-in query function of the State Space TalddSearchNodes
[20]. The first argument irsearchNodesnamely,Enti r eG aph, signify that we want to search
the whole graph. The second argumdmt,n => (| ength(Qut Arcs(n)) = 0), states that we
want to check all nodes that have no outgoing arcs, that is, the termidaknd he third argu-
ment,NoLi mi t, states that we want the query to return all possible results. The foguiment,
fn n => n, states that we do not want to change the value of the search result. fthrerdu-

ment states that the initial value of the result set is equal to empty list. The dashantop : :,
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will combine all search results into one list. From the explanation above yQuwill return the
state where the transition cannot proceed anymore. The result is thewstdieml6 which can be
viewed using the commandpr i nt (NodeDescri ptor 16).

The content of each place in state number 16 is shown below:

Users=1'("Claire")++1' ("David");
User Assign Edges=enpty;
Assigned User=1'("Alice")++1" ("Ben")++1' ("Bob")++1' ("Charlie");

The result shows that tokens corresponding to users Claire and David@aced)serswhen
the transitions cannot be fired anymore. These users cannot beetraddo the next staté\é-
signed User and they are isolated entities. With trivial modification, we can develop the CPN

models to detect the other types of isolated entities.

5.3 Infeasible Path Detection

Recall that in an access control graph, a wsisrauthorized for permissiopthrough roler if there

is an access path connecting, andp. The spatio-temporal constraints may be specified in such
a manner that it may not be possible foto invoker resulting in an infeasible path. Consider the
following access path given in Figure 1BenClinician, p;17). Benis assigned tc&Clinician role
during regular hours at th€linic. However, theClinician is delegated permissigm 7 only during
emergency hours at th@linic. Thus, the temporal constraints prohiBiénfrom ever invoking
permissionps7. This is an example infeasible path.

Figure 7 shows the CPN model for detecting infeasible paths. This modelétoged to
perform a depth first search on the access control graph and ¢althegi function of each acs-
path. If there is an acs-path where thduhction equal to empty set, then this acs-path is the
infeasible path. In this CPN model we have a transition caBedl Initial Vertex This transition

will get the first token needed to start the analysis. Moreover, it willgmeather tokens from being
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retrieved while the previous token is still in the analysis process. The tranRétieve Edgevill
retrieve the authorization edge which startsBtthen add it to théAuthorization Pattplace as a
record. Then the transitioBalculate Mu Hawill calculate the currenti Value. If either the spatial
value or temporal value qf équals empty set, it will trigger thimfeasible Pathransition to fire.

This transition will send boolean valurie to thelnfeasible Pattplace, which will notify us that
there exists an infeasible path in our policy. The initial marking of Wlsersplace, denoted by
AllUsers consists of all users in the access control model. The initial marking &utteorization
Edgesplace, denoted bllAuthEdges consists of all edges except the SoD edges in the access
control graph.

Query 2

Infeasible Path

fun InfeasiblePath() : Node Iist

= Sear chNodes(

EntireG aph,

fn n=>(

(size(Mark. UserlnfeasiblePath’ Infeasible Path 1 n) <> 0)
),

NoLimit,
fn n=>n,
(1.

op ::)

Query 2 checks the infeasible path that may occur due to incorrect spdéoifis in the spatio-
temporal constraints. The second argument in SearchNodes whielseafs a function states that

we want to check the states where the number of tokehsfieasi bl e Pat h place is not equal to
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Authorization
Path

(v1,v2,etype,di,l1,dtr,depth)

AllAuthEdges

Authorization (v1,v2,etype,di,l1,dtr,depth) | Retrieve (v1i,v2,etype,di,l1,dtr,depth)
Edges Edge

Current
Edge

A
) 4

EDGE EDGE
if (intersection(d1,d2) <> []) andalso viv2 etype di |1 dtr.depth
(intersection(l1,12) <> []) andalso (vi,v2,etype,dl,I1,dtr,depth)
INextInitVertex=true (etype <> "PA") then
AllUsers 1'v2
Get (intersection(d1,d2),
u else empty
Users P Initial (\?/uerrrteeT(t < C;'Slﬂaatte intersection(l1,12))
Vertex
USER VERTEX
input ();
output ();
action

(NextInitVertex:=false);

InitMuHat Current

Mu Hat

Y

(d2 = []) orelse
(12=1D

Infeasible
Path

true

Infeasible
Path

BOOL

Figure 7: CPN Model for Infeasible Path Detection

zero. The result shows that states 37 and 47 contain the infeasible patbsérve the result, we

print the content of state number 47. Below is part of the content of state 47

Aut horization Path = 1°("Charlie","State VC',"UA",["a"], ["A","B"],"",0)++
1'("State VC',"Juris VC',"RH",["a"], ["B"],"",0)++
1" ("Juris VC',"Local VC Teant,"RH",["a","c"], ["E'],"",0);

The analysis reveals another infeasible path that exists in our DDS exa(@plarlie, State
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VC, Juris VC, Local VC Team,7p This infeasible path is caused because no spatial constraints
can be satisfiedCharlieis assigned the rol8tate Vdn the State OfficeandJuris Office However,
the State VCGinheritsJuris VCs permissions only in thduris Officeand Juris VCinheritsLocal
VC Teans permission only irEmergency LocatianThis preventsCharlie from invoking any of
theLocal VC Tears permission. State 37 reveals another infeasible (B¢ Clinician, p17) that

exists in our application.

5.4 Delegation Constraint Violation Detection

A delegator can delegate only the roles or privileges assigned to him. Mworabe delegation
duration and location should satisfy the associated spatio-temporal ¢otssthathe context of our
example, ifClinic Epi tried to delegate privileges (which he does not possess), then it would be
an example of delegation constraint violation. Similarly, if the thidas Epidelegated permission
p3 to Clinician at locationA (State Office) and time (Emergency Hours), then it would violate the
delegation constraint. This is because the doles Epidoes not have permissigm in locationA

at timec.

The delegation should also not violate the delegation depth constraint. Thisftyiolation
occurs when there is a chain of delegation and the delegatee furtheatdsl#ue privilege beyond
the specified depth. For example, if the delegation depth is specified abene,delegation depth
violation will occur if the delegatee is trying to further delegate the privilegehds acquired by
virtue of delegation. In the context of our example, the @limic Epi transfers the permission
p17 to Clinician at timec and locationC and the delegation depth is specified as 1. Now, if the
Clinician further delegates privilegp;7 to some other role, then the delegation depth constraint
will be violated.

Figure 8 shows the CPN model to detect the delegation constraint violatisnibiel is de-

veloped to ensure that both delegation depth constraint and delegattatspaporal constraint
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are satisfied by using the guard function of the transiGteck Delegation DeptandCheck Del-
egation Constraintespectively. If theCheck Delegation Depttransition is activated, then there
exists a delegation depth violation. Similarly, if ttdeck Delegation Constraiig activated, then
there exists a spatio-temporal delegation constraint violation that indicatésetdelegator is del-
egating the privileges to which he has no accessibility. The model will sengrtidematic edge
to the place corresponding to each type of error to notify the error.

The initial markings of théDelegation Edgeplace, denoted byliDelEdges consists of all
delegation edges, that iRDUPD. The initial markings of theDelegator Authorization Edges

place, denoted bglIDtrAuthEdgesconsists of all edges belongingWA U RH U PA.

(depth=0)

ChECk_ (v1,v2,etype,di,l1,dtr,depth) Depth
Delegation P> Violati
(v1,v2,etype,dl,l1,dtr,depth) Depth iolation

EDGE

AllDelEdges

Delegation
Edges
E

Check (v1,v2,etype,di,I1,dtr,depth) /constraint
(dtr,v2,etypeDtr,d2,12,v,depthDtr) Delegation > Violation
Constraint
EDGE

AlIDtrAuthEdge

Delegator
Authorization
Edges
EDGE

Figure 8: CPN Model for Delegation Constraint Violation Detection

We then formulate queries for delegation depth violation and delegation aristiolation.

Both queries return empty list, which ensures that our model is free framtipoes of violation.
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5.5 SoD Violation Detection

Separation of duty violations can be static or dynamic. Static separation ofautye with respect
to the user-role assignment or permission-role assignment. In DDS systdrawe two different
types of SSoD-one with respect to user-role assignment and the otheesp#rct to permission-
role assignment. Let us take the example of SSoD for permission-role amsignNo role should
have permissionp;g (Signal VC for Dengue Virus) angs7 (Signal VC for Dengue Hemorrhagic
Fever) at the same time. Thus, if a role does have these conflicting perrajsSi®aD will be
violated.

Figure 9 shows the CPN model to detect separation of duty violations. Thel mdidberform
a reverse depth first search starting from the vertices associated wilofthedge. The ancestors
of the two vertices will be stored in two separate places calédAncestorsand V2 Ancestors
respectively, together with their correspondipgdlue. If there exist a common ancestor and
there is an overlap of spatio-temporal points, then SoD is violated. The mdtigien send the
problematic SoD and its ancestor$oD ViolateandSoD Violate Ancestagplaces respectively to
notify the error.

The initial marking of theSoD Edgesdenoted byAllISoDEdgess populated by all SoD edges
in the access control model. The initial markings/Aafthorization Edges Vand Authorization
Edges V2 denoted byAllAuthEdges consists of all edges except the SoD edges in the access

control graph. The content &ilSoDEdgess shown below.

val Al | SoDEdges=

1'("State Epi","State VC',"RSSD',["a","c"],["A","B","C',"E"],"", 0) ++
1'("State Epi","Juris VC',"RSSD',["a","c"],["A","B","C","E"],"", 0) ++
1'("Juris Epi","State VC',"RSSD',["a","c"],["A","B","C,"E"],"", 0) ++
1 ("Juris Epi","Juris VC',"RSSD',["a","c"],["A","B","C',"E"],"", 0) ++
1'("Clinic Epi","State VC',"RSSD', ["a","c"],["A","B","C","E'],"", 0) ++
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1("CAinic Epi","Juris VC',"RSSD", ["a","c"],["A","B","C","E"],"", 0) ++
1 ("p11","p15","PSSD',["a"],["A","B","C","E"],"", 0) ++
1 ("pl6","p17","PSSD',["a"],["A","B","C","E"],"",0);

AllAuthEdges

Authorization
Edges V1

Ia

EDGE
(v3,v1,etype,d3,I3,dtr,depth)

if etype <> "UA" then
1°v3 Retrieve (v3,intersection(d3,dMu),
else empty Edge And intersection(13,IMu)) V1
Calculate Ancestors
Mu Hat v ANCESTOR

(intersection(d3,dMu),
intersection(l3,IMu))

Current
Vertex V1 (v,d1,11)
VERTEX MU

(intersection(dSoD, intersection(d1,d2))<>[]) gndalso

(dMu, IMu)

vl
(INextSoD=triie) (intersection(ISoD,intersection(l1,12))<>[])
InitMuHat

AllSobEdges (v,intersection(dSoD,intersection(d1,d2)),
SoD (v1,v2,etype,dSoD,ISoD,dtr,depth) Get (v1,v2,etype,dSoD,ISoD,dtr,depth) mn,vz,e(ype,dSoD,ISoD,dtr,depth) intersection(ISoD, intersection(11,12))) So
Fdges Sob InitMutat N30 T_SeP g Vlias(e

EDGE EDGE

input ();
(v1,v2,etype,dSoD,TSeD, dtr,depth)

output ();

action
V2 (NextSoD:=false);

(v,d2,12)

Current

Vertex V2 MU

VERTEX
(intersection(d4,dMu),
intersection(l4,IMu))

v2 Retrieve (v4,intersection(d4,dMu),
"] Edge And intersection(l4,IMu)) ﬂz
Calculate P\ Ancestors
ANCESTOR

if etype <> "UA" then
: Mu Hat V2

(dMu, IMu)

else empty
(v4,v2,etype,d4,14,dtr,depth)

AllAuthEdges

Authorization
Edges V2

EDGE

Figure 9: CPN Model for Separation of Duty Violation Detection

We then formulate a query to check for SoD violations. Our analysis revastsus SoD vio-
lations. For example, there is a SoD violation caused by assigning th&tedkeVQwo conflicting
permissiongpi; and pis. Similarly, there is another SoD violation caused becauseState Epi

gets conflicting permissions e andpy7. Our analysis reveals that there is no SoD violation caused

by any user being assigned conflicting roles.
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5.6 Soundness and Completeness

The set of problems that we considered in this work are by no meanssixtgaulror example, it is
quite possible that the spatio-temporal constraints have been incorrestlfiesgh but this error does
not lead to isolated entities, infeasible path, SoD violation or delegation constialation and
will not be detected. However, with respect to the problems that we dotdetecan make a few
comments about the soundness and completeness. If the CPN modelhesrbeetly constructed
and populated using the access control graph, then we can provdnsssnand completeness
properties with respect to the given problem.

Consider, for example, the problem of detecting isolated users as shdvigure 6. Let us
recall how this CPN will operate. The initial markiddlUsersare populated using the user entities
in the access control graph. Similarly, the initial markilildjJserAssignare initialized usingJA
andRDy edges in the access control graph. The transitimve Assigned Usewill fire as long
as some usar matches the userin the edggu,v,etypedl,11,dtr,depth. This firing results in
removingu and(u,v,etypedl,11,dtr,depth from UsersandUser Assign Edgespectively and
addingu to Assignhed UsersWhen no more transitions can be fired, the terminal state has been
reached and the pla¢éserscontain isolated users.

Suppose there is some isolated ugen the access control graph that is not detected by this
CPN model. In other words, usgr is not in theUsersplace when the terminal state is reached.
This leads to two possibilities: either usgris in Assigned Userplace in the terminal state or it
is not. Ifu; is in Assigned Userghen there exists an edge of tyfe,v,etypedl,11,dtr,depth
in the initial markingAllUserAssign This is possible only if there is a corresponding or RDy
edge in the access control graph involvingthis, in turn, precludes; from being an isolated user.
If uj is not in Assigned Userm the terminal state and it is also not rsers thenu; was not in
the initial markingAllUsers This is possible only if the access control graph does not contain

Since both the cases are not possible, it means thatuusaust be in thdJsersplaces when the
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terminal state is reached. Thus, all isolated users are detected by the GieN mo

Supposey; is detected as an isolated user by the CPN. This impliesithatn the placéJsers
in the terminal state. In other words, there is no edge of the farv, etypedl,|1,dtr,depth
in the initial markingAllUserAssign In other words, there is no UA edge RDy edge associated

with u; in the access control graph. This implies thats indeed an isolated user.

6 Improving the Analysis Performance

CPN explores the state space to check for violations of access corapmrgies. Our investiga-
tions reveal that even a modest increase in the number of places antionsnsause a significant
increment to the number of states of the state space. This state explositenpiobreases the
verification time substantially. In the worst case, if the number of states bactmodarge, the
model cannot be verified. Consequently, we need to find techniquesdocing the size of the
CPN model.

We looked at the various CPN models that we generated for detecting mmohligh the access
control specifications. We observed that the number of states generatedlCPN model were
related to the number of edges traversed in the access control grajatdoting a specific problem.
We looked at the number of states generated for each problem. For dg@elgation constraint
violation, the number of states generated is of the o@gPD| + |RD|) where |PD| and |RD|
represent the number of permission delegation edges and role deleghjemrespectively. Since
typically the number of delegation edges will be small, we did not think it necgssgroduce
further optimization. We next considered the problem of detecting infeaséiles. In this case,
the number of states generated is of the o@gU | [E| + |IP|) where|U| is the number of users,
|E| is the number of edges in the access path, |#Rfdis the number of infeasible paths. Next,
consider the problem of detecting SoD violations. Here, the number of gfatesated is of the

order ofO(|SD||E| +|SoD) where|SD is the number of SoD edgée| is the number of edges in
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the access path, anoD0 is the number of SoD violations. Thus, one way to reduce the number
of states is to decrease the number of edges in the graph.

One way of reducing the number of edges is to flatten the hierarchy. Weodié #itial
experiments in order to understand the effect of flattening the hieramhiieostate space. We
created a very simple access control graph consisting of one usesseneole assignment, one
permission-role assignment, and multiple levels of hierarchy. With 10 leveleafrbhy the state
space reduction was 40%, which is quite significant. This motivated us tddranghe access

control graph to a smaller graph, which we term, pinwilege acquisition graph

6.1 Privilege Acquisition Graph

In order to generate a smaller number of states in the CPN model that deegnéfferification,
we propose to transform the access control graph into the privileggsitaon graph. The privilege
acquisition graph essentially flattens out the hierarchical structure.

It captures the following relationshipktA’, PA, PO andSD whereUA' represents the user-
role assignment that occurs either directly or indirectly via hierarchy atedjdtion constraint®A
represents permission-role assignment that occurs either directly cedtigidue to inheritance
and delegationPO' corresponds to the permission-object relationship (represent&Dbyg the
access control graph), aD corresponds to separation of duty (represente8Dyn the access
control graph). Algorithm 1 shows the transformation process. Stepd4 alll the vertices of
the access control graph to the privilege acquisition graph. Step 2rntemlethe act-path in the
access control graph tdA’ edges in the privilege acquisition graph. Since the act-path consists
of a sequence of activation hierarchies, the activation hierarchieffattened out at this point.
Step 3 converts all the u-path in the access control grapt\tedges in the privilege acquisition
graph. Since the u-path consists of a sequence of permission inhettararehies, the permission

inheritance hierarchies are flattened out in this step. Steps 4 and 5 atlisR(D, SD edges in
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the access control graphB®', SD edges in the privilege acquisition graph respectively. The time
complexity to generate the privilege acquisition grap@®(¥ E), whereV is the number of vertices
andE is the number of edges of the original access control graph.

Theorem 1

The role authorizations and user authorizations are equivalent in taesswantrol grap&(V, E, W, p)

and its corresponding privilege acquisition gra@lv’, E’, ).

Proof First, let us consider the case of role authorizations. Suppose R is authorized for
permissionv’ € P in the access control grapgb. This is possible if there exists an u-path in the
access control graplv,vi, vz, ..., vy, V) andfi(v,V) # 0. By step 3 of algorithm 1, if there exists
an u-path(v,vi,Vo,...,vq,V) in the original graphG, it will be transformed to @A’ edge in its
corresponding privilege acquisition gra@with the same spatio-temporal constraigiy,v') =
f(v,V)). Hence, for every u-path i, there exists #A edge inG' that authorizew to acquire
permissionv’ at [i(v,v') To show the converse, let us consider an efg€) € PA in G'. Since
edge(v,V) € PA in G is created from some u-path @, every role authorization &’ has a
corresponding u-path i@ that gives rolev permission/ at the same spatio-temporal points. Thus,
for every edgdv,V') € PA, there exists an u-path i@ that gives roles permissionv.

Next, let us consider user authorizations. Let userU be authorized for permission € P
with respect to objeot’” € O in the access control grafgh This is possible if there exists an acs-
path(v,va,Vz,...,Vi,...,V,V’) such that; € R for somei, (v1,...,V;) is an act-path(v;,...,V) is
an u-path(V,v") € POandi(v,v’) # 0. Corresponding to this acs-path, the algorithm to generate
the privilege acquisition graph creates three edges in Steps 2, 3, andededfes created are
(v,vi) € UA wherep! (v,vi) = fi(v,vi), (vi,V') € PA wherel (vi,V) = fi(vi,V), and(V,V’') € PO
wherep! (V, V') = u(V,v"). Moreover,u (v, vi) N (vi, V) N (V,V') = fi(v,v"). These three edges
(v,v), (vi,V') and(V,V") give the usev permission/ to access objeat’ at pointsii{v,v"’) in graph

G'. To prove the converse, let us assume that the privilege acquisition Gfggmovides some user
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Algorithm 1 Transform access control graph to privilege acquisition graph

{Input: Access control grap(V,E,,p)}
{Output: Privilege acquisition grap’(V',E’,)}
BEGIN
V' —0
E'—0
W0
{Step 1: Add all vertices of the access control graph to the privilagguisition graph
forall veV do
V' —V'Uv
end for
{Step 2: Transform all act-path starting at each user vertex of tikesccontrol graph to the set of edges
of the privilege acquisition graptJ@’)}
forall ve U do
for all act-pathact = (v,...,V') do
E' —E'U(vV)
H(WV) < A(v,V)
W= UK (wV)
end for
end for
{Step 3: Transform all u-path starting at each role vertex and endirtige permission vertex of the access
control graph to the set of edges of the privilege acquisigiaph PA)}
forall (ve R)A(V € P)do
for all u-pathu; = (v,...,V') do
E' —E'U(vV)
H(WV) — A(v,V)
H—HUp(wY)
end for
end for
{Step 4: Add all PO edges from the access control graph to the set of edges ofitlilege acquisition
graph PO)}
forall (v,v) € POdo
E' —E'U(vV)
H(WY) — HvV)
WU (vV)
end for
{Step 5: Add all SDedges from the access control graph to the set of edges ofitllege acquisition
graph SD)}
for all SD edgesd = (v,V') do
E' —E'U(vV)
H(VMV) — uvV)
M= UP(wY)
end for
ReturnG' (V' E’,{)
END
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upermissiorp for objecto. This implies that there exists three edges of(the) e UA', (r, p) € PA
and(p,0) € PO and(l (u,r) N (r, p) N (p,0) # 0. The existence of these three edges is possible
only if there is an act-patfu,vi, vz, ..., Vq,r), an u-path(r,vy,v5, ..., v, p), an edgg p,0) € PO

in the corresponding access control graph. Moreomén,r) = fi(u,r), W (r,p) = f(r, p), and

K (p,0) = u(p,0). Thus, usen will get permissionp to access object at the same spatio-temporal
points in graplG.

Lemma 1

Each isolated entity that exists in the access control g@&phalso present in the corresponding

privilege acquisition graps’ and vice-versa.

Proof Letu; be an isolated user in the access control graph. This means that theradispatih
starting at;. Consequently, there is no edgeld’ in the privilege acquisition graph of the form
(u,Vv). Since the edges A’ are the only edges joining users to roles in the privilege acquisition
graph,u; is also an isolated entity in the privilege graph. Converselyjldte an isolated user in
the privilege acquisition graph. Thus, there is no edge of the fegv) in UA'. This is possible
only if there is no act-path starting af in the access control graph, which implies thatis an
isolated entity in the access control graph. We can make similar argumentelédedsroles and
permissions.

Lemma 2

For each infeasible path that exists in the access control géaphere exists a corresponding

infeasible path in the privilege acquisition gra@hand vice-versa.

Proof Let P = (v1,Vvs,...,Vy) be an infeasible path in the access control graph whate. ., v;)
is an act-path(v;,...,v,_1) is an u-path andvy_1,v,) be inPO. SinceP is an infeasible path,
A(v1, Vi) = P(ve, Vi) N(Vi, V1) N(Vn—1,Vn) = (d, ) where eithed = 0 or| = 0. The construction
of the privilege graph from this acquisition graph generates the follondag® (v1,Vi), (Vi,Vn-1),

and(vp_1,Vvn) where(vy,vi) € UA, (vi,vy_1) € PA and(vp_1,Vn) € PO and (v1,Vvi) = fi(va, Vi),
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W (Vi,Vn-1) = Vi, Vn_1), @nd i (Vn_1,Vn) = (Va—1,Vn). Thus, ¥ (v1,vi) = fi(V1,Vn) = vy, Vi)
NR(Vi,Vh—1) Nf(Vh-1,Vn) = (d,l) where eithed = 0 or | = 0. Thus, the patlivi,Vi,vh_1,Vn) iS an
infeasible path in the privilege acquisition graph. The converse can be ynpitaved.

Lemma 3

For every SoD violation that exists in the access control gaghere exists a corresponding SoD

violation in the privilege acquisition gragll and vice-versa.

Proof Suppose the access control graph has a SSoD role-permission viofdtiedfi@m(ri,ro,...,r, pi),
(ri,r5,....ry, pj) and(pi, pj) where(ry,ro,...,r, i), (f1,r5,...,ry, pj) are u-paths antp;, p;) is

a SoD edge an@i(f1, pi) N {i(ry, pj) NR(pi, Pj) = (d,1) whered # 0 and| # 0. By construc-

tion, the following edges are generated for the privilege acquisition gr@plp;) and(ry, pj) are
edges inPA and(p;, pj) is an edge irBD. Sincep! (r1, pi) = f(r1, pi), K (r1, pj) = fi(r1, pj), and

K (pi,pj) = A(pi, pj), we havel!(r1, pi) N (ry, pj) N (pi, pj) = (d.1). Thus, the edge& 1, pi),

(r1,p;) and (pi, p;) indicate there is a SoD violation. The converse can be proved in a similar
manner. We can also prove the other types of SoD constraint violations $ymilar

Theorem 2

The privilege acquisition graph accurately captures isolated entities sibfegaths, and SoD

violations.
Proof The proof follows from Lemmas 1, 2, and 3.

Note that, the privilege acquisition graph contains less information than thesponding
access control graph. For example, information about the role higrésaio longer present in
the privilege acquisition graph. The CPN analysis of privilege acquisitiaptg will detect the
problems, but it may not have enough information to identify the source girtitidem. Thus, if
a problem exists, the access control graph or its subgraph related tmtierp must be analyzed.

For instance, if the analysis of the CPN corresponding to the privilegaisitgn graph identifies
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that there is an infeasible patin, vi,vn_1,Vn), then to detect where the spatio-temporal constraints
have been violated we need to find the subgraph of the access coapbligvolving these vertices
and analyze it. Similarly, if the CPN analysis of the privilege acquisition grapéals a potential
SoD violation involving edgesry, pi), (r1,pj), and(pi, pj), the corresponding subgraph of the
access control graph must be analyzed to identify the source of thieprob

The subgraph can be generated by performing the reverse depteéirsh from both ends of
the SoD edge in the original access control graph. The time complexity toajeriee subgraph
is O(|V| + |E|). Once the subgraph is generated, we can replace the set of edgesasicdss
control graph in the CPN model with the set of edges of the subgrapheafatip the analysis in
the same manner. This significantly reduces the analysis time because thietsesubgraph is

substantially smaller.

6.2 DDS Example Privilege Acquisition Graph

We use Algorithm 1 to transform the access control graph of the DDSmyiste the privilege
acquisition graph, shown in Figure 10. The new spatio-temporal constrain be calculated from
the [i(v,V') function as described in Algorithm 1. For instanpeState Epip;) in the condensed
graph can be calculated fropiState Epjp;) of the original access control graph, which equals to
u(State Epiduris Epi) N p(Juris Epip1) = [b,B]N[a,B] = [bna,BNB] = [a,B]. Note that in this
example duratiob meansAlways hencepna=a. We compute other spatio-temporal constraints

in the same manner. All new spatio-temporal constraints are shown in Table 4.

6.2.1 Problem Detection using Privilege Acquisition Graph

In this section, we show how to detect infeasible paths and separatiotyofidlations using our

modified approach.
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Figure 10: DDS System'’s Privilege Acquisition Graph

Infeasible Path Detection

We define the types in the model using colorset as shown in Section 5. Wheupédvilege
acquisition graph instead of the access control graph to populate the initighgeof our pre-
vious CPN model shown in Figure 7. The initial marking fanthorization Edgesdenoted as
AllAuthEdgess populated by th& A" and thePA edges of the privilege acquisition graph. The
rest of the initial markings for other places are the same as before.

We allow the execution of this model and run the queries to detect infeasthie Jde analysis
result shows that the system contains infeasible path. The query shaivessét of state§42, 43}
suffers from the infeasible path. To check this, we useptiite command to check the descriptor
(environmental variables) of the state. For instance, let us check thet8taBelow is part of the

content of state 43.

Authorization Path = 1'("Ben","dinician","UA",["a"], ["C'],"",0)++
1'("dinician","pl7","PA", ["c"], ["C'],"",0);

The result shows that the infeasible path occurs becaus®aseannot acquirg;; assigned
to him via theClinician role. The percentage reduction in the number of states when using the

privilege acquisition graph instead of the access control graph is ordycgpt in this case.
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In this analysis, we do not have enough information about Bemwwas assigned th€linician
role, whether through direct assignment or indirect assignment byrtligrar delegation. If we
are interested in knowing the source of conflict, we have to verify the @aligiraph. However,
since we know that onlp,7 causes the problem, we can bypass the verification of other irrelevant
entities. To do this, from the access control graph, we create a stibgoagists of all entities
related withp;7 by performing a reverse depth first search starting fpam The subgraph derived

from the access control graph is shown in Figure 11.

®Alice ®Bob ®Ben
®StateE pi OClinicE pi ®Clinician
/
/
/
/
. /
@ Jurisk pi ,
/
/
/
¥
®p17

Figure 11: Subgraph of the related entitiegef

We then run the same CPN model for the derived subgraph, which is similaguceR2. We
observe the state variable, which shows thatis the delegated permission which has temporal
conflict with roleClinician.

SoD Violation Detection

We run our previous CPN model for detecting the SoD violation shown in Eigam the priv-
ilege acquisition graph. We then create the state space graph and exeaytiemto detect con-
flicts. The percentage reduction in the number of states obtained by usipguitege acquisition

graphis 25 percent. The tools return a list of possible conflict s{8&46,48,50,53,55,56,57,58, 59}.
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We run the print command to show the value of environmental variables ofstiatieer 46. Below

is part of the content of state 46 which shows that the conflict occursletpys and p;7.

SoD Violate Ancestor = 1‘("State Epi",["a"], ["B"]);
SoD Violate = 1‘("pl6","pl7","PSSD',["a"], ["A', "B", "C', "D', "E'], "", 0);

Since CPNs based on the privilege acquisition graph can detect conéliat®tidentify the
source, we create a subgraph from the access control graph floyrpiexg a reverse depth first
search starting from node f@rg and then forp;7. The resulting subgraph is shown in Figure 12.
This subgraph can be analyzed as described in Section 5 to revealtibe sbconflict. Since the
subgraph is much smaller than the original access control graph, it wilstgk#icantly less time.
We then run the model again on the derived subgraph. This time the modeltelihatp;7 is
the inherited permission which together with the assigned permigsiaf role State Epihave

violated the SSoD for permission-role assignment.

®Alice ®Bob ®Ben
®StateE pi OClinicE pi ®Clinician
/
/
/
/
. /
@ JuriskE pi ®06 y
A /
/
/
S 24

®pi7

Figure 12: Subgraph of the related entitiegpef andp;7
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7 Conclusion and Future Work

Traditional access control models base their authorization decisions saléhe attributes of the
user (identity, security level, or role). Since they do not take into acoeavitonmental factors,
such as time and location, in making access decisions, they may not be itablestor mobile
computing or pervasive computing applications. Towards this end, wegeap spatio-temporal
role-based access control model where authorization decisionsdiepehe role of the user and
other spatio-temporal constraints.

We investigated how the various entities and relationships in RBAC may be imgactede
and location and describe how the traditional RBAC can be enhancedatip-sgmporal con-
straints. The various features of the model are expressed using logitsttaints and the formal
semantics are specified using a graph-theoretic notation. The variouseteaf the model may in-
teract with each other in subtle ways resulting in conflicts and other inconsisse Consequently,
we need to analyze the access control constraints of the application te ¢éingusuch problems
do not occur. Since manual analysis is tedious and error-prone, ove lsbw the analysis can
be automated using Coloured Petri Nets. For large complex applicationgalysia may take a
significant amount of time. Towards this end, we show how to speed up &heserby condensing
the graph representing the application and verifying this condenseh.grap

In this work, we have made some simplifying assumptions. We have assumdiketipaécise
locations of subjects and objects are known at any given point of time.elAmwin practice this
may not be feasible. Specifically, as pointed out by Shin and Atluri [48]r@imate locations are
maintained in mobile environments to minimize the updates. Some related works Exig3pn
how to use imprecise location data to make access decisions —we plan to ategmne of these
approaches in our future work. A similar problem exists with representingdeal information. In
a future work, we plan to provide a more realistic representation of time aatidadn our models;

this, in turn, will necessitate the use of alternative tools for analyzing probleith access control
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specifications.

Since pervasive computing applications will typically be modeled as dynamikflwas, we
need to augment our model to support them. The new model must be antdyeedure that
authorization constraints and the various workflow dependencies dgiveotise to conflicts and
the workflow can execute correctly and complete. We also plan to implememhodel. Im-
plementation will require us to investigate additional issues, such as, howr&lstation and
temporal information and perform operations involving spatio-temporatcaints in an efficient
manner. Once we have an implementation, we plan to validate our model usingthple real-
world application for the dengue decision support system. Implementing thel fioodeal-world

applications will further help refine our model and make it more useful.
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NAME DESCRIPTION CONSTRAINTS
K P

(Alice, State Epj User-Role Assignment [b, AUB]

(Boh, Clinic Epi) User-Role Assignment [b, C]

(Ben Clinician) User-Role Assignment [a C]

(Charlie, State VG User-Role Assignment [a, AUB]

(State EpjJuris Epi) Permission Inheritance Hierarchyb, B]

(State VCJuris VO Permission Inheritance Hierarchy[a, B]

(Juris VC Local VC Team | Permission Inheritance Hierarchyfauc, E]

(State Epipis) Permission-Role Assignment | [a, AUB]

(Juris Epi p1) Permission-Role Assignment | [a, B]

(Juris Epi p3) Permission-Role Assignment | [a, B]

(Juris Epi p17) Permission-Role Assignment | [b, B]

(Clinic Epi, p17) Permission-Role Assignment | [b, D]

(Clinician, pz) Permission-Role Assignment | [a, C]

(Clinician, p) Permission-Role Assignment | [a, C]

(State VCp11) Permission-Role Assignment | [a, A]

(State VCpss) Permission-Role Assignment | [a, A]

(Juris VC p1) Permission-Role Assignment | [a, B]

(Juris VC ps) Permission-Role Assignment | [a, B]

(Local VC Teampy) Permission-Role Assignment | [aUc, E]

(Clinician, p17) R2R Permission Delegation [c, C] [Clinic Epi, 1]

(State EpjState VG Role Static SoD [b, D]

(State EpjJuris VO Role Static SoD [b, D]

(Juris Epi State V@ Role Static SoD [b, D]

(Juris Epi Juris VO Role Static SoD [b, D]

(Clinic Epi, State VQ Role Static SoD [b, D]

(Clinic Epi, Juris VO Role Static SoD [b, D]

(P11, P15) Permission Static SoD [a D]

(P16, P17) Permission Static SoD [a D]

Table 3: DDS Relationships and Constraints
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NAME DESCRIPTION SPATIO-TEMPORAL DOMAIN
(1)

(Alice, State Epj User-Role Authorization [b, AUB]
(Bob, Clinic Epi) User-Role Authorization [b, C]
(Ben Clinician) User-Role Authorization [a, C]
(Charlie, State VG User-Role Authorization [a, AUB]
(State Epjp1) Permission-Role Authorization [a, B]
(State Epjps) Permission-Role Authorization [a, B]
(State Epipie) Permission-Role Authorization[a, AU B]
(State Epipi7) Permission-Role Authorization [b, B]
(Juris Epi p1) Permission-Role Authorization [a, B]
(Juris Epi p3) Permission-Role Authorization [a, B]
(Juris Epi p17) Permission-Role Authorization [b, B]
(Clinic Epi, p17) Permission-Role Authorization [b, D]
(Clinician, pz) Permission-Role Authorization[a, C]
(Clinician, pz) Permission-Role Authorization [a, C]
(Clinician, p17) Permission-Role Authorization [c, C]
(State VCp1) Permission-Role Authorization [a, B]
(State VCpy) Permission-Role Authorization [a, 0]
(State VCps) Permission-Role Authorization [a, B]
(State VCp11) Permission-Role Authorization[a, A]
(State VCpss) Permission-Role Authorization[a, A]
(Juris VC p1) Permission-Role Authorization [a, B]
(Juris VC py) Permission-Role Authorization [auc, E|
(Juris VC pg) Permission-Role Authorization [a, B]
(Local VC Teampy) | Permission-Role Authorization[auc,E]
(State EpiState VG | Role Static SoD [b, D]
(State EpjJuris VO | Role Static SoD [b, D]
(Juris Epi State VG | Role Static SoD [b, D]
(Juris EpiJuris VO) | Role Static SoD [b, D]
(Clinic Epi, State V@ | Role Static SoD [b, D]
(Clinic Epi,Juris VC) | Role Static SoD [b, D]
(P11, P15) Permission Static SoD [a, D]
(P16, P17) Permission Static SoD [a D]

Table 4: New Relationships and Constraints
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