


ABSTRACT OF THESISAN ANALYSIS OF VULNERABILITIES IN WEB SERVERS AND BROWSER USINGTIME-BASE AND EFFORT-BASED MODELSWith the rapid increase in the number of vulnerabilities discovered in major software sys-tems, security in computing and internet-based transactions is greatly threatened. Thesevulnerabilities can be exploited to damage a computer system's security attributes - con�-dentiality, integrity and availability. The known vulnerabilities are used by viruses, worms,spywares and individuals with malicious intentions. The vulnerabilities in web applicationscover a major fraction of all reported vulnerabilities. Web servers and browsers are at thecore of web applications. However, detailed analysis of vulnerabilities in the web applica-tions has not been attempted in the past. In this research vulnerabilities are studied usingthe Vulnerabilities Discovery Models (VDMs), categorization of vulnerabilities by origin andseverity and the concept of vulnerability density. The feasibility of quantitatively character-izing the vulnerabilities in the two major HTTP servers and three popular web browsers isexamined in this research. In particular, we investigate the applicability of quantitative em-pirical models to the vulnerabilities discovery process for these servers and browsers. Suchmodels allow us to predict the number of vulnerabilities that may potentially be present ina server or browser but may not yet have been found. The data on vulnerabilities found inthe two servers and three browsers is mined and analyzed. We explore the applicability of
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Chapter 1Introduction
In recent years, the number of vulnerabilities found has increased rapidly. The concern overthe potential impact of serious security problems is rapidly increasing as well. This makesit necessary for organizations and individual users to spend signi�cant time and resourcesto contain the potential damage due to security problems. Many companies have incurredsigni�cant �nancial losses occurred through theft of proprietary information. Viruses andcracking attacks are increasing targeting not just commercial or government systems but alsoindividual internet users. The National Vulnerability Database (NVD) [15] and SymantecInternet Security Threat Report [54] show that many published vulnerabilities migrate fromserver software to client software, such as web browsers. A vulnerability may arise due todefects in software and hardware. A software vulnerability is de�ned as �a defect whichenables an attacker to bypass security measures� [47] or �a weakness in the security systemthat might be exploited to cause loss or harm� [41]. In general, vulnerability is class ofdefect or error that can violate security policy.There has been considerable discussion about system security problems. While manytechniques and optimizations approaches are aimed to preventing speci�c attacks or mali-cious behaviors, much of the examination has been qualitative, often focused on detectionand prevention of individual vulnerabilities. Quantitative data is sometimes cited [13, 19,
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20, 29], but without any signi�cant critical analysis. Methods need to be developed to allowsecurity-related risks to be evaluated quantitatively in a systematic manner. This studyfocuses on the vulnerabilities trends in HTTP servers and web browsers as a group ratherthan on the speci�c vulnerabilities.1.1 Vulnerability Discovery TrendVulnerabilities are reported and collected by several databases. Four major vulnerabil-ity databases are the National Vulnerability Database (NVD) [15], the Computer Emer-gency Response Team Coordination Center (CERT/CC) [14], the Open-Source VulnerabilityDatabase (OSVD) [16] and the Symantec Vulnerability Research [44]. The number of vul-nerabilities that has been collected into these four major databases has di�erences since eachvulnerability database has their own de�nition and vulnerability reporting system is di�er-ent. However four major databases show that the vulnerabilities discovery rate is rapidlygrowing year by year. More than twelve vulnerabilities were found during each day of 2005.Figure 1.1 presents data obtained from NVD [15], showing the number of all reported vul-nerabilities by year from 1994 to 2005. Although during the middle of 1990 just a fewvulnerabilities were found, the overall number of vulnerabilities is increasing dramatically.For example, comparing the 1994 and 2005 vulnerabilities found, more than 189 times thevulnerabilities were found in 2005. Figure 1.1 indicates that more and more vulnerabilitieswill most likely be found in the future.Increasing vulnerabilities is a serious problems because such a large number of vulnerabil-ities provides a good exploitation opportunities for viruses, malicious codes, and attackers.We can foresee that more viruses, worms and spywares will be employed in the near fu-ture. Moreover, malicious attackers have a greater chance of attacking systems with suchpublished and known vulnerability.The available data indicates that client software's vulnerabilities are more frequently
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Figure 1.1: Vulnerabilities Discovery Trendreported than server softwares vulnerabilities. According to the National VulnerabilityDatabase [15], approximately 60% of all reported vulnerabilities in early 2000 were relatedto server software. However, most currently reported vulnerabilities (over 60% of all re-ported vulnerabilities) are related to client software, especially web applications such as webbrowsers, instant messenger program, etc [54].1.2 Vulnerability, Malicious Intent and EconomicsThe computer virus is a good example of how software vulnerability can be exploited. Com-puter security problems surfaced before computer networking had become popular. The�rst computer virus, Elk Cloner, was found in the Apple system in 1982. This virus spreadslowly and was limited because the infection had been transmitted from a �oppy disk toa �oppy disk. This virus, like many other early viruses, also was not harmful to systems.However, recent virus or malicious codes using software or hardware vulnerabilities pose asigni�cant risk, and the time-line between disclosure of vulnerability and impact to systemis becoming shorter [34].Computer viruses, worms and spywares spread and attack through computer software
3



Year 1997 1998 1999 2000 2001 2002 2003 2004 2005Incidents 2,134 3,374 9,859 21,756 52,658 82,094 137,529 N/A N/AVulnerabilites 252 246 916 1016 1672 1948 1264 2349 4827Table 1.1: Computer Security Incidents and Vulnerabilitiesvulnerabilities or �aws. For example, Code Red [35], which exploited a bu�er over�ow vul-nerability in IIS Indexing Service DLL (described in Microsoft Security Bulletin MS01-033,June 18, 2001), appeared on July 13, 2001, and soon spread world-wide in unpatched sys-tems. Nimda, which was spread to IIS and Windows 95, 98, ME, NT and 2000 using abu�er over�ow vulnerability (described in Microsoft Security Bulletin MS00-078, October17, 2000), appeared on September 18, 2001, and also widely infected unpatched Windowssystems. As we can see from the above examples, there were su�cient time to patch thesystem's vulnerabilities; Microsoft had released the patch for Code Red 28 days and Nimda336 days earlier. This demonstrates that most viruses and worms exploit known vulnera-bilities. Table 1.1 present a number of computer security incidents obtained from CERT[14] since 1994. During ten years, there has been a 57-fold increase in computer securityincidents related to viruses and system vulnerabilities.These computer security incidents exert a harmful in�uence on economics. Figure 1.2shows the relationship between vulnerability, malicious intent and economics. One vulner-ability can be used for a variety of malicious intents, such as virus, worm, cracking, etc,consequently, one malicious intent-related incident can cause economic loss for either com-panies or individual users. Thus, reducing vulnerabilities can minimize economic loss.
Figure 1.2: Relationship Between Vulnerability, Malicious Intents and Economics
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Year 1997 1998 1999 2000 2001 2002 2003 2004 2005TotalNo. ofVulns 252 246 916 1016 1672 1948 1264 2349 4827IIS 3(1.19%) 3(1.22%) 32(3.49%) 23(2.26%) 22(1.32%) 28(1.44%) 5(0.04%) 3(0.13%) 3(0.06%)Apache 3(1.19%) 1(0.41%) 8(0.87%) 7(0.69%) 12(0.72%) 19(0.98%) 14(1.11%) 20(0.85%) 8(0.17%)IE 5(1.98%) 6(2.44%) 39(4.26%) 19(1.87%) 34(2.03%) 53(2.72%) 21(1.66%) 58(2.47%) 32(0.66%)Firefox N/A N/A N/A N/A N/A N/A N/A 22(0.94%) 74(1.53%)Mozilla N/A N/A N/A 1(0.1%) 1(0.06%) 6(0.31%) 1(0.08%) 17(0.72%) 12(0.25%)Table 1.2: Web Application Vulnerability Trends1.3 Web Servers and Web BrowsersThere has been considerable discussion on web server and web client software's securityin recent years. According to the Symantec Internet Security Threat Report [54], 69% oftotal vulnerabilities in 2005 were associated with web applications and the percentage ofthis trend is increasing. Table 1.2 shows the number of vulnerabilities and the percentagesof all of published vulnerabilities for two web servers and three web browsers from 1997 to2005. These �ve applications cover more than 2.6% of the total number of vulnerabilitiesfor each year. The average percentage of total number of vulnerabilities during this nineyears period is 4.78%.Two of the major software components of the Internet are an HTTP (Hyper Text Trans-fer Protocol) server (also termed a web server) and a web browser, which serves as the clientside. Both of these components were �rst introduced in 1991 by Tim Berners-Lee of CERN.They have now become an indispensable part of both organizational and personal interac-tions. The early web server provided information using static HTML pages, while the earlyweb browsers only o�ered this static and inactive information to clients. The web server
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now provides dynamic and interactive service between the server and client using databasequeries, executable scripts, etc. The web server is able to support a variety of functionssuch as serving streaming media, mail, etc. An HTTP server has thus emerged as a focalpoint for the Internet. Also, web browsers have the ability to handle such information whichservers send.In this research the vulnerabilities in the two most widely-used HTTP servers and threewell-accepted web browser to clients are examined. The Apache server, introduced in 1995,and the Microsoft IIS (Internet Information Services) server originally supplied as part ofthe NT operating systems in 1995-96. While Apache has a much larger overall market share,roughly 65%, IIS may have a higher share of the corporate websites. The market share forother servers is very small and thus they are not examined here. IIS is the only HTTPserver that is not open-source. Both Apache and IIS are generally comparable in features.IIS runs only under the Windows operating systems, whereas Apache supports all the majoroperating systems.Today, web browser provide a variety of o�ce and entertainment functions, such ase-commercial, e-mail, �ash games, movies, etc. These variety of functions may provideattackers or malicious users and opportunity to widen the Internet security hole. However,these functions cannot be eliminated from web browser.The �rst public version of Microsoft IE (Internet Explorer) was released in August,1995. When IE appeared, only a small number of clients used this web browser. NetscapeNavigator, which is Firefox and Mozilla's antecedents, was employed as the Internet client'sweb browser during middle of the 90s. IE currently holds more or less 80% of the overallmarket share. Firefox is expanding its area.Servers and web browsers are very attractive targets for malicious attacks. Servers canrepresent the �rst line of defense that, if bypassed, can compromise the integrity, con�-dentiality and availability attributes of the enterprise security. Web browsers are the �rst
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gate that common Internet users utilize to connect to the world wide web. This �rst gatecan also be the crack that leak a client's personal information, such as credit card number,e-mail address, and so on. Thus, it is essential to understand the threat posed both byrecently discovered vulnerabilities for which a patch has not been developed or applied andundiscovered vulnerabilities.At this time, despite the signi�cance of security in the HTTP servers and web browsers,very little quantitative work has been done to model the vulnerabilities discovery process forthe servers. Such work would permit both the developers and the users to better estimatefuture vulnerabilities discovery rates. It would also be highly desirable to be able to projectwhat types of vulnerabilities are more likely to be discovered. Some of the available work onHTTP servers and web browsers discuss some speci�c problem or attacks that the serversand web browsers face, such as denial of service attacks (DoS) [9, 26], the author suggestssome countermeasures to be applied when an attack of this type takes place. In this research,the focus is rather on all kinds of vulnerabilities than on vulnerability trends of HTTP seversand web browsers .1.4 Analysis of Vulnerabilities in Web Servers and WebBrowsersThe security of systems connected to the Internet depends on several components of thesystem. These include the operating systems, HTTP servers and the browsers. Some of themajor security compromises arise because of vulnerabilities in the HTTP servers and webbrowsers. The vulnerabilities found are disclosed by the �nders using some of the commonreporting mechanisms available in the �eld. The databases for the vulnerabilities and defectsare maintained by organizations such as National Vulnerabilities Database [15], MITRE ,Bugzilla [55], BugTraq [49], etc., as well as the developers of the software.All computing systems connected to the network are subject to some security risks.
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However, there has been little research carried out to analyze vulnerability in web serversand web browsers. The existing research merely shows quantitative data of vulnerabilitywithout any signi�cant analysis. In this research, a variety of approaches have been chosento analyze web servers' and browsers' vulnerabilities.While there have been many studies attempting to identify causes of vulnerabilities andpotential counter-measures, the development of systematic quantitative methods to char-acterize security has begun only recently. There has been considerable debate comparingthe security attributes of open source and commercial software [6]. However, for a carefulinterpretation of the data, rigorous quantitative modeling methods are needed. The likeli-hood of a systems being compromised depends on the probability that a newly discoveredvulnerability will be exploited. Thus, the risk is better represented by the not yet discoveredvulnerabilities and the vulnerabilities discovery rate rather than by the vulnerabilities thathave been discovered in the past and remedied by patches.Possible approaches for a quantitative perspective are presented in Sarah Brocklehurst etal. 's �On measurement of operational security�[12] and Less Hatton's �Reexamining the faultdensity-component size connection� [24]. Probabilistic examinations of intrusions have beenpresented by several researchers Hilary K. Browne et al.'s �A trend analysis of exploitations�[13] and Bharat B. Madan et al.'s �A method for modeling and quantifying the securityattributes of intrusion tolerant systems� [32]. In [42], Rescorla studied vulnerabilities inopen source software; however, the vulnerabilities discovery process in operating systemshas just recently been examined by Rescorla [43] and by Alhazmi and Malaiya [2, 3, 5].
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Chapter 2Vulnerability Discovery Models
Use of Reliability Growth Models is now common in software reliability engineering [37]. Asbugs are found and removed, fewer bugs remain. As a result, the bug �nding rate graduallydrops and the cumulative number of bugs eventually approaches saturation point, whichmeans that only a limited number of potential or undiscovered bugs remain. Such growthmodels are used to determine when a software system is ready to be released, and whatfailure rates can be expected in actual use.Reliability Growth Model is closely related to the Vulnerability Discovery Models sincevulnerabilities are a special class of defects or bugs that can permit circumvention of thesecurity measures. Some vulnerability discovery models were recently proposed by Ander-son [6], Rescorla [43], and Alhazmi and Malaiya [3]. Most of these models maintain thecumulative number of vulnerability by calendar time. These models are distributed intothe time-based model. The time-based model considers calendar time as the independentvariable. This model incorporates the e�ect of the rising and declining market share on thesoftware. The other model, which is the e�ort-based model, requires explicit estimation ofthe e�ort using an e�ort function, which is then used as an independent variable. Figure2.1 shows the distribution of vulnerability discovery model (VDM). Vulnerability discoverymodels are separated into the time-based model and e�ort-based model. The time-based
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Figure 2.1: Vulnerability Discovery Model Distributionmodel uses calendar time as the main factor and the e�ort-based model uses installed sys-tem as main factor. Example of the time-based models are the Alhazmi-Malaiya LogisticModel, Anderson Thermodynamic Model, Linear Model, Rescorla Exponential Model andLogarithmic Poisson Model.The applicability of these models to several operating systems was examined in [2]. Theresults indicate that while some of the models �t the data for most operating systems,others do not �t well or provide a good �t only during a speci�c phase. We investigate theapplicability of two of the most successful models for HTTP servers [57] and web browsers.The models used here are the Alhazmi-Malaiya Logistic Model and Alhazmi-Malaiya E�ort-based model proposed by Alhazmi and Malaiya [3]: These two models have been found to�t data sets for several of the major Windows and Linux operating systems, as determinedby goodness of �t and other measures. In this thesis, the Alhazmi-Malaiya Logistic Modelis called the Time-based model and the Alhazmi-Malaiya E�ort-based model is called theE�ort-based model since these two models provide more accurate �t.2.1 Time-based ModelThe time-based model shows the variation of cumulative number of vulnerabilities with time.In Figure 2.1, Alhazmi-Malaiya Logistic, Logarithmic, Exponential and Linear models ex-
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