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Education

Ph.D. Computer Science, University of California, LosAngdes, 2000.
Co-advisors: Dr. LixiaZhang and Dr. Eli Gafni

M.S. Computer Science, University of California, LosAngdes, 1996.
M.A Applied Mathematics, University of California, San Diego, 1993

B.A. Mathematics and Computer Science, University of California, San Diego, 199Q
with summacum laudehonas.

Experience

Assistant Professor. Colorado State University Dept. of Computer Sgence.
Augug 2004D present

Research Assistant Professor. USCDepartment of Computer Saence.
Joint (nonttenure track) faculty appointment with University of Southern California
Information Sciences Ingitute (USC/IS).
Januay 2003bJuly 2004

Project Leader. USClnformation Sdence Ingitute (USQISI)
Prindpd investigator on DARPA and NSF projects and supevisor for graduae students, pos
dodoral researchers, and administrative staff.
Novembe 2002BbJuly 2004

Computer Scientist USClInformation Sdence Ingitute (USQISI)
Co-prindpd investigaor on DARPA research projects investing network infrastructure
security and fault-tolerance. Supeavisor for gradude students and summer interns
June2000DNovember 2002

Teaching and Research Assistant University of California, LosAngdes (UCLA)
Sept. 1994 June 2000

Summer Intern and Consultant  Xerox Palo Alto Research Center (Xerox PARC)
Summer intern and a congultant during the academic year while attending UCLA.
Worked for Bill Fenne onthedesign and development of multicast monitoringtools..
Junel1997 bMarch 1999

Summer Intern. Lucent Technologies Bell Labs
Summer intern while attending UCLA. Worked for Dr. Sanjoy Paul to develop a multicast
routing architecture, CSM, and designed a gateway to theInternet multicast backbone(Mbons.




June1996 b Sept. 1996

Technical Editor. Laurel Technical Sevices
Proof-read calculus and advanced mathematics text booksfor mathematical accuracy and
developal solutionsmanuds to accompany text books
1992D1994

Programmer/Analyst. SanDiego Supecomputer Center
Provided technical suppot to companies migrating to supecomputers, condutded seminas on
vector and parallel computing, and developed user and system suppott tools for SDSC systems.
1991D1994

Teaching

CS656CDPTopicsin Network Security
Developal an advanced graduae level course on computer networking and security. Topics vary
each semester depending on current research activities. Taughtin Fall 2005.

CS557bAdvanced Networking and the Internet
Developeal agradude level course on computer ngworking. The course is based onacollection
of fundamental papersin computer networks. Taughtin Fall 2006and Spring 2005(as CS 580
in Spring 2005)

CS 457PNetworking and the I nternet
Undegraduae course (senior level) on computer networks. Thecourse
usesGComputer Networking: A Top-Down Approach Featuring the InternetOby Kursoe and
Ross. TaughtFall 2004and Fall 2005. Planned for Spring 2007

CS 301DbFoundations of Computer Science
Undegraduae course onformal languages, automata, Turing machines. Thecourse uses
Jrormal Languayes and Automata TheoryOby Linz and makes use of the JFLAP packagefor
interactive assgnments. Planned for Spring 2007,

CS495and Undergraduate Research
Supevisor for several undergradude research assistants.

Doctoral Students Graduated
Mohit Lad (outside member, UCLA) BPh.D. June2007
Vaseilios Pappas (outssde member, UCLA) BPh.D. June2006
Dan Pel (outside member, UCLA) B Ph.D. June2005
Gabriel Somlo (committee member, Colorado State University) BPh.D Summer 2005
Ciprian Tutu (outside member, JohnsHopkins Univeristy) BDPh.D. Decembe 2004
Lan Wang (outside member, UCLA) BPh.D. June 2004

Magers Students Gradated
Colorado State University: Sandegp Sapra (advisor, 2007 ) Bin Zhang (advisor, 2006) Batsukh
Tsendjav (advisor, 20069, EunjongKim (co-advisor, 2009
UCLA: Matt Azuma (outside member, 2004, Leo Yick (outsde member, 2004)
USC: Nish Parikh (advisor, 2002) Naheed Vora (advisor, 2003)



Grants and Resear ch Funding

NSF Principal Investigator GeFIT: Enabling Future Internet innovaionsthrough Trandgt wireQ
Nationd Science Founddion NeTS FIND (NSF 07-507), September 2007DAugud. 2010 A
collaboration between Colorado State University (Dan Massey), University of Memphis (Lan Wang),
University of Arizona(Beichuan Zhang), and UCLA (LixiaZhang), $240K Colorado State University.

NSF Principal Investigator (Revising and Improving the RouteViews BGP Monitoring
InfrastructureQ Nationd Science Founddion CRI (NSF 05-518), Augug 2005DAugug. 2007. A
collaboration between Colorado State University (Dan Massey), University of Memphis (Lan Wang),
University of Oregon(Dave Meyer), and UCLA (LixiaZhang), $100K Colorado State University.

NSF Principal Investigator DNS Security Revisited: Enabling Cryptographic Defenses in Large-
Scale Networks (DNSSEC_R)Q Nationd Science Foundaion CyberTrugt (NSF 05-518), Augug 2005
DAugus. 2007. A collaboration between Colorado State University (Dan Massey) and UCLA (Lixia
Zhang, Songwu Lu), $160K Colorado State University.

AFRL Principal Investigator Monitoring and Verification of DNS Security Deployment
(MVDNS)Q Air Force Research Labs March 2006 DMay. 2007 Led by Colorado State University
(Dan Massey) with asubontract to UCLA (LixiaZhang), $200K all ingitutions ($100K Colorado State
University)

DARPA Principal Investigator Monitoring and Andysis of Routing Dynamics and Path
Redundancy in the Globd Internet (NetPath)Q DARPA Control Plane Program (BAA 04-11). October
2004- Sept. 2005 A collaboration between Colorado State University (Dan Massey), UCLA (Lixia
Zhang), and U. Oregon(Dave Meyer). $645Kall ingitutions ($200K Colorado State University)

NSF Principal Investigator. Beyond BGP (BBGP)Q NSF Special Projects in Networking (NSF 98-
120). Octobe 2002 Sept. 2007. A collaboration between Colorado State University(Dan Massey),
UCLA(LixiaZhang), and U. Oregon(Randy Bush). $2Millionall inditutions ($960K Colorado State
University)

DARPA Principal Investigator.  Qrault-Tolerant Mesh of Applied to DNS Security DUS Marine
Corp Deployment (FMESHD-OPT1)Q June2003June2004. Indudes asuboontract to Network
Assodates, Inc. (NAI submontract Pl: Russ Mundy).

$100K (induding $50K subontract to NAI).

DARPA Co-Principal Investigator. (Fault-Tolerant Mesh of Trugt Applied to DNS Security
(FMESHD), DARPA Fault Tolerant Networks Program (BAA 00-01), June2000D December 2003.
With USC/ISI PI Allison Mankin and a subaontract to Network Assodates, Inc. (NAI subaontract PI:
Russ Mundy). Dan Massey changal fromco- Pl to Pl when Allison Mankin left USQISIin Oct. 2002
$1.98 Million (indudes $855Million subaontract to NAI)

DARPA Co-Principal Investigator. rault-Tolerant Networking Throughlntruson Detection and
Secure Compartments (FN11SC)Q DARPA Fault Tolerant Networks Program (BAA 00-01). June2000
PJune2004. A collaboration between USC/IS| (Allison Mankin, Dan Massey), UCLA(Lixia Zhang)
and UC Davig(S. Felix Wu). DanMassey changeal fromco- Pl to Pl when Allison Mankin |eft
USAdISIin Octobe 2002

$15 Millional inditutions($740K subaontract to USC/ISI).




Pending Research Proposals Selected for Further Consider ation

DHS White Paper Selected. Q\utomating the Last Mile - InterzoneKey Management for Large Scale
DNSSEC DeploymentQ Depatment of Homeland Security BAAO7-09.  Joint work with Secure64
(Joe Gersch). full proposl pending.

DHS White Paper Selected. QNVIT: A Watchdag System for Internet Routingd Depatment of
Homeland Security BAAO7-09. Joint work with UCLA (LixiaZhang) and University of Arizona
(Beichuan Zhang), full proposl pending.

DARPA White Paper Selected. O\ddress Separation and Tumding: A New Paradigm for RoutingO
JOiINDARPA RFI SNO7-39. Joint work with Cornell (Paul Frands) and UCLA (LixiaZhang). Invited
presentation pending.

Awards and Honors

Early Career Teaching Award.
College of Natural Sciences, Colorado State University. 2006

OHghest HonorsOPoger at Celebrate Undergraduate Research and Creativity
Advisor for undegradude researcher Kathy Robatson who won highest honoss at an annud
Colorado State University undegraduae research poder event. Spring 2006

Best paper Award at the 20051EEE ICDCS Conference

DARPA Project Awards
FMESHD was selected by DARPA as oneof twelve projects appearingonaDVD summarizing
the accomplishments of six DAPRA programs (Cybe Pand, Dynamic Coditions Chds,
OASIS, Fault Tolerant Networks, and A OPX), March, 2003.

Professional Activities

Colorado State University Network Security Red Team
Organized an undegraduae groupto explore computer and network security. Duringthe
Spring 2006semester, a vulnerable nework was setup and teams of undegraduaes assessed the
security of thenetwork and computers. By identifying security problems, ateam could capture
Olaglocated onthevulnerable systems.  Later in the semester, the United States Air Force
Academy broughtateam of cadets to Colorado State University to compete in aoneday event.
eSoft, aBroonTield based security company, provided prizes and assisted in the competition
design. US Air Force Academy hoded a Spring 2007 competition with over 70 undegraduaes
from several regiond universities. The Spring 2008 competitionwill behdd at Colorado State
Univergity.

Domain Name System Security Activities
Co-editor of the DNS Security Extensons (DNSSEC) standad revision inthe |ETF DNSEXT
Working Group. Participant in several DNS Security workshops in Washington DC and
Amsterdam, The Netherlands Hog and organizer of the DNS Security Delegation Workshop,
Augug 2003. Supevised development of toolsets for opeating secure DNS zones, induding
modificationsto the BIND software, individud tod sets, and systems for exchanging security



credentials between parent and child zones. Member of the U.S. Department of Homeland
Security Steering Groupon DNS Security Deployment.

Invited Wor kshop Participant
DHS Venture Capital Workshop (2007)
|EEE Computer CommunicationsWorkshop 2007
|EEE Computer CommunicationsWorkshop 2006
NSF Information Technology Research for Critical Infrastructure
Protection (2003)
US DoD Critical Chdlenges and Venture Capital Workshop (2003)

Academic Memberships
Senior Member |EEE.
Member ACM and ACM SIGCOMM.
Member |EEE Computer Sodety and IEEE Communication Sodety.

Pr ofessional Service

External

Program Committee Member for
|[EEE INFOCOM 2006,2007, 2008
|[EEE ICDCS 2002,2003, 2004 2008
Internaiond Workshop on Security in Distributed Computing Systems

(SDCS-2005)
|[EEE Globecom, 2006
Internaiond Conference on Computer Communicationsand Networks
(ICCCN) 2006,2007
Internationd Conference on Distributed Computing and Internet Technology
(ICDCIT) 2005
Internaiond Workshop on Security in Systems and Networks (SSN) 2006
Internaiond Workshopon Qudity of Service (IWQoS) 2006,2007
Workshop on Secure Network Protocols (NPSec) 2006,2007
Internaiond Wireless Communication and Mohile Computing
Conference (IWCMC) 2006,2007

Ad Hoc Reviewer for numerousconferences.

|[EEE INFOCOM 2007 Student Pogers Char

NSF Pandist in 2001, 2002 2003,2004,2005,and 2006

(specific NSF pands are nat listed to preserve pand review anonyrmity)

|[EEE INFOCOM 2006Routing Pand Char
North American Network Operators (NANOG) BGP Tools BoF, co-founde and organizer,

Internal
CS Depatment Research Symposum, founde and organizer 2005 2006
CS Depatment Faculty Search Committee, 20052006, 20072008
Research Committee Member 20042005, 20062007
| STeC Workshop on Computing Resources, organizer and presenter, 2006
Colorado State University Network Red Team, organizer 2006 present



Publications

Journal Publications

J-12 QPersistent Detection and Recovery of State InconsstendesQ Lan Wang, Daniel Massey, and Lixia
Zhang, Computer Networks, vol. 51, no. 6, pp. 1444-1458,April 2007,

J-11"A Framework to Facilitate Forensc Investigation for Falsely Advertised BGP Routes,", Indrgjit
Ray, EunjongKim and Dan Massey, Joumd of Information Systems Security, vol 3(2), 2007.

J-10 Qvisudizing Internet Routing ChangesQ Mohit Lad, Daniel Massey, and LixiaZhang. |EEE
Transactionson Visudization and Computer Graphics, 12(6), pp 14501460, December 2006.

J-9 Minimum Failure Explanationsfor Path Vector Routing ProtocolsQ Mohit Lad, Daniel Massey,
Adam Meyerson, Akash Nanavati, and Lixia Zhang. Joumd of Combinaorial Optimization, 12(1-2),
pp 5-16, Septembe 2006.

J-8 QUniversal IP Multicast DelvieryQ Beichuan Zhang, Wenjie Wang, Sugih Jamin, Daniel Massey,
and LixiaZhang. Computer Networks, 50(6), p78L-806, April 2006.

J-7 An Andysis of Convergence Delay in Path Vector Routing ProtocolsQ Dan Pei, Beichuan Zhang,
Daniel Massey, and LixiaZhang, Computer Networks, 50(3), pp. 398421, February, 2006

J-6 BGP-RCN: Improving Conveagence throughRoot Cause NotificationQ Dan Pei, Matt Azuma,
Daniel Massey, and LixiaZhang, Computer Networks, 48(2), pp.175194,June2005.

J-5 CCollecting the Internet AS-level TopologyQBeichuan Zhang, RaymondLiu, Daniel Massey, Lixia
Zhang, ACM SIGCOMM Computer Communication Review (CCR) Special Issueon Interng Vital
Statistics, 35(1), pp. 53-61, Januay, 2005

J-4 QA Framework for Resilient Internet Routing ProtocolsQ Dan Pei, Dan Massey, and LixiaZhang,
|EEE Network special issue on Protection, Restoration, and Disaster Recovery, April 2004.

J-3 QProtecting BGP Routes to Top Level DNS ServersQ L.Wang, X.Zheo, D. Pei, R. Bush, D. Massey,
A.Mankin, S. F. Wu, andL. Zhang, |EEE Transactionson Parallel and Distributed Systems, 14(9), pp.
851-860, September 2003

J-2 QA Flexible Multicast Routing Protocol for Group CommunicationQ. S. Aggawal, S. Paul, D.
Massey, and D. Cadararu, Computer Networks, 32(1), pp. 35-60, Januay 200Q

J-10he Dance Party Problem and its Application to Collective Communicationin Computer
NetworksQ X. Wang, E. Blum, D.S. Parker, and D. Massey, Parallel Computing, 23(8), pp.1141:115,
July 1997.



Refereed Conference Publications

C-36"Inferring the Origin of Routing Changes Using Link Weights', Mohit Lad, Ricardo Oliveira, Dan
Massey and LixiaZhang, To appear in Internaional Conference on Network Protocols (ICNP 2007,
Octoboe 2007(32/220= 14 5% acceptance rate)

C-35"Ob=ervationsfrom the DNSSEC Deployment”, Eric Osterweil, Dan Massey, LixiaZhang, To
appear in |EEE ICNP Workshop on Secure Network Protocols (NPSec), Octobea 2007.(8/18 = 44%
acceptance rate)

C-34"A Scalable Routing System Design for |Pv6", Dan Massey, Lan Wang, Beichuan Zhang, Lixia
Zhang, Proceedingsof the ACM SIGCOMM Workshopon IPv6 and the Future of the Internet, August
2007.(29.7% acceptance rate)

C-33"ZoneState Revocationfor DNSSEC", Eric Osterwell, Vasileios Pappas, Dan Massey, Lixia
Zhang,LSAD '07: Proceedingsof ACM Sigcomm Workshopon Large Scale Attack Defenses, Augug
2007 (45% acceptance rate)

C-32"Efficient dgorithmsfor policy-condrained routing”, A.R. Curtis, R.M. McConndl, D. Massey,
Proceedingsof the Fifteenth IEEE Internaiond Workshopon Qudity of Service (IWQoS2007) pp.
113116, Chicago, Illinas, June21-22, 2007 (25/96 = 26% acceptance rate)

C-31"Enhandng DNS Resilience agang Denial of Service Attacks', Vasilis Pappas, Dan Massey,
LixiaZhang, IEEE/IFIP Dependable Systems and Networks (DSN), June2007.(53/212=25%
acceptance rate)

C-30"PHAS: A Prefix Hijack Alert System”, Mohit Lad, Daniel Massey, Dan Pei, YiguoWu, Beichuan
Zhang, and LixiaZhang, USENIX Security Symposum, July 2006 (22/179= 12.3% acceptance rate)

C-29"Resolving theldandsof Security Problem for DNSSEC", EunjongKim, Asish Gupta, Batsukh
Tsendjav, and Daniel Massey, Internaiond Conference on Wireless Communicationsand Mobile
Computing (IWCMC), July 2006 (119/300= 42% acceptance rate)

C-28"Security ThroughPublicity", Eric Osterweil, Daniel Massey, Batsukh Tsendjav, Beichuan Zhang,
and LixiaZhang, Workshop on Hot Topics in Security (HotSec), July 2006 (11/56 = 19.6% acceptance
rate)

C-27"A Compaative Study of theDNS Design with DHT-Based Alterndives', Vasilis Pappas, Daniel
Massey, Andreas Terzis, and LixiaZhang, |EEE INFOCOM 2006,April, 2006 (2521400=18%
acceptance rate)

C-26"Identifying BGP Routing Table Trander", Beichuan Zhang, Vams Kambhampati, Mohit Lad,
Daniel Massey, and LixiaZhang, SIGCOMM Mining the Network Data (MineNet) Workshop, Augud
2005 (16/45= 35.5% acceptance rate)

C-25"Redliably, Securely and Efficiently Distributing Electronic Content Using Multicasting”, Indrgjit
Ray, EunjongKim, Ross McConndl and Dan Massey, Proceedingsof the Sixth Internaiond
Conference on Electronic Commerce and Web Technologies, Copenhagen, Denmark, Augug 2005.
(39/113 = 34 5% acceptance rate)



C-24"Timer Interaction in Route Flap Damping"”, Beichuan Zhang, Dan Pel, Daniel Massey, and Lixia
Zhang, The 25th Internationd Conference on Distributed Computing Systems (ICDCS), June2005
(75/543D13.8% acceptance rate) Received best pape award

C-23 Orhelmpact of Link Failure Location on Routing Dynamics: A Forma AnaysisQ X. Zheo, B.
Zhang, A. Terzis, D. Massey, and L. Zhang, ACM SIGCOMM Asia Workshop,April 2005 (24/106=
22% acceptance rate)

C-22 GGlobd Internet Routing Forensics: Validation of BGP Paths Using ICMP TracebackQ Eunjong
Kim, Dan Massey, Indrgjit Ray, IFIP Int. Conf. Digital Forendcs, pp. 165176 Januay 2005

C-21 Destination Reachability and BGP Convagence TimeQ B. Zhang, D. Massey, and L. Zhang,
Globd Interng and Next Generation Networks at IEEE GLOBECOM, December 2004. (112266=
42% acceptance rate)

C-20 Ompact of Configuration Errors on DNS RobugnessQ V. Pappas, Z. Xu, S. Lu, D. Massey, A.
Terzis, and L. Zhang, In the Proceedingsof ACM SIGCOMM'04, Aug.2004 (31/339=9.7%
acceptance rate)

C-19 Mistributed DNS TroubleshooingQV. Pappas, P.Fatstrom, D. Massey, and L. Zhang, In the
Proceedings of ACM SIGCOMM'04 Network Troubleshooing Workshop,Aug.2004 (13/36 = 36%
acceptance rate)

C-18 OFRTR: A Scalable Mechanism to Restore Routing Table Consstency Q L. Wang, D. Massey, K.
Patel, and L. Zhang, Proceedings of the |EEE/IFIP Internaional Conference on Dependable Systems
and Networks (DSN), June2004 (83377 = 22% acceptance rate)

C-17 QLink-Rank: A Graphical Tod for Capturing BGP Routing DynamicsQ M. Lad, D. Massey, and
L. Zhang, |IEEE/IFIP Network Operations and Management Symposum (NOMYS), April, 2004
(26.4% acceptance rate)

C-16 QA Study of BGP Path Vector Route L ooping BehaviorQ D. Pei, X. Zhao, D. Massey, and L.
Zhang, |EEE Internaiond Conference on Distributed Computing Systems (ICDCS), March, 2004.
(17.7% acceptance rate)

C-15QA\n Algorithmic Approach to Identifying Link FailuresQ M. Lad, A. Nanavati, D. Massey, and L.
Zhang, 10" Pacific Rim Dependable Computing Symposum (PRDC) March, 2004. (34/102=33%
acceptance rate)

C-14 etection of Invaid Routing Announ@mentsin the RIP ProtocolQ D. Pei, D. Massey, and L.
Zhang, |IEEE Globd CommunicationsConference (Globecom), December, 2003 (8162400= 36.3%
acceptance rate)

C-13 G\n Andysis of BGP Updae Bursts duting Slammer Attack,O M. Lad, X. Zhao, B. Zhang, D.
Massey andL.Zhang,in Proceedings of the 5th Internationd Workshop on Distributed Computing
(IWDC), Dec 2003 (31.4% acceptance rate)

C-12 QA Study on Routing Behavior of Latin America NetworksQ X. Zhao, D. Pei, D. Massey, and L.
Zhang, IFIPPACM SIGCOMM Latin America Networking Conference, La Paz, Bolivia, Oct 2003



C-11 /isud-based Anomaly Detection for BGP Origin AS Change (OASC) Events', S. T. Teoh, K.
Ma, S. F. Wu, D. Massey, X. Zhao, D. Pe, L. Wang, L. Zhang, and R. Budh, in Proceedingsof the
Distributed Systems, Opeations and Management Workshop (DSOM'03), Heidd berg, Germany, Oct
2003. (20/84 = 23.3% acceptance rate)

C-10 QA Study of Packet Delivery During Performance During Routing ConvegenceQ D. Pei,
L.Wang,D. Massey, S. F. Wu, andL. Zhang, Proceedingsof IEEE/IFIP Internaiond Conference on
Dependable Systems and Networks (DSN), June2003. (45/146= 30.8% acceptance rate)

C-9 (Protecting BGP Routesto Top Level DNS ServersQ L.Wang, X.Zhao, D. Pei, R. Bush, D.
Massey, A.Mankin, S. F. Wu, andL. Zhang, Proceedingsof |IEEE Internaiond Conference on
Distributed Computing Systems (ICDCS), May 2003. (17/406= 17.7% acceptance rate)

C-8 QUndastanding BGP Behavior ThroughA Study of DoD PrefixesQ X.Zhao, M. Lad, D. Pdi,
L.Wang,D. Massey, S. F. Wu, andL. Zhang, Proceedingsof DISCEX |1, April 2003. (30%
acceptance rate)

C-7 GDbservation and Andysis of BGP Behavior unde StressQ L. Wang, X. Zhao, D. Pei, R. Bugh,
D.Massey, A. Mankin, S. F. Wu, and L. Zhang, Proceedingsof the SSIGCOMM Interne Measurement
Workshop,2002.(15/62 = 24.2% acceptance rate)

C-6 Omproving BGP Convagence with Condstency Assertions D. Pei, L. Wang, X. Zhao, D.
Massey, L. Zhang, A. Mankin, Proceedingsof thel EEE INFOCOM 2002.(19288 = 20.5% acceptance
rate)

C-5"Detection of Invdid Routing Announ@mentsin thelnternet”, X. Zhao, D. Pel, L. Wang, D.
Massey, A. Mankin, S.F. Wu, L. Zhang. The IEEE/IFIP Internationd Conference on Dependable
Systems and Networks (DSN), 2002. (48/156 = 31% acceptance rate)

C-4 QAn Andysis of BGP Multiple Origin AS (MOAS) ConflictsQ X. Zhao, D. Pei, L. Wang, D.
Massey, A. Mankin, SF. Wu, L. Zhang. SIGCOMM Interng Measurements Workshop, Nov. 2001
(1453 = 26 4 acceptance rate)

C-3 Dn Design and Evaluaion of Ontention-DrivenOICMP TracebackQ A. Mankin, D. Massey, C.L
Wu, SFWu, L. Zhang, |EEE Internaiond Conference on Computer Communicationsand Networks
(ICCCN), Oct 2001 (31% acceptance rate)

C-2 QPublic Key Validaion for the DNS Security Extensong) D. Massey, E. Lewis, O. Gudmundsson,
R. Mundy,and A. Mankin, DARPA Information Survivability Conference and Expostion (DISCEX I1),
June2001.

C-1 QFault Detection in Routing ProtocolsQ D. Massey and B. Fenne'. Proceedings of the|EEE
Internationd Conference on Network Protocols (ICNP), Nov 1999. (27.5% acceptance rate)

Internet Engineering Task Force (IETF) RFC Publications

|-4 NS Security Introdudion and RequirementsQ R. Arends R. Augtein, M. Larson, D. Massey and
S. Rox, RFC 4033 March 2005

|-3 (Resource Recordsfor the DNS Security Extensong) R. Arends R. Augein, M. Larson, D. Massey
and S. Rose, RFC 4034.March 2005



|-2 QProtocol Modificationsfor the DNS Security ExtendonsQ R. Arends R. Augein, M. Larson, D.
Massey and S. Rose, RFC 4035 March 2005

I-1 QLimiting the Scopeof the KEY Resource RecordQ D. Massey and S. Rose, RFC 3445 December,
2002

Invited Talks and Presentations

T-34 QExploiting Public Space Key Infrastructures (PSK1s)@) Daniel Massey, |EEE Computer
CommunicationsWorkshop, February 2007.

T-33 ONetwork Security Research at Colorado State UniversityQ Daniel Massey, Fort Collins
Community Network Annud Meeting, Octobe 2006.

T-32 PHAS DA Prefix Hijack Alert SystemQ D. Massey, Yan Chen, Mohit Lad, Beichuan Zhang,
and LixiaZhang, North American Network Operators Group Meeting (NANOG-38), Octobe, 2006

T-31 QA Secure and Scalable Internet Routing Architecture (SIRA)Q Vamsi Kambhampati, Beichuan
Zhang, Daniel Massey, Ricardo Oliveria, Dan Pei, Lan Wang, and LixiaZhang, ACM SIGCOMM
Poger Presentation, September,2006.

T-30 Building the Next-Generation Globd Routing Monitoring SystemQ Daniel Massey, Lan Wang,
LixiaZhang, and Dave Meyer, NSF Community Research Infrastructure Pl Meeting, Jung 2006

T-29 QAlerting Prefix Owners of Hijacksin Near Real TimeQ Mohit Lad, Daniel Massey, YiguoWu,
LixiaZhang, Beichuan Zhang, and Dan Pei, North American Network Operators Group Meeting
(NANOG-37) Lightening Talk, June2006.

T-28 (BGP Andysis Tools BOF (chair and presenter for the BGP Data Andysis Tools)Q D. Massey,
North American Network Operators Group (NANOG 37), June 2006.

T-27 CBecurely Navigaing the Globd Internet: Routing Security Problems and Preliminary SolutionsQ
D. Massey, UCLA Engineering Research Review, May, 2006.

T-26 QCapture TheFlagQ Kathy Robeatson and Daniel Massey, Colorado State University Celebrate
Undegraduae Research and Creativity Poger Presentation, Awarded Highest Honors, April 2006.

T-25 (Perspectives on Network Routing: LessonsLearned and Chalenges for the Future (pand char
and pandist)Q D. Massey, |EEE INFOCOM, April, 2006

T-24 QUsing Plane Lab at Colorado State UniversityQ Daniel Massey, Colorado State University
| STeC Workshopon Computing Resources, March 2006.

T-23 (RobotNetworking at Colorado State UniversityQ D. Massey, 2nd Front RangeWorkshopon
Information Security. December 2, 2005

T-22 BGP Convagence ChallengesQ D. Massey, IRTF Routing Research Group Meeting, November
7,2005



T-21 QRouting Conveagence and Thelmpact of ScaleQ D. Massey, |EEE Computer Communications
Workshop (CCW 05), Octobe 25, 2005

T-20 @" BGP Andysis Tools BOF (char and presenter for the BGP Data Processing Tool)Q D.
Massey, North American Network Operators Group (NANOG 35), Octobe 23,2005.

T-19 Onternet Security: Are You at Risk?0D. Massey, Colorado State University ACM Club, October
19,2005

T-18 CBecuring theInternet's Domain Name SystemQ D. Massey, PurdueUniversity CERIAS
Seminar, Octoba 5, 2005.

T-17 CFuture Chdlenges for theInternet InfrastructureQ D. Massey, Colorado State University Future
Visons2010Workshop, September 9, 2005

T-16 BBGP Andysis ToolsBOFQ D. Massey (char), North American Network Operators Group
(NANOG 34). May 15, 2005.

T-15 Network Infrastructure Security Research at Colorado State UniversityQ D. Massey, US Air
Force Academy Front RangeWorkshop on Information Security. November 19, 2004

T-14 Onternet Security: Are You at Risk?Q D. Massey, Colorado State University ACM Club,
November 10,2004.

T-13 Beyond BGPQ D. Massey, Colorado State University CS Department Seminar, Octoba 24,
2004.

T-12 QLink-Rank: A Tool for Visudizing BGP DynamicsQ M.Lad, D. Massey, and L. Zhang, North
American Network Opeartors Group (NANOG 32), Octobe 18, 2004.

T-11 Building a Secure and Resilient Network InfrastructureQ D. Massey, Colorado State University
CS Depatment Indudrial Advisory Board Meeting, Octobe 7, 2004. (PPT)

T-10 GRoute Diagnoss In Path Vector ProtocolsQ D. Pei, M. Lad, D. Massey, andL. Zhang, ACM
SIGCOMM 2004 Poger Session, September 2004.

T-9 GPKI for theMasses Pand Q D. Massey, | EEE Internaiond Performance, Computing, and
Communnication Conference (IPCCC), April 16,2004

T-8 CBecurity and Resilience for the Internet InfrastructureQ Nationd Science Founddion, D. Massey,
Washington Area Trugworthy Systems Hour, June 4, 2003

T-7 CBecuring the Domain Name SystemQ D. Massey and R. Mundy, Fifth US Dept. of Defense
Venture Capital Initiative Workshop,May 28, 200B.

T-6 esigning a Secure and Resilient Internet InfrastructureQ D. Massey, L ucent Technologies-Bell
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