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e Pen testing tools:
— NMAP, Metasploit, Wireshark, W3AF, John the Ripper, Kali Linux

* Vulnerability scanners
* Pen Testing Costs

* Pen Testing frequency
« PCIDSSv3

* Alin PenTesting
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Al in PenTesting

Al is included in phases of the offensive security lifecycle, shifting the industry
toward continuous pentesting rather than static, once-a-year compliance audits.

 Autonomous Reconnaissance & Attack Path Modeling: Al agents process
massive datasets to map out an enterprise's external and internal attack
surfaces. Instead of following a single, linear attack path, Al can use lateral
movement and model complex, multi-vector scenarios.

* Vulnerability Triage & Prioritization: Tools like Pentera can identify the
vulnerabilities that pose the highest actual business risk.

* Context-Aware Exploit Generation: LLMs tools like PentestGPT and
specialized agents can analyze specific code blocks or network responses to
generate customized payloads or bypass signature-based detection systems.

 Advanced Social Engineering: Generative Al is utilized to craft highly
context-specific phishing campaigns that mimic an organization's internal
communication style, testing human defenses at an unprecedented scale.

 Automated Documentation & Reporting: Al bridges the gap between
technical findings and business risk. It automates the tedious process of
writing comprehensive technical summaries and code-specific remediation
guidance for developers.

Colorado State University



How Effective is Al in PenTesting?

Metric / Aspect Performance & Impact

Tools like PentestGPT have been shown to boost pentesting sub-task
Speed & Efficiency workflow efficiency by over 200%. Al-driven attacks can chain low-
severity bugs into critical compromises in under an hour.

Purpose-built Al agents can outperform the median human pentester at
standard OWASP Top 10 web vulnerabilities. In a real-world enterprise
test, the academic agent ARTEMIS beat 9 out of 10 human cybersecurity
professionals at scanning and mapping.

Specialized LLM frameworks like RapidPen show up to a 60% success rate

in autonomously gaining initial shell access on target systems at a very
low cost.

Vulnerability Detection

Al fundamentally struggles with multi-step authorization flaws, complex
Primary Weakness application logic, and creative attack chains that require a deep,
understanding of how an application is supposed to behave.

Al models frequently produce confident, fabricated findings. Effective
L EL T E T B o) o1 1 B security harnesses must enforce an "evidence-only" rule, blocking a
finding until the agent provides reproducible proof.

Colorado State University




How Popular is Al PenTesting?

2023 to nearly $7 billion by 2032.

The global penetration testing market is projected to skyrocket from $1.92 billion in

Adoption Rates: Roughly 30% of cybersecurity teams have actively integrated Al into

their testing workflows, while an additional 42% are currently evaluating how to

deploy it securely.

Pentesting Method Average Cost Range Retesting & Hidden Costs

$10,000 — $50,000

(Big 4 Consultancies)

$4,000 — $8,000

(Per application model)
$20,000 / year
(Continuous enterprise
network monitoring)

$20,000 — $100,000+
(PTaas - Penetration Testing as
a Service)

Per engagement based
on target scope (e.g.,
number of IPs, API
endpoints, or user roles).

Subscription or Per-Asset.
Unlocks year-round
testing capabilities
instead of point-in-time
snapshots.

Annual Retainer / Credits.
Humans validate what
the automated systems
discover.

High. Verification scans to
check your fixes usually
cost an extra $5,000 —
$15,000 per retest.

Zero. The software-
driven model
automatically tests and
verifies your remediation
deployments at no added
cost.

Included. Retesting and
validation are baked
directly into the active
annual service contract.



Performance Profiles

Tool / Platform|_False Positive | False Negative |

Near-Zero (<1%) Low-to-Medium

Near-Zero (<1%) Low-to-Medium

Near-Zero (<1%) Medium

Low

High (Without
human validation)

Market Leader (Enterprise). One of the
most mature platforms with substantial
Fortune 500 penetration.

Strong Mid-Market / Enterprise
Contender. Rapidly growing footprint
across corporate internal infrastructures.

Emerging Pure-Play Leader. Widely
recognized as a highly advanced
autonomous web application agent
framework.

Top Developer-First Platform. High adoption
rate among fast-moving startups and product
teams.

Community Standard. The go-to open-
source option for individual red-teamers
and independent researchers.

Colorado State University
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e Assets and threats
* Attack types
e Attack surfaces

e Attack trees

Based on Computer Security Principles and Practice, Fourth Edition, William Stallings and Lawrie Brown

Colorado State University



Vulnerabilities, Threats and Attacks

Categories of vulnerabilities
e Corrupted (loss of integrity)
* Leaky (loss of confidentiality)
* Unavailable or very slow (loss of availability)

Threats

* Capable of exploiting vulnerabilities
* Represent potential security harm to an asset

Attacks (threats carried out)

* Passive — attempt to learn or make use of information from the
system that does not affect system resources

* Active — attempt to alter system resources or affect their operation
* Insider —initiated by an entity inside the security parameter
e Qutsider —initiated from outside the perimeter

Colorado State University



Table 1.3

Computer and Network Assets, with Examples of Threats

Availability Confidentiality Integrity
Equipment is stolen or
: : An unencrypted CD-
Hardware dlsal?led, thus denying ROM or DVD is stolen.
service.
A working program is
modified, either to
Programs are deleted, An unauthorized copy | cause it to fail during
Software ) : : :
denying access to users. | of software is made. execution or to cause it
to do some unintended
task.
An unauthorized read
Files are deleted, of data is performed. Ex1s?1ng files are
Data denvine 26cess to USers An analysis of modified or new files
yns " | statistical data reveals are fabricated.
underlying data.
Messages are destroyed Messages are modified,
Communication | or deleted. Messages are read. The | delayed, reordered, or
Lines and | Communication lines traffic pattern of duplicated. False
Networks | or networks are messages 1s observed. messages are

rendered unavailable.

fabricated.
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Passive and Active Attacks

Passive Attack

Attempts to learn or make use of
information from the system but
does not affect system resources

Eavesdropping on, or monitoring
of, transmissions

Goal of attacker is to obtain
information that is being
transmitted

Two types:

— Release of message contents

— Traffic analysis

Active Attack

Attempts to alter system
resources or affect their
operation

Involve some modification of
the data stream or the creation
of a false stream

Four categories:

— Replay

— Masquerade

— Modification of messages
— Denial of service

Colorado State University




Attack Surfaces

Consist of the reachable and exploitable vulnerabilities
In a system

Examples:

Code that processes
Open ports on incoming data,
outward facing Web | Services available on email, XML, office
and other servers, the inside of a documents, and
and code listening firewall industry-specific
on those ports custom data
exchange formats

An employee with
access to sensitive
Interfaces, SQL, and information
Web forms vulnerable to a
social engineering
attack




Attack Surface Categories

Network Software Human Attack
Attack Surface Attack Surface Surface

ulnerabilities over an enterprise
network, wide-area network, or
the Internet

Vulnerabilities in application,

utility, or operating system code

Vulnerabilities created by

personnel or outsiders, such as
social engineering, human error,
and trusted insiders

Included in this category are
network protocol vulnerabilities,
such as those used for a denial- Particular focus is Web server

software

of-service attack, disruption of
communications links, and
various forms of intruder attacks

Colorado State University
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Attack Tree

An attack tree is a branching, hierarchical data structure that represents a set of
potential techniques for exploiting security vulnerabilities

The security incident that is the goal of the attack is represented as the root
node of the tree, and the ways that an attacker could reach that goal are

iteratively and incrementally represented as branches and subnodes of the
tree.

Each subnode defines a subgoal, and each subgoal may have its own set of
further subgoals etc.

The final nodes on the paths outward from the root, i.e., the leaf nodes,
represent different ways to initiate an attack.
Each node other than a leaf is either an AND-node or an OR-node.

— To achieve the goal represented by an AND-node, the subgoals represented by all of
that node’s subnodes must be achieved;

— and for an OR-node, at least one of the subgoals must be achieved.

Branches can be labeled with values representing difficulty, cost, or other
attack attributes, so that alternative attacks can be compared.

Colorado State University



Attack Tree Example 1

Dmlllne
guessing
attack
| | |
Threaten user ‘ Visual Key logger
engineering observation
| i
Shadowed World
password file readable
dd
. Colorado State University



Attack Tree Exmple 1 (cont)

B 8

C 10

D 5 g

E 2

F 1

G 1 H J
H 5

J 4 E -

Boolean description: Pr{A} = Pr{B} + (Pr{C} + Pr{D}) + [Pr{E} + Pr{F}]. Pr{G} + (Pr{H} + Pr{J})
Successful Attack combinations: B, C, D, {E, G}, ...

Lowest cost attack: ?

Colorado State University

16



17

B

C

D

Attack Tree Exmple 1 (cont)

8

10

5

Boolean description: Pr{A} = Pr{B} + (Pr{C} + Pr{D}) + [Pr{E} + Pr{F}]. Pr{G} + (Pr{H} + Pr{J})

Successful Attack combinations: B, C, D, {E, G}, ...

Lowest cost attack: {F, G} total cost 1+1 =2

Colorado State University
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Risk as a composite measure

Formal definition:
* Risk due to an adverse event e; (a breach)
Risk. = Likelihood; x Impact.
* Likelyhood; may be replaced by frequency,, when it may
happen multiple times a year.

* This yields the expected value. Sometimes a worst-case
evaluation is needed.

In classical risk literature, the internal component of Likelihood is termed “Vulnerability” and external “Threat”. Both are

probabilities. There the term “vulnerability” does not mean a security bug, as in computer security.

Colorado State University
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Risk as a composite measure

* Likelihood can be split in two factors
Likelihood. = P{A security hole, is exploited}.
= P{hole, present}.
P{exploitation|hole; present}
* P{hole, present}: an internal attribute of the system.

* P{exploitation|hole; present}: depends on circumstances
outside the system, including the adversary capabilities
and motivation.

* Inthe literature, the terminology can be inconsistent.

Caution: In classical risk literature, the internal component of Likelihood is termed “Vulnerability” and
external “Threat”. Both are probabilities. There the term “vulnerability” does not mean a security bug, as

in computer security.

Colorado State University
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Annual Loss Expectancy (ALE)

Note the terminology is from the Risk literature.

* Annual loss expectancy (ALE). (It is a risk measure)
ALE = SLE x ARO

— Where ARO is Annualized rate of occurrence.

A countermeasure reduces the ALE by reducing one of its factors.

COUNTERMEASURE_VALUE
= (ALE_PREVIOUS — ALE_NOW) — COUNTERMEASURE_COST

ALE_PREVIOUS: ALE before implementing the countermeasure.
ALE_NOW: ALE after implementing the countermeasure
COUTERMEASURE_COST: annualized cost of countermeasure

Colorado State University
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Estimating the Breach Probability

What factors impact the probability of an organization
to be breached?

Approaches:

« Data based: Algarni and Malaiya 2016, 2021

— Based on data collected by Ponemon and other
organizations

— Model + parameters

* Hypothesis based: Gordon and Loeb, 2002

— Hypothesis about impact of additional security
investments

A. M. Algarni and Y.K. Malaiya, "A Consolidated Approach for Estimation of Data Security Breach Costs", 2nd Int.Conf.
on Information Management (ICIM), London, 2016, pp. 26-39.

A. M. Algarni, V. Thayananthan and Y. K. Malaiya “Quantitative Assessment of Cybersecurity Risks for Mitigating Data
Breaches in Business Systems” Appl. Sci, 19 April 2021, 11, 3678, pp. 1-24.

Colorado State University



http://www.cs.colostate.edu/~malaiya/p/breachcostAlgarni2016.pdf
https://doi.org/10.3390/app11083678
https://doi.org/10.3390/app11083678

Modeling the Breach Probability

What factors impact the probability of an organization to be
breached?

* Breach size
e Other factors:
e Default value of factor =1

— Specific value relative to the default value

« Do factors add or multiply?
— Factors largely orthogonal: multiplicative
— Factors overlap: additive
« Examples of multiplicative models
— COCOMO Cost estimation model
— RADC software defect density model

— VLSI failure rate models
Colorado State University
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Data-based Estimation of Breach Probability

What factors impact the probability of an organization
to be breached?

* Breach size (number of records)

e QOther factors:
— Default value of factor = 1
— Specific value relative to the default value

 Factors based on available data

— Organization’s Country F iy

— Organization’s Industry Classification F;, gty
— Sensitive Data Encryption Fe,cryption

— Organization’s Privacy Fp .,

— Business Continuity Management Team Fgc,
— Data Breach Causes Fyeach cause

Colorado State University
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Breach Probability Model

A proposed model for the probability of a breach for the
next

P {breach} = Fcountry = FBCM * Findustry x
Fbreach,,,s. ¥ Fencryption * Fprivacy x
a exp (—Bx)
Where o =0.4405, [3 =4E-05, x the breach size s

Six factors of the need to be evaluated using lookup
tables using recent data. lllustration uses data in the

published paper.
Details in the following slides.

A. M. Algarni, V. Thayananthan and Y. K. Malaiya “Quantitative Assessment of Cybersecurity Risks for Mitigating Data
Breaches in Business Systems” Appl. Sci, 19 April 2021, 11, 3678, pp. 1-24.

Colorado State University
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https://doi.org/10.3390/app11083678
https://doi.org/10.3390/app11083678

Data Breach Probability

Cost of a Data Breach Report 2019, IBM Security, study by Ponemon Institute.

e 507 participating companies, with a minimum of 10,000 records

. United States, India, the United Kingdom, Germany, Brazil, Japan, France, the Middle East, Canada, Italy, South Korea, Australia,
Turkey, ASEAN, South Africa, Scandinavia

. 2015-2019 (4 years): up by 5, i.e. 1.25%/year

Probability of a data breach in the next two years
35

30
20

15

10

2013 2014 2015 2016 2017 2018 2019 2020

Colorado State University
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https://insights.integrity360.com/hubfs/2019-cost-of-a-data-breach-report-04_03025203USEN.pdf

Probability of a data breach by number of records lost

Over the next two years, involving minimum of 10,000 and
maximum of 100,000 records.
Cost of a Data Breach Report 2019, IBM Security, study conducted by Ponemon Institute.

Probability %
35

30
25
20
15

10

0 20,000 40,000 60,000 80,000 100,000 120,000

Colorado State University
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https://www.all-about-security.de/fileadmin/micropages/Fachartikel_28/2019_Cost_of_a_Data_Breach_Report_final.pdf

Breach probability -Breach size
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Data breach probability for the next two years based on the
breach size (Ponemon data 2015). Strong dependance.

Colorado State University
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Breach probability -Breach size model

Probabilty of a breach in a year:
I:Breachsize =a exp (—BX)
Where o = 0.4405, [3 =4E-05, x the breach size

Based on 2015 Ponemon data. o may have gone by by
1.5% a year.

Colorado State University
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Damage caused by reported cybercrime in the United States from 2001 to 2025

Losses in mill USS

25000
20000
15000
10000

5000

2001 2006 2011 2016 2021 2026

Based on the data from

https://www.ic3.gov/AnnualReport/Reports/2025_|IC3Report.pdf COlOI'adO State llni‘fersit},

32 and earlier repots



https://www.ic3.gov/AnnualReport/Reports/2025_IC3Report.pdf

Cybercrime categories in the United States in 2025, by number of individuals affected

Crime Type Complaints Crime Type Complaints
Phishing/Spoofing 191,561 Credit Card/Check Fraud 18,774
Extortion 89,129 Real Estate 12,368
Investment 72,984 Advanced Fee 7,762
Personal Data Breach 67,456  Loutery/Sweepstakes/ 5,623

Inheritance

Non-Payment/

. 56,478 Threats of Violence 4,826
Non-Delivery
i 47,794  DataBreach 3,963
Support
Government 32,424  Ransomware 3,611
Impersonation

. IPR/Copyright and

Identity Theft 31,675 Counterfeit 2,386
SRl 24,768  Overpayment 2,194
Compromise
Employment 24,688 SIM Swap 971
Confidence/Romance 23,159 Malware 893
Harassment/Stalking 21,557 Botnet 715

Other 20,031 Charity

662
33 aa https://www.ic3.gov/AnnualReport/Reports/2025 IC3Report.pdf COlOPadOStateuanel‘SlW
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Data breach probability by country

0.4

0.35

0.3

0.25

Probability
=
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0.15
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[

Brazil France |India Arabian lapan Italy United United Australia Canada Germany
Cluster States Kingdom

B Probability 2014 ™ Probability 2015

Data breach probability by country (Ponemon data 2015)

A minimum of 10,000 compromised records

Colorado State University



Data breach probability by country

Data breach probability by country Fcountry (Ponemon data 2015)

35

Country Name Multiplier
USA 1 (default)
Germany 0.72
Canada 0.74
France 1.62
UK 0.97
[taly 1.02
Japan 1.03
Australia 0.79
Arabian Cluster (Saudi Arabia and United Arab Emirates) 1.33
Brazil 1.68
India 1.35

Colorado State University
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Organization’s Industry Classification Findustry

Model proposed:

Industry classification Multiplier
Communications 1.09
Consumer Products 1.24
Education 1.30
Financial Services 0.98
Government Services 1.63
Healthcare and Pharmaceuticals 1.26
Industrial 0.77
Retail 1.69
Services: professional and general services 1.48
Technology and software 1.26
Transportation 0.86
All others 1 (default)

Colorado State University
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Business Continuity Management Team FBCM

Model proposed:

BCM involved in incident response plan Multiplier
Yes 0.84
No 1.1
Not sure 1 (default)
Colorado State University
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Sensitive Data Encryption: F

Model proposed:

encryption

Encryption of sensitive data Multiplier
Yes 0.64
No 1,03
Not sure | (default)
Colorado State University



Organization’s Privacy Fprivacy

Model proposed:

Organization’s Privacy Multiplier
A formal privacy and data protection program that is enterprise- 0.89
wide
A formal privacy and data protection program that is not 0.92
enterprise-wide
An informal privacy and data protection program that is 1 (default)
enterprise-wide
An informal privacy and data protection program that is not 1.19
enterprise-wide
No privacy or data protection program in place 1.42

16 Colorado State University



Data Breach Causes Fbreach cause

Model proposed:

Data breach causes Multiplier
Malicious or criminal attack 1.32
Negligence or mistakes (Human error) 0.82
System glitch 0.75
don’t know 1 (default)
10 Colorado State University



Updating Submodels

* The tables for the factor submodels should be updated
time to time to account for recent variations.

* Cost of a Data Breach report is published annually;
however the probability data is often not included.

A website A Guide to Calculating the Cost of Data
Breaches by a new cybersecurity company in Denmark

gives python code to implement Algarni and Malaiya’s
model!

A. M. Algarni and Y.K. Malaiya, "A Consolidated Approach for Estimation of Data Security Breach Costs", 2nd Int.Conf.
on Information Management (ICIM), London, 2016, pp. 26-39.

A. M. Algarni, V. Thayananthan and Y. K. Malaiya “Quantitative Assessment of Cybersecurity Risks for Mitigating Data
Breaches in Business Systems” Appl. Sci, 19 April 2021, 11, 3678, pp. 1-24.

i Colorado State University



https://www.securityscientist.net/blog/a-guide-to-calculating-the-cost-of-data-breaches/
https://www.securityscientist.net/blog/a-guide-to-calculating-the-cost-of-data-breaches/
http://www.cs.colostate.edu/~malaiya/p/breachcostAlgarni2016.pdf
https://doi.org/10.3390/app11083678
https://doi.org/10.3390/app11083678

Compliance and Security Outcomes

Correlation - Compliance and Security Outcomes

7

7

7

§

7

7

ooy | 02 203 2024

. Failed Auwdit — Owerall Breach History . Passed Audit — Overall Breach History

G P ebal VSR relgra L 2001 - 04 DLaLs TIT Sl ko kad syl

In 2024, of the respondents whose organizations failed a compliance audit, 84% reported having some breach in their
history, with 31% saying they experienced a breach in the last 12 months. In contrast, for those that passed compliance
audits, only 21% have a breach history and only 3% suffered a breach in the last 12 months.
https://intexus.la/wp-content/uploads/2024/05/2024-thales-data-threat-report-global_PDF.pdf

Colorado State University
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L. A. Gordon and M. P. Loeb, “The
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https://dl.acm.org/doi/pdf/10.1145/581271.581274
https://dl.acm.org/doi/pdf/10.1145/581271.581274
https://dl.acm.org/doi/pdf/10.1145/581271.581274

Gorden Loeb Model

e L.A.Gordon and M. P. Loeb, “The economics of information
security investment,” ACM Trans. Inf. Syst. Secur., vol. 5, no. 4,
pp. 438-457, 2002.

 Model for the impact of a security investment on the probability
of a breach.
— S(z,v)
— S: probability of a breach after an investment z
— v: probability of a breach before investment
* Derived using concepts from economics, without using any data.

* | have kept the same notation which several following papers
have used.

e Further work needed. Comments on approach

Colorado State University
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Security breach probability function

Security breach probability function: Probability of a breach after an investment z

is given by S(z, v)

* where z>0denote the monetary (e.g., dollar) investment in security to protect
the given information set.

* v=“vulnerability” (probability of a security breach before investment)

Assumptions concerning 5(z, v) function :

Al. S(z, 0) =0 for all z. If the information is completely invulnerable, then it will
remain perfectly protected for with a zero investment.

A2. For all v, 5(0,v)=v. That is, if there is no investment in information security, the
probability of a security breach, conditioned on the realization of a threat, is the
inherent vulnerability, v.

A3. Forallve (0, 1), and all z, S(z, v) < 0 and §”(z, v)>0, where S’ denotes the partial

derivative with respect to zand S” denotes the partial derivative of S” with respect to

Z.

A3 implies that as the investment in security increases, the prob of a
breach declines, but at a decreasing rate. Law of diminishing returns.

* Forallve(0,1), limS(z,v) > 0, as z - oo, so by investing sufficiently in
security, the probability of a security breach, t times S(z, v), can be
made to be arbitrarily close to zero.

Colorado State University



Expected benefits of an investment in information security

Impact of investment z:

The expected benefits of an investment in information
security, £EBIS, are equal to the reduction in the firm’s
expected loss attributable to the extra security.

EBIS(Z) - [V - S(Z’ V)] L A risk measure

like ALE
The expected net benefits from an investment in
information security, ENBIS equal EBIS less the cost of
the investment, or:

ENBIS(z) =[v-5(z, v)] L -z

v — Probability of security breach

L — Potential Loss. vL — Expected Loss
z — Level of Investment

S|z, v] — Revised probability of breach

Colorado State University
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Expected Benefits (S) vs Costs of an Investment (z) in Security

Expected Benefits of Investiment
= (v—S[z,v])L

$

vL -

Costs of Investment

Benefits are increasing at a
decreasing rate.

100% security is not
possible.

Level of investment in
information security

z
1
z*(v) <—vL

¢ Obtained
v — Vulnerability (Probability of security breach) later
L — Potential Loss
vL — Expected Loss ) )
7 — Level of Investment Optimal: The point the tangent
z* — Optimal Investment Level to EBIS(z*), has a slope one.

S|z, v] — Revised v after z (Revised probability of breach)

Colorado State University



Security breach probability functions

They proposed two broad classes of security breach probability
functions that satisfy A1-A3.

* The first class of security breach probability functions, denoted
by S/ (z, v), is given by:

v
(az + 1)

S"[z,u}:

where the parameters a >0, B > 1 are measures of the productivity of

information security (i.e., for a given (v, z), the probability of a security
breach is decreasing in both a and ).

Solving for optimal zx*

1/8+1)
Py I *(U) — (UﬁEEL] —1 v — Probability of security breach
o ) L — Potential Loss. vL — Expected Loss
z — Level of Investment
S[z, v] — Revised probability of breach

29 Colorado State University



50

Security breach probability functions

* The second class of security breach probability
functions is given by:

S‘”{E, L‘:l — Un:ez+1

* Optimal value can be found as

In(1/—avL(Inv))
alnv

.EH,{L") —

* For both functions they have shown that optimal

investment is given by 2" (v)<(1/e)sL.

o . Note that 1/e = 0.3679
v — Probability of security breach

L — Potential Loss. vL — Expected Loss
z — Level of Investment ) .
S[Z, v] _ Revisedpmbabilily ofbreach Optimal: The point the tangent to EBIS(z+), has a slope one.

Colorado State University



* Proposition 1. For all security breach probability functions for
which Al1- A3 hold, there exists a loss, L, and a range of v in
which increases in vulnerability result in an increase in the
optimal investment in information security.

* Proposition 2. Suppose a security breach probability function
meets conditions A1-A3, then it is not necessarily the case that
the optimal level of investment in information security, z*(v), is
weakly increasing in vulnerability, v.

* Proposition 3. Suppose the security breach probability function belongs
to class | (i.e., it can be expressed as Sl(z,v)=v/(az+1)? for some a>0,
B>1) or to class Il (i.e., it can be expressed as S'(z, v) = v¥?*! for some a
>0), then zx(v) < (1/e) vL. (See their Appendix for proof. )

— The optimal investment in information security is always less than
or equal to 36.79% of the loss that would be expected in absence
of any investment in security

Weakly increasing: may be occasionally flat Colomdo State univerSiW
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How Can Organizations Use the Gordon-Loeb Model?

1. Estimate the potential loss (L) from a cybersecurity
breach for each set of information

— information segmentation is important.

2. Estimate the probability that an information set will be
breached, by examining its vulnerability (v) to attack.

3. Create a grid with all the possible combinations of the
first two steps, from low value, low vulnerability, to high
Value, hlgh VU|nerabi|ity (risk matrix).

4. Focus spending where it should reap the largest net
benefits based on productivity of investments.

Colorado State University
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Recent Developments

Widely cited in economic/financial fields.

Main im pact: 2017 U.S. Better Business Bureau (BBB) report

recommends the Gordon-Loeb Model as "...a useful guide for organizations
trying to find the right level of cybersecurity investment."

Cybersecurity Investment Guidance: Extensions of the Gordon
and Loeb Model, S. Farrow, J. Szanton, 2016

Calibration of the Gordon-Loeb Models for the Probability of
Security Breaches, M. Naldi, M. Flamini, 2017.

— Values used: v=0.5-0.9, L=1 million, a =4x10>,f =1
e Optimal about 0.2 v

Table based investment distribution: based on risk
values of each component.

Colorado State University
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https://ieeexplore.ieee.org/document/8359056

Expected loss from information security breach,
Cost saving from a 2 M investment

Value of Information Sets (in § Million)*

Low Medium High ll
| I | Low Medium High
R I !
[ [ | |
20 40 60 80 100
g 16 .
= i) F
-4 I 8 = 20% 0.67 1.33 2.00 2.67 333
5
= = 8 16 24 32 40
& 5 E ’ 40% 1.11 222 3.33 4.44 5.56
25— =
Z = 3
g 12 4 = + = - [ 60% 1.67 333 5.00 6.67 8.33
>= = _ = .
= 16 32 48 64 80 2 = 80% 1.41 281 422 5.63 7.04
*Value of Information = Potential Loss (L) Low: vl <30 Figure 5. Cost savings from 2" million dollar investment.
**Vulnerability/Threat = V Medium: 69 = vL = 30
High: vl =70

Expected loss from information security breach

Gordon, L.A., Loeb, M.P, Zhou, L.: Investing in cybersecurity: insights from the Gordon-Loeb model.
J. Inf. Secur. 7(02), 49 (2016)

Colorado State University
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Research Questions

| would like to get answers to these questions.

 What is the actual security breach probability function
based on real data or current state of
technology/economics/threats?

* Find information on approaches for security
enhancements and their effectiveness.

Colorado State University
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Costs for outsourced cybersecurity services

* Minimum costs for outsourced cybersecurity services
start around $2,000 - $3,500 per month

— On a per-user basis between $195 and $350 per user,
including support and maintenance.

e Organization already having support (in-house
or outsourced),

— the cybersecurity portion on its own is typically $35 - S65 per
user.

VC3: How Much Do Managed Cybersecurity Services Cost?

Colorado State University
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Managed Cybersecurity Services

Advisory services: regular reports and analyses of security events, incidents,
and security posture. compliance with regulatory frameworks.

Cybersecurity software tools: see next slide
Incident response: a remediation plan

Policy writing: guidelines for how you allow people and systems to access
your network

Regulatory compliance: specific regulations such as HIPAA, CMMC, GDPR,
SEC, etc.

Software patchingsoftware, applications, and systems are kept up to date
Vulnerability management: identifying and addressing weaknesses.

Security awareness training: Employee training programs about phishing,
social engineering, and best practices for maintaining security.

Identity and access management: managing and verifying the identities of
individuals and devices.

Colorado State University
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Cybersecurity Services: Tools

Cybersecurity software tools:

Endpoint detection and response (EDR) coupled with 24/7/365 human monitoring:
endpoints such as computers, servers, and mobile devices are secure

Multi-factor authentication (MFA)
Microsoft 365 protection and backups

Credential monitoring: dark web monitoring
Email protection: encryption, filtering, and scanning

Web and content protection: to block employees from accessing potentially malicious or
risky websites.

Security Incident Event Management (SIEM) / Security Orchestration, Automation, and
Response (SOAR): real-time analysis of network hardware and application-generated
security alerts.

Advanced malware protection: to detect, prevent, and respond to advanced malware
threats (including zero-day attacks)

Advanced cloud security:

Next-generation firewall: firewall capabilities with additional features and functionalities to
provide enhanced protection against modern cyber threats

Colorado State University
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Quantitative Security

Colorado State University
Yashwant K Malaiya
CS 559
Costs of security breaches

CSU Cybersecurity Center
Computer Science Dept
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Cost Models

Ponemon Institute

— Founded in 2002 by Larry Ponemon and Susan Jayson
— conducts independent research on data protection
— Collaborates with several large organizations and publishes annual reports

NetDiligence

— Privately-held cyber risk assessment and data breach services company.

— Since 2001, NetDiligence has conducted thousands of enterprise-level
cyber risk assessments for a broad variety of organizations

— NetDiligence services are used by leading cyber liability insurers in the

U.S. and U.K.

Ponemon assisted models, sponsored by

— Symantac (2010),

— Megapath (2013), and
— IBM (2014 -2023)
NetDiligence Model

— Hub International calculator (2012) and
— contributed to the Verizon report

Colorado State University



Cost Metrics

Total Cost of a Breach =
Direct costs + Indirect costs — Recovered costs
Direct costs: funds spent directly
= Incident investigation cost
+ Customer Notification/crisis management cost
+ Regulatory and industry sanctions cost*
+ Class action lawsuit cost*
Indirect costs: lost business opportunity
= loss of goodwill, customer churn#
Recovered costs = Insurance recovery + tax break

* Post data breach response # Measured by the stock-market?

Colorado State University
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Cost Metrics

Total Cost of a Breach
= fixed costs + variable costs — recovered costs

Total cost of breach

Cost per Record =
P number of af fected records

— Fixed cost: regardless of the size of breach

— Variable costs depend on the number of records.
« May not be linear because of economy of scale

Colorado State University
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Cost Models: Investigations

« The Ponemon Institute and NetDiligence data/models
— They used proprietary data available to them.

— They derived computational models based on their data
(“calculators™).

— Large number of factors, considerable variation in factors
considered.

« Objective of study by Algarni and Malaiya
— ldentify the major factors that are significant
— Build models for the factors identified.

 Approach

— regenerate data using the computational engines by providing a
large number of input combinations.

— ldentified and removed the factors that emerged as non-significant.

— Developed systematic computational models.

A consolidated approach for estimation of data security breach costs, AM Algarni, YK Malaiya, 2016 2nd Int. Conf. on
Information Management (ICIM), 26-39

Quantitative economics of security: software vulnerabilities and data breaches, Algarni, Abdullah M., PhD Dissertation,

2016 -
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Significant Factors impacting Cost and Probability

Classification Significant Factors Source

Total number of affected records  Total number of affected records? All

Type of data breaches What is your organization's industry classification? Symantec & IBM
What types of information do your employees handle? Symantec & IBM

Incident investigation cost Data is in a centralized system/location? Hub Int’l
Actual fraud is expected already? Hub Int’]
Federal class action lawsuit filed? Hub Int’l
What do you think is the most likely cause of a data breach? Symantec & IBM
Is sensitive data encrypted on all laptops or removable storage? Symantec & [BM
How long does the business keep/retain sensitive information pertaining to employees, IDT911
customers, and patients?
What best describes your organization's privacy and data protection program? Symantec & IBM

Crisis management cost Number of Years for credit monitoring? Hub Int’]
What is the global headcount of your organization? Symantec & IBM
Is your organization's business continuity management team involved in the data breach IBM
incident response process?

Regulatory and sanction cost Is PCI compliance an issue? Hub Int’]

Lawsuit cost Actual fraud is expected already? Hub Int’l
Federal class action lawsuit filed? Hub Int’l

A consolidated approach for estimation of data security breach costs, AM Algarni, YK Malaiya
2016 2nd International Conference on Information Management (ICIM), 26-39

Colorado State University



Some major breaches

TABLE 1 | Massive Enterprise Data Leak Incidents in Recent Years (Data Source Is from the Dataset of World's Biggest Data Breaches'*)

Organization Records Breach Date Type Source Industry Estimated Cost
Anthem insurance 78 million January 2015 Identify theft Malicious outsider ~ Healthcare ~ $100 million
Yahoo 500 million December 2014 Account access State 5pun5ured' Business $350 million
Home depot 109 million  September 2014  Financial access  Malicious outsider ~ Business $28 million
JPMorgan chase 83 million August 2014 Identify theft Malicious outsider  Financial $13 billion
Benesse 49 million July 2014 Identify theft Malicious insider Education $138 million
Korea credit bureau 104 million  January 2014 Identify theft Malicious insider Financial $100 million
Target 110 million ~ November 2013 Financial access ~ Malicious outsider ~ Business $252 million
Adobe System 152 Million ~ September 2013 Financial access ~ Malicious outsider ~ Business $714 Million

! Announced by U.5. Department of Justice.'®

Long Cheng, Fang Liu, Danfeng (Daphne) Yao, Enterprise data breach: causes, challenges, prevention, and future directions,
Wires, 09 June 2017.

Note that the costs are estimated.

Colorado State University



* Target Data Breach 2013
e Home Deport Data Breach, 2014

Colorado State University
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» Target Corporation’s network

Target data breach (2013)

» Breach Dates: Between November 27 and December 18, 2013
Announced Dec 19, 2013 to media (Dec 18 KrebsOnSecurity, WSJ)
Second largest credit and debit card breach after the TJX breach in 2007.

40 million credit and debit card numbers and 70 million records of personal information
were stolen.

It cost credit card unions over two hundred million dollars (?) for just reissuing cards.
Wildly different cost estimates by experts, up to a billion.

Attackers
COMmpro-
mised Fazio
Mechanical
Services.

Attackers
broke into
Target's
network
and tested
malware
on POS
machines.

Attackers
began to
collect
credit card
data.

POS mal-
ware fully
installed.

Attackers
installed
data
exfiliration
malware.

Symantec
and FireEve
alerts

Attackers

Department Target

began to of Justice removed
move credit notified most
card data Target. malware.
out.

Additional

FireEve

alerts

triggered.

Xiaokui Shu, Ke Tian, Andrew Ciambrone, and Danfeng Yao. Breaking the Target:
An Analysis of Target Data Breach and Lessons Learned. CoRR, abs/1701.04940, 2017
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Breakdown and analysis of the Target data breach

—” Malicious control path

Target
network

- — — > Data leakage flow

November 15,
2013

September, 2013
Third party vendor Attacker

Fazio mechanical services

WIREs Data Min & Knowl, Volume: 7, Issue: 5, First published: 09 June 2017, DOI: (10.1002/widm.1211)

Colorado State University
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Target data breach (2013)

(® Indicators (%) Comparison B May 01, 2013 - May 01, 2014 1D 50 1M 3M 6M YTD 1Y 2¥Y &Y Max [™M Interval 1D ~« . Line~ ¢® Draw

I TGT 60.74 7500
7250
70.00

67.50

65.00

60.00

57.50

sy 55.00

D] D]
\ i e
“u‘lmnnhm ‘”||H‘|||||I|I|||||II|||||.||||||nn||||‘||||I‘|I|Inl||||| "||||||||||||||||||||||||||||||||||||||||||||HH||||||||\I|||| ‘Hh\”“hn ||H||||n||||||\ ‘hl‘ HHHHHHHHH\H\H ‘ e
May Jun Jul Aug Sep Oct Now Dec Feb Mar Apr M

2014

« TGT Price chart (Yahoo Finance)

Note: Announced Dec 19, 2013 to media.

Question: what was the impact on the enterprise value?

Colorado State University
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TARGET DATA BREACH ACTUAL REPORTED COSTS

Net Expenses Net Expenses

Years Efr;fsses j:j:;j;;z (before tax (after tax
P deductions) deductions)
2013 $61m $44m $17m $11m
2014 $191m $46m $145m $94m
2015 N/A N/A $39 $28
Total $252m $90m $201m $133m

Raw cost per card= $6.30 (40 million cards affected)

Observation: Insurance covered 35.7%. Govt covered 27.0%. Who ultimately paid for these?

A consolidated approach for estimation of data security breach costs, AM Algarni, YK Malaiya
2016 2nd International Conference on Information Management (ICIM), 26-39

Colorado State University
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Home Depot Data Breach Actual reported Costs

 September 8th, 2014, Home Depot released a
statement indicating that its payment card systems
were breached.

 The data breach occurred from a sophisticated custom-
built malware program installed on Home Depot’s
payment system network using a third-party vendor’s
login credentials.

Case Study: The Home Depot Data Breach, Brett Hawkins, 2015

Colorado State University



Home Depot Data Breach Actual reported Costs

Net

Net Expenses
Gross Insurance Expenses
Years : (after tax
Expenses receivable (before tax :
: deductions)
deductions)
Q3, | $43m | $15m |  $28m | N/A
,,,,, 2004
Q4, $20m $15m $5m N/A
B2V S S N SN S SR
Total $63m $30m $33m N/A

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Raw cost per card= $1.13 (56 million cards affected)

NA: not available

A consolidated approach for estimation of data security breach costs, AM Algarni, YK Malaiya
2016 2nd International Conference on Information Management (ICIM), 26-39

Colorado State University
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Cost per record

e Cost per record metric

* Partial costs

* Average costs?

* Available data

* Proposed model for Cost per record

Colorado State University
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