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Presentations Evaluations, Report Reviews
• Everyone: fill the peer-review form for presentations and submit 

through canvas (Due Dec 10 Th). Evaluate
a. Significance & originality 
b. Thoroughness & timeliness of research 
c. Depth of understanding displayed
d. Organization & Presentation
e. Overall 

• Final: is two part
– Final A: critical review of two specific project Final Reports

• Assignment should be available Dec 10 and will be due on Dec 15.

– Final B: proctored questions based (somewhat like midterm) 
• Dec 16 2-4 PM as scheduled. Perhaps 1 hour.

Evaluation Score

Top 25% 10

Next 25% 9

Next 25% 8

Lowest 25% 7
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Presentations/Final Report
Tu Dec 8, 2020
• Zhao, Qingyi. Quantitative examination of phishing
• Petkar, Jayesh Umesh. Smartphone Security Model and 

Vulnerabilities
• Alqurashi, Saja. Statical analysis of Mitre ATT&CK for Industrial 

Control System
• Li, Jacinda. Security Performance Analysis of Electronic Payment 

Systems
• Dubois, Alexandre. Economic tradeoffs due to security issues
• Chen, Sirius. Secure container Technologies
Th Dec 10 (participation required)
• Shang, Tony. Detection DDOS attack based on deep neural 

networks (will be moved)
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Introduction
What is phishing? Take a phishing website as an example: the attacker prepares a webpage that imitates the official website in advance 
and fails to send it to the server to make the webpage accessible, and sets up a channel for transmitting user information. Induce users to 
phishing web pages through emails, text messages, or hiding links in other web pages. After the user fills in the personal information and 
clicks the "Submit" button, the data is sent to the location designated by the attacker for storage. The following figure shows the flow of this 
series of attacks.

The more tired the phishing attack the more 
common. 

This kind of attack is getting worse and causing 
great losses. 

My personal experience.



Report of Phishing
Phishing Activity Trends Summary

The more tired the phishing attack the more common. 



Report of Phishing (Cont.) 
SaaS and webmail sites remained the most frequent 
targets of phishing.

Phishing against social media companies crept up from 
10.8 to 12.6 percent.



Phishing attacks I encountered



Academic research on anti-phishing

Su, K., Wu, K., Lee, H. and Wei, T, identify phishing URLs based on linear regression.

Afroz, S. And Greenstadt, R. designed a detection method called PhishZoo.

Sahingoz, O., Buber, E., Demir, O. and Diri, B., 2019. Machine learning based phishing detection from URLs. 

There are many other studies.



Identifying that it is a phishing website

1. The browser compares the currently visited URL and database to match the page of the suspected phishing website.

2. Page text and picture feature recognition.

3. Identification of domain name registration information.

4. The website is registered and recognized by the government.

5. PageRank level recognition based on page change frequency.



Identify phishing URLs based on linear 
regression

Su, K., Wu, K., Lee, H. and Wei, T., 2013. Suspicious URL Filtering 
Based on Logistic Regression with Multi-view Analysis. 2013 Eighth Asia 
Joint Conference on Information Security.



Afroz, S. And Greenstadt, R. designed a 
detection method called PhishZoo.

Afroz, S. and Greenstadt, R., 
2011. PhishZoo: Detecting 
Phishing Websites by Looking 
at Them. 2011 IEEE Fifth 
International Conference on 
Semantic Computing.



Afroz, S. And Greenstadt, R. designed a 
detection method called PhishZoo.
90.2% of phishing sites were detected through 
keyword and image matching. 

PhishZoo will detect 97.6% of phishing sites.

21.5% of phishing sites directly reuse elements of the 
actual site and can be detected through HTML code 
matching. 

By considering only the visible text of the website 
instead of the entire HTML, 70.3% of phishing can be 
detected.



Machine learning based phishing 
detection from URLs. 

According to the experimental results, it can be 
clearly seen that NLP-based functions have 
better performance than word vectors, with an 
average rate of 10.86%. In addition, using NLP-
based features and word vectors together can 
also improve the performance of the phishing 
detection system. According to NLP-based 
features, the ratio is 2.24%, and for word 
vectors, it is 13.14%.

Sahingoz, O., Buber, E., Demir, O. and Diri, B., 
2019. Machine learning based phishing 
detection from URLs. 



Conclusion
Based on previous surveys, combined with reports issued by professional organizations. Phishing attacks are becoming 
more and more common. Among them, email phishing attacks are a very common form of attack by attackers. 
Because this attack method is more proactive. Actively send phishing emails to users to trick users into clicking links to 
enter the website. Compared with this method, the method of creating phishing websites and hiding links in other 
websites is not very effective. The attacker obtains the user's recent activities through public information on the 
Internet or in some way, and then sends targeted phishing emails. Since users have had the same activity recently, 
they are more likely to be deceived. Using machine learning to identify and classify phishing websites is a very efficient 
way. Many researchers are using this method to design a fan fishing system.
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INTRODUCTION

Why pay attention to mobile security?



RELATED WORK

ØAndroid smartphone vulnerabilities: A survey [1]

ØA survey on security issues, vulnerabilities and attacks in Android based 
smartphone [2]

ØA Survey on Smartphones Security: Software Vulnerabilities, Malware, and Attacks 
[3]

ØA Markov adversary model to detect vulnerable iOS devices and vulnerabilities in 
iOS apps [4]



TOP SECURITY THREATS FOR APPS

Improper Platform Usage: Maltreat of features of the phone or OS like giving app 
permissions to access contacts, gallery etc., beyond a need.

•Superfluous Data Storage: Storing unwanted data in the app.

Exposed Authentication: Failing to identify the user, failing to maintain the user’s 
identity and failing to maintain the user session.

•Insecure Communication: Failing to keep a correct SSL session.

Malicious Third-Party Code: Writing a third-party code which is not needed or not 
removing unnecessary code.

•Failure to apply server-side controls: The server should authorize what data needs to be shown in the 
app?

Client-Side injection: This results in the injection of malicious code in the app.

•Lack of data protection in transit: Failure to encrypt the data when sending or receiving via web 
service etc.



SECURITY THREAT FROM ROOTED AND 
JAILBROKEN PHONES

The installation of some extra applications on the 
phone.

The code used to root or jailbreak may have unsafe 
code, posing a threat of getting hacked.

These rooted/jailbreak phones are never tested by the 
manufacturers and hence they can behave in 
unpredictable ways.



SECURITY THREAT FROM APP PERMISSIONS

Network-
based 

Location

View the Wi-
Fi state

Retrieving 
Running Apps

Full Internet 
Access

Automatically 
start on boot



ANDROID VS APPLE(IOS) VS BLACKBERRY
A

nd
ro

id Highly configurable

Lack of standardization 
means weak security

Best if you are comfortable 
with adjusting security 

settings and tools

A
pp

le
 (i

O
S)

Consistency and reliability

Not invulnerable to malware; 
heavily dependent on Apple 

security practice

Probably the simplest choice 
for "pretty good" security Bl

ac
kb
er
ry Designed to provide 

industrial-strength enterprise 
security

Probably need a separate 
personal device

The best choice if you work 
in an industry like finance 

with critical security concerns



CVE-2020-3848

ØDiscovered by Ian Beer.

ØCauses memory corruption 
bug in iOS kernel.

ØGives remote access over 
Wi-Fi with no user 
interaction.

ØExploits were wormable.



CVE-2020-8913

ØAndroid Playstore Code 
Execution Flaw.

ØPermits apps to interact 
with Google Playstore
services

ØAttackers can inject 
malicious code to steal bank 
credentials, two-factor 
authentication, spy on 
victims, steal messages, etc

ØOctober 13th –
26643(about 8%) still 
vulnerable.



CONCLUDING REMARKS

ØiOS is less susceptible to security threat when compared to Android.

ØApple iOS is a closed system and has very strict rules for app distribution on the 
iTunes store. Thus, the risk of malware or malicious apps reaching the iStore is 
reduced.

ØAndroid is an open system with no strict rules or regulations of posting the app on 
the Google Play store.

ØThe apps are not verified before being posted.

ØIt takes a perfectly designed iOS malware to cause damage as much as 100 
Android malware.



REFERENCES
[1]. Dataportal.com

[2]. Billions of devices vulnerable to new 'BLESA' Bluetooth security flaw. https://www.zdnet.com/article/billions-ofdevices-vulnerable-to-new-blesa-bluetoothsecurity-flaw/

[3]. Apple Patches Two iOS Zero-Days Abused for Years https://threatpost.com/apple-patches-two-ioszero-days-abused-for-years/155042/

[4]. The state of mobile app security in 2020 https://www.intertrust.com/blog/the-state-ofmobile-app-security-in-2020/

[5]. Mobile Security Vulnerabilities Are Creating Big Problems – Sean Cunningham. https://www.rsaconference.com/industrytopics/blog/mobile-security-vulnerabilities-arecreating-big-problems 

[1] J. Joshi and C. Parekh, "Android smartphone vulnerabilities: A survey," 2016 International Conference on Advances in Computing, Communication, & Automation (ICACCA) (Spring), Dehradun, 2016, pp. 1-5, doi: 
10.1109/ICACCA.2016.7578857

[2] J. B. Hur and J. A. Shamsi, "A survey on security issues, vulnerabilities and attacks in Android based smartphone," 2017 International Conference on Information and Communication Technologies (ICICT), Karachi, 2017, pp. 40-46, doi: 
10.1109/ICICT.2017.8320163.

[3] arXiv:2001.09406

[4] Christian J. D'Orazio, Rongxing Lu, Kim-Kwang Raymond Choo, Athanasios V. Vasilakos, A Markov adversary model to detect vulnerable iOS devices and vulnerabilities in iOS apps, Applied Mathematics and Computation, Volume 
293, 2017, Pages 523-544, ISSN 0096-3003

[5] Understanding smartphone security behaviors: An extension of the protection motivation theory with anticipated regret “Verkijika, Silas Formunyuy, Elsevier BV, Computers & security, 2018, Vol.77, p.860-870” 

[6] Breitinger, Frank & Tully-Doyle, Ryan & Hassenfeldt, Courtney. (2019). A survey on smartphone user’s security choices, awareness and education. Computers & Security. 88. 101647. 

[7] Yuan H, Tang Y, Sun W, Liu L (2020) A detection method for android application security based on TF-IDF and machine learning. PLoS ONE 15(9): e0238694.

[8] Amro, Belal. (2017). Malware Detection Techniques for Mobile Devices. nternational Journal of Mobile Network Communications & Telematics. 7.

[9] Mi, Tianyue & Gou, Mengke & Zhou, Guangyu & Gan, Yiqun & Schwarzer, Ralf. (2020). Effects of Planning and Action Control on Smartphone Security Behavior. Computers & Security. 97. 101954. 10.1016/j.cose.2020.101954.

https://www.zdnet.com/article/billions-ofdevices-vulnerable-to-new-blesa-bluetoothsecurity-flaw/
https://threatpost.com/apple-patches-two-ioszero-days-abused-for-years/155042/
https://www.intertrust.com/blog/the-state-ofmobile-app-security-in-2020/
https://arxiv.org/abs/2001.09406


Statistical Analysis of MITRE 
ATT&CK for Industrial Control 
Systems 

Saja Alqurashi

CS559 Quantitative Security



The Problem Statement

Studying how attackers can implement a technique using chains of tactics to accomplish their attack. Knowing the variety of ways
(tactics) to complete malicious behavior helps security managers, such as those working in a security operation center (SOC) to apply 
appropriate defense mechanisms against each specific attack behavior



MITRE Approaches to Detect Advanced 
Persistent Threats  APT

• Threat-Based Security Approach

• ATT&CK Framework



Threat-Based Security Approach



ATT&CK Framework



Mitre ATT&CK Matrices

1. Tactics 
2. Techniques 
3. Mitigation
4. Groups



Tactics

• Persistence

• Privilege Escalation

• Defense Evasion

• Credential Access

• Discovery

• Lateral Movement 

• Execution

• Collection

• Exfiltration

• Command and Control



Literature Review

Paper The proposed Approach

Finding Cyber Threats with ATT&CK-Based Analytics [5] proposed  an approach that use MITRE ATT&CK framework to find 
related defensive sensors and build, test, and refine behavioral-based 
analytic detection capabilities using adversary emulation

Cyber Threat Dictionary Using MITRE ATT CK Matrix and NIST 
Cybersecurity Framework Mapping [12]

Proposed a tool called cyber thread dictionary. The main idea of this work 
is mapping Mitre ATT&CK with NIST framework

Automated Threat Report Classification over Multi-Source Data.[11] proposed an approach that maps between attackers behaviors and APT 
in Mitre ATT&CK tactics and techniques



Contributions

o Analyzing the relation between chains of tactics and techniques.
o Creating a dataset contains chains tactics and many corresponding techniques that can be
used for anomaly detection system in ICS.



The proposed Approach 

• The main objective in this research is studying the statistical correlation of chain of tactics and techniques using 

Principal Component Analysis (PCA)



Methodology

• PCA Algorithm 

• Preparing Dataset



RESULTS AND DISCUSSION

• When Score are greater than 0.75 that means “strong
correlation,

• When Socre are from 0.50-0.75 that means “moderate”,

• When Socre are range from 0.30-0.49 that means “weak”

• As shown in figure 5 most of chains of tactics have value
more than .75 which means there is a strong correlation.

• Evaluation:

• ROC=1

•



Example

• For example the malicious behavior “Packet capture” can be achieved by this chains of tactics : ['credential-access', 
'collection'], ['defense-evasion', 'persistence', 'command-and-control'] and ['command-and-control']



Conclusion

• In this paper, we analyzed tactics, techniques and procedures for ICS attack behavior techniques in MITRE ATT&CK. We 

proposed a machine learning principal component analysis to analyze the correlation tactics, techniques and procedures. We 

found that there is a strong correlation between some chains of tactics and techniques. 
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Electronic Commerce

• Business to Employee
• Business-to-business electronic 

commerce(B2B)(Fig.2)
• Business-to-consumer electronic 

commerce(B2C)
• Example: Apple official web, Nike official web.

• Consumer -to- consumer electronic 
commerce(C2C)

• Example: eBay.

Figure 1. The data comes from at the Federal Reserve Bank of Atlanta about how 
consumers spent in 2018, with electronic payments accounting for the largest share.

Figure 2. Between different banks, if a customer needs to transfer funds from the bank (1) to the bank (2), the 
funds need to be transferred through the B2B e-commerce model, first to the main bank (Settlement channels), 
and then to the bank where the target account is located.



Electronic Commerce

• Advantage:
• High communication speed

• 24-hour service

• Low-cost

• Convenient communication between 
customers and businesses

• Businesses can improve their work on 
time 

• Better service quality

• The characteristics of electronic 
commerce

• Business and Service

• Integration, Coordination and 
Extensibility

• Security 



Electronic Payment Systems
Traditional Payment System(Fig.3)
V.S. 
Electronic Payment System(Fig.4)

• Payment Risk
• Information Risk
• Transaction Risk
• Operation Risk
• Some risks about 

computer virus

• Security Requirement
• Integrity and confidentiality 

of information
• Ensure the timeliness and 

controllability of transactions
• Low-cost

Figure 3. A schematic diagram of the transaction process. 

Figure 4. A schematic diagram of the electronic payment process. 



Some common security protocols for electronic payment systems:

TCP/IP

n Process

n Advantage

n Disadvantage

SET SSL 3D-Secure

Tools and Methods

n Process

n Advantage

n Disadvantage

n Process

n Advantage

n Disadvantage

n Process

n Advantage

n Disadvantage



TCP/IP
1) TCP/IP protocol is a standard protocol for network 

communication.

2) It is a combination of multiple protocols at different 
levels. 

3) Using the socket to create a connection
Figure 5.Protocol stack not added to security mechanism. 

Figure 6. A diagram of the TCP transaction . 



TCP/IP

Advantage:
1) Reliability
2) Stability

Disadvantage: 
1) Slow
2) Low efficiency
3) High system resource occupancy
4) Vulnerable to attack: during 

transmission, vulnerable to Denial of 
Service (DOS), Distributed Denial of 
Service (DDOS), etc.



SET
1) A Connection between consumers, manufacturers, and Banks.
2) The confidentiality of the information and the integrity of the payment process 
3) It only encrypts sensitive and risky information.

Advantage:
• High confidentiality of information
• Ensure the integrity of information transmission
• By using two-way signatures, participants are guaranteed to be isolated from each other 
• Real-time online payment
• High safety

Disadvantage
• Complex implementation process
• High requirements on the system 
• High costs



SSL

1) SSL is a secure communication protocol introduced by 
Netscape.

2) Based on the Transport Layer Protocol (TCP) (Fig.7)

3) It is independent of the application layer protocol.

4) It uses encryption algorithms, communication protocols, 
and server authentication to reliably encrypt the data [9].

Figure 7.Transport layer processing. 



SSL
Advantage
• A relatively perfect transmission protocol, 
• Low-cost 
• Low requirements for the system 
• The confidentiality and integrity of the data

Disadvantage
• SSL provides only the identification of the browser 

and the server, not the identification of the 
customer or merchant. 

• Encryption strength is not enough, security 
performance is not strong.

• Some risks about key management 
• Vulnerable to attack

Figure 8.Install the Perl and OpenSSL. 

Figure 9.RSD Private key. 



3D-Secure
1) A new type of security verification service
2) It can make personalized information.
3) It can ensure the authenticity and reliability of the shopping website.
4) Double verification (Like SET)

Advantage
• Convenient and quick
• High security
• Low-cost

Disadvantage
• Large demand for data
• Difficult to popularize



Comprehensive model

• Combine the observations with the 
functions of the security protocols 
to create a payment transaction 
model that is applicable to the 
current situation.

• Based on SET, SSL, and 3D-
Secure, we can use different 
protocols according to the identity 
of the participants.

Figure 10. A diagram about comprehensive model.



Conclusion and Future 
work

• Understand electronic commerce, 
electronic payment and other 
information.

• Understand the advantage and 
disadvantages of security protocols.

• Created a comprehensive model for the 
complex trading environment.

• Security, cost, and complexity have always been 
major concerns in the establishment of security 
protocols.

• The promotion of 3D-SerCue can make 
electronic payment transactions more perfect.

• However, with the increasing complexity of the 
participants in the transaction, a single protocol 
sometimes cannot meet all the requirements.
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Introduction
Companies / Institutions need to take into considerations different aspects of cybersecurity:

1. Prevention to reduce the chances of occurrences
2. Insurance to cover the potential economic loss
3. Palliation that is how to answer to a vulnerability

Companies / Institutions have to choose how to invest their money in those areas knowing that:

1. Prevention is never enough alone
2. Insurance cannot cover risks that are not economical
3. Quick and efficient palliation needs to set up high priorities and is a last resort

This class project reviews existing models and recommendations in those three areas.



Prevention

Prevention consistson:

1. Training workers and sensibilizing them to cybersecurity issues
● Initial training for new hired
● Short regular updates on the training to keep everyone aware
● Dummy attacks to sensibilize workers to the risk

2. Following good practices of the field [16]
3. Monitoring the evolution of the field and investing in research

● Internallywith specific teams
● Through counselingcompanies
● By keeping in touch with cybersecurity governmental institutions (https://www.ssi.gouv.fr/)

https://www.ssi.gouv.fr/


Prevention
Table from [16]

List of the vulnerabilities  
prevention practices and the  
percentage of companies  
respecting them.



Prevention
Table from [16]

List of the vulnerabilities  
prevention practices and the  
percentage of companies  
respecting them.



Cyber-Risk Insurances

● The company / Institution subscribe to an insurance that mitigate losses in case of cyber-incidents
● The Cyber-Risk Insurance market is currently growing quickly
● Once established, that market will be able to make companies improve their prevention by

giving  rewards such as(https://www.cisa.gov/cybersecurity-insurance)
○ Giving more coverage
○ Reducing their cost based on risks models

https://www.cisa.gov/cybersecurity-insurance


Response strategies [18]

● A successful attack compromises the CIA (Confidentiality, Integrity, Availability)
● The institution/company victim put money on the table to solve the problem
● The victim can choose to restore the CIA by prioritizing differently

To be efficient in the response, procedures need to be in place, or at least the focus of the response need  
to be set to optimize response time.

Patching policies and timelines must also have been thought about to reduce the global loss.



Confidentiality shock and focus

Graphs from[18]



Confidentiality shock and availabilityfocus

Graphs from[18]



Conclusion: drawbacks to consider
● Prevention

○ Training and counseling are expensive
○ Hard to quantify the impact of prevention as it is something not happening

● Insurance
○ Only impact financiallosses
○ Tend to give the impression that the responsibility of the company has disappeared

● Palliation
○ Needs to have palliation procedures in place to be efficient
○ Is a last resort

This project has taken the point of view of harsh consequences for the victim (for example an attack  
disabling a company production for a vital product [13])
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AD D YOU R TI TL E HE R E

PART ONE

Virtualization technology



单击此处添加标题

The virtualization of the server is  
realized by introducing a  virtualization 
layer between the  hardware and the 
operating system  to realize the 
decoupling of the  hardware and the 
operating system.

Server virtualization refers to virtualizing a computer into  
multiple logical computers through virtualization  

technology.

Server virtualization



The container can provide an isolated operating space  for 
the application, including the complete user  environment 
space; changes in one container will not  affect the 
operating environment of other containers

Multiple containers can share the kernel of the same  operating 
system, so that when the same system library is  used by 
multiple containers, the efficiency of memory  usage will be 
greatly improved

In recent years, with the emergence of Docker, container  
technology has had a huge impact on the development of  
cloud computing.

•Docker is a container platform that can simplify and standardize application deployment in different environments.  
There are already many ecosystem software related to distributed containermanagement.

单D击oc此ke处r c添o加nt标ain题er technology



02

Docker container and virtual machine  
comparison

PART TWO



单击此处添加标题

Quickly available

Simplify deployment

More efficient virtualization

Microservices

Advantages of Docker



单击此处添加标题

1) Resource isolation problem
2) Security issues
3) Container management needs to be strengthened

4) Compatibility issues
5) Windows containers are not yet mature
6) The container orchestration engine is not yet mature

Disadvantages of Docker
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The impact of Docker Container

PART Three



单击此处添加标题

Docker container uses cgroups technology to greatly  reduce the 
granularity of control system resources, thereby  greatly 
improving the utilization of system resources.

Now public cloud service providers can completely migrate these
applications to containers, which can not only reduce resource
overhead, but also provide better portability.

Another advantage that the CaaS model brings to  enterprises 
is that CaaS enables enterprises to easily and  dynamically 
migrate services between different public  cloud platforms 
without worrying about platform lock-in  issues.

Container as a service
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Prospects for the  
development trend of  
containers

PART Four



单击此处添加标题

Containers and virtualization  
technologies will coexist

Running containers in virtual
machines will become a trend

The era of container-centric  
cloud computing is about to  
begin
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Thanks For Listening
Leave Questions on Discussion


