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Introduction

What is phishing? Take a phishing website as an example: the attacker prepares a webpage that imitates the official website in advance
and fails to send it to the server to make the webpage accessible, and sets up a channel for transmitting user information. Induce users to
phishing web pages through emails, text messages, or hiding links in other web pages. After the user fills in the personal information and
clicks the "Submit" button, the data is sent to the location designated by the attacker for storage. The following figure shows the flow of this

series of attacks.
The more tired the phishing attack the more

Sond Prishing UL common.
Attacker —_—— Users

This kind of attack is getting worse and causing
great losses.
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Report of Phishing

Phishing Activity Trends Summary

The more tired the phishing attack the more common.

Phishing Attacks Rise in the Third

Quarter of 2020
ul August September
Phishing Activity, July gu P
3Q 2019 to 3Q 2020
250,000 Number of unique phishing Web sites detected 171,040 201,591 199,133
200,000
150,000 Unique phishing email subjects 119,181 119,180 128,926
100,000 ‘——_A_/—_/
50,000 Number of brands targeted by phishing campaigns 478 575 505
0
$1E13i81998%
L w0 z0 - uw 3T s ST Iw

e Phishing sites === Unique email subjects
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Report of Phishing (Cont.)

SaaS and webmail sites remained the most frequent
targets of phishing.

Phishing against social media companies crept up from
10.8 to 12.6 percent.

M Colorado State University

MOST-TARGETED INDUSTRY SECTORS, 3Q 2020
SAAS /
Webmail,
31.4%

Financial
Institution,
19.2%

Cloud Storage /
File Host, 2.1%
Telecom, 3.2%

Logistics / .
Shipping, 4.2% ayment,

13.4%
Other, 6.7%

eCommerce /
Retail, 7.2%




Phishing attacks | encountered

" S———— - . [Restored Paypal] - We have sent your receipt - [Account Limited] INBOX ) A A v
You've Recelveda PayPal Payment From - SHIP Nowr neox) & Payment In Processing {Last Login From USA , Nov 22, 2020} / RE: (Annuncio) We have shipped your order -
eBay_<paid.membership@post.com> 1MB238 Bli— AM3i57 <N e (Payment received) {Last booking we sent... } (16505116)

@ eBay <paid.membership@post.com>

‘ service@intl-paypal.com <tarekses.semongko-ddwkyclj@alaw... 118228 EiiH Pme:02 <A =+

Hello ihtiumm, Z: Noreply <noreply@intl-paypal.com>

P PayPal

Dear INES——

We inform you that your Money will be credited intc

Tabitha Oluyemi sent you processing of the payment.
US $- Money has been deducted from the buyer's account

into your account . the information provided to you ¢
PayPal account, Kindly give us some little time to cor
allow verification due to the majorities of customers
from our representative confirming your payment an
buyer you shall be informed accordingly to avoid dis¢

ORestored Now Your Account's Has been Closed Temporary

Transaction Details
Your account has just closed temporarily, because there is suspicious activity on your account. To av
Thank you for using PayPal ! unwanted things, we took action to close your account temporarily. Immediate update and re-activat
The PayPal Team
your account. .

Transaction ID: 5F419486WG878760F November 23, 2020
As part of this process, your old security info will be deleted and your contact email

Click the button below to finish update and active your info.
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Academic research on anti-phishing

Su, K., Wu, K., Lee, H. and Wei, T, identify phishing URLs based on linear regression.

Afroz, S. And Greenstadt, R. designed a detection method called PhishZoo.
Sahingoz, O., Buber, E., Demir, O. and Diri, B., 2019. Machine learning based phishing detection from URLs.

There are many other studies.
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ldentifying that it is a phishing website

1. The browser compares the currently visited URL and database to match the page of the suspected phishing website.
2. Page text and picture feature recognition.

3. Identification of domain name registration information.

4. The website is registered and recognized by the government.

5. PageRank level recognition based on page change frequency.
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|dentify phishing URLs based on linear
T N O I I

regression
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Figure 1. The malicious missing rate in different views.

Su, K., Wu, K., Lee, H. and Wei, T., 2013. Suspicious URL Filtering
Based on Logistic Regression with Multi-view Analysis. 2013 Eighth Asia
Joint Conference on Information Security.
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Figure 2. The result with T. Co. request experiments. It shows the result that our process can satisfy the DR and MMR requests.
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Figure 3. The results with continuous learning. It include multi-view, multi-view with remain selecting and single-view with igh
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Afroz, S. And Greenstadt, R. designed a
detection method called PhishZoo.

Afroz, S. and Greenstadt, R., - Y e -
2011. PhishZoo: Detecting . Pij mages | e -
Phishing Websites by Looking ' e —
Profile maker makes Profile stored

at Them. 2011 IEEE Fifth profile of real site
International Conference on
Semantic Computing.

Match SSL and URL with
stored profiles

c
oun
o
Not a phishing Warn user about
site possibility of

phishing
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Afroz, S. And Greenstadt, R. designed a
detection method called PhishZoo.

90.2% of phishing sites were detected through
keyword and image matching.

PhishZoo will detect 97.6% of phishing sites.

21.5% of phishing sites directly reuse elements of the
actual site and can be detected through HTML code
matching.

By considering only the visible text of the website
instead of the entire HTML, 70.3% of phishing can be
detected.
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Machine learning based phishing
detection from URLSs.

Performance Difference Between (%)

According to the experimental results, it can be

i NLPvs WV Hybrid vs NLP Hybrid vs WV
clearly seen that NLP-based functions have
better performance than word vectors, with an ~ Decision Tree 14.54 -1.88 12.66
average rate of 10.86%. In addition, using NLP-  ;4.boost 1851 _071 17.79
based features and word vectors together can
K-Star 15.43 1.83 17.54

also improve the performance of the phishing
detection system. According to NLP-based kNN (n=3) 12.66 0.20 12.86
features, the ratio is 2.24%, and for word

. Random Forest 14.83 -1.61 13.22
vectors, it is 13.14%.
Sahingoz, O., Buber, E., Demir, O. and Diri, B., SMO 1221 045 H76
2019. Machine learning based phishing Naive Bayes -12.13 18.30 6.16
detection from URLs. Average 10.86 224 13.14
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Conclusion

Based on previous surveys, combined with reports issued by professional organizations. Phishing attacks are becoming
more and more common. Among them, email phishing attacks are a very common form of attack by attackers.
Because this attack method is more proactive. Actively send phishing emails to users to trick users into clicking links to
enter the website. Compared with this method, the method of creating phishing websites and hiding links in other
websites is not very effective. The attacker obtains the user's recent activities through public information on the
Internet or in some way, and then sends targeted phishing emails. Since users have had the same activity recently,
they are more likely to be deceived. Using machine learning to identify and classify phishing websites is a very efficient
way. Many researchers are using this method to design a fan fishing system.
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INTRODUCTION

Why pay attention to mobile security?




RELATED WORK

Android smartphone vulnerabilities: A survey [1]

A survey on security issues, vulnerabilities and attacks in Android based
smartphone [2]

A Survey on Smartphones Security: Software Vulnerabilities, Malware, and Attacks

[3]

A Markov adversary model to detect vulnerable iOS devices and vulnerabilities in
iOS apps [4]



TOP SECURITY THREATS FOR APPS

Improper Platform Usage: Maltreat of features of the phone or OS like giving app
permissions to access contacts, gallery etc., beyond a need.

*Superfluous Data Storage: Storing unwanted data in the app.

-
Exposed Authentication: Failing to identify the user, failing to maintain the user’s

identity and failing to maintain the user session.
U

*Insecure Communication: Failing to keep a correct SSL session.

Malicious Third-Party Code: Writing a third-party code which is not needed or not
removing unnecessary code.

*Failure to apply server-side controls: The server should authorize what data needs to be shown in the
app?

p
Client-Side injection: This results in the injection of malicious code in the app.

A

*Lack of data protection in transit: Failure to encrypt the data when sending or receiving via web
service etc.



SECURITY THREAT FROM ROOTED AND
JAILBROKEN PHONES

The installation of some extra applications on the

The code used to root or jailbreak may have unsafe
.| code, posing a threat of getting hacked.

These rooted /jailbreak phones are never tested by the
manufacturers and hence they can behave in
unpredictable ways.




SECURITY THREAT FROM APP PERMISSIONS

App permissions

Storage
Modify or delete the

App permissions

Phone calls

Read phone stat

Angry Birds nes

Inapp pur‘cvha‘s?s]‘ Network communication

Full network acce

t
it it ke

Phone calls Storage
ead phone atatus and identity Read the contents of

Network communication Network communication

Receive data from Intern

Il network acce

See all Your accounts
Find o nts on the device

Affects Batte:

Prevent phone from sleeping

Network-
based
Location

View the Wi-
Fi state

Retrieving Full Internet
Running Apps Access

Automatically
start on boot




ANDROID VS APPLE(IOS) VS BLACKBERRY

Designed to provide
mdindustrial-strength enterprise
security

Highly configurable Consistency and reliability

Not invulnerable to malware;
= heavily dependent on Apple
security practice

Probably need a separate
personal device

Lack of standardization
means weak security

The best choice if you work
in an industry like finance
with critical security concerns

Best if you are comfortable
with adjusting security
settings and tools

Probably the simplest choice
for "pretty good" security

Blackberry




lllustrates Importance of
'®Protecting Mobile Devices

\\

‘€ ZIMPERIUM.

CVE-2020-3848

Discovered by lan Beer.

Causes memory corruption
bug in iOS kernel.

Gives remote access over
Wi-Fi with no user
interaction.

Exploits were wormable.
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4. Payload get access to data
and send it to remote server "

1. Malicious app exploit

CVE-2020-8913 . 3. Google Play Core library
— loads and execute payload

2. Payload written to the
verified folder

CVE-2020-8913

Android Playstore Code
Execution Flaw.

Permits apps to interact
with Google Playstore
services

Attackers can inject
malicious code to steal bank
credentials, two-factor
authentication, spy on
victims, steal messages, etc

October 13t —
26643 (about 8%) still

vulnerable.




CONCLUDING REMARKS

iOS is less susceptible to security threat when compared to Android.

Apple iOS is a closed system and has very strict rules for app distribution on the
iTunes store. Thus, the risk of malware or malicious apps reaching the iStore is
reduced.

Android is an open system with no strict rules or regulations of posting the app on
the Google Play store.

The apps are not verified before being posted.

It takes a perfectly designed iOS malware to cause damage as much as 100
Android malware.
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The Problem Statement

Studying how attackers can implement a technique using chains of tactics to accomplish their attack. Knowing the variety of ways
(tactics) to complete malicious behavior helps security managers, such as those working in a security operation center (SOC) to apply
appropriate defense mechanisms against each specific attack behavior

@ Colorado State University



MITRE Approaches to Detect Advanced
Persistent Threats APT

Threat-Based Security Approach

ATT&CK Framework
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Threat-Based Security Approach

1 p
Include Post-

Compromise
Detection

Focuson

Use a Threat-
Based Model

Develop/Test
ina Realistic
Environment

Iterate by
Design
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ATT&CK Framework



Mitre ATT&CK Matrices

Tactics
Techniques
Mitigation

N~

Groups

@ Colorado State University



Tactics

. Persistence

. Privilege Escalation
. Defense Evasion

. Credential Access

. Discovery

J Lateral Movement

. Execution

. Collection

. Exfiltration

. Command and Control
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[iterature Review

Finding Cyber Threats with ATT&CK-Based Analytics [5] proposed an approach that use MITRE ATT&CK framework to find
related defensive sensors and build, test, and refine behavioral-based

analytic detection capabilities using adversary emulation

Cyber Threat Dictionary Using MITRE ATT CK Matrix and NIST Proposed a tool called cyber thread dictionary. The main idea of this work
Cybersecurity Framework Mapping [12] is mapping Mitre ATT&CK with NIST framework

Automated Threat Report Classification over Multi-Source Data.[11] proposed an approach that maps between attackers behaviors and APT
in Mitre ATT&CK tactics and techniques

@ Colorado State University



Contributions

o Analyzing the relation between chains of tactics and techniques.
o Creating a dataset contains chains tactics and many corresponding techniques that can be
used for anomaly detection system in ICS.

@ Colorado State University



The proposed Approach

*  The main objective in this research is studying the statistical correlation of chain of tactics and techniques using

Principal Component Analysis (PCA)

@ Colorado State University



Methodology

. PCA Algorithm

. Preparing Dataset
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RESULTS AND DISCUSSION

1834
$ . When Score are greater than 0.75 that means ‘“strong
14 correlation,
. When Socre are from 0.50-0.75 that means “moderate”,
L]
v 12 ' . When Socre are range from 0.30-0.49 that means “weak”
Q
w
S ' . As shown in figure 5 most of chains of tactics have value
Qo . . .
10 . more than .75 which means there is a strong correlation.
¢
L]
g ® H .
. Evaluation:
* ROC=1
6 5 10 ? 1 a

tactics chains lable
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Example

. For example the malicious behavior “Packet capture” can be achieved by this chains of tactics : ['credential-access’,
'collection'], ['defense-evasion', 'persistence’, 'command-and-control'] and ['command-and-control']

@ Colorado State University



Conclusion

. In this paper, we analyzed tactics, techniques and procedures for ICS attack behavior techniques in MITRE ATT&CK. We
proposed a machine learning principal component analysis to analyze the correlation tactics, techniques and procedures. We

found that there is a strong correlation between some chains of tactics and techniques.
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Electronic Commerce

Business to Employee

Business-to-business electronic
commerce(B2B)(Fig.2)

Business-to-consumer electronic
COmmerCe(BZC) ectronic Debit Check Credit Cash

Sou[‘ced: Federal Reserve Bank of Atlanta (Data have been simplified to show the most common payment
methods.)

Example: Apple official web, Nike official web.
Figure 1. The data comes from at the Federal Reserve Bank of Atlanta about how
consumers spent in 2018, with electronic payments accounting for the largest share.

Consumer -to- consumer electronic AN BANK
Commerce(CZC) Transfer Money

Example: eBay.

Transfer Money

Figure 2. Between different banks, if a customer needs to transfer funds from the bank (1) to the bank (2), the
funds need to be transferred through the B2B e-commerce model, first to the main bank (Settlement channels),
and then to the bank where the target account is located.




Electronic Commerce

* Advantage: ) « The characteristics of electronic
* High nication spee
igh communication sp e
« 24-hour service » Business and Service
“\Lodgces * Integration, Coordination and
* Convenient communication between S
customers and businesses
» Security

Businesses can improve their work on
time

Better service quality



Electronic Payment Systems

Traditional Payment System(Fig.3)
V.S.
Electronic Payment System(Fig.4)

payment

Bank (Consumer) Information Flow Bank (Merchant)

C Paym ent RISk ° Se Curlty ReqUIrement Figure 3. A schematic diagram of the transaction process.

« Information Risk  Integrity and confidentiality

’ ) ] ioh
 Transaction Risk of informatio

- : * Ensure the timeliness and
olp erat/f)n AL controllability of transactions
 Some risks about

.  [ow-cost Certificate Transfer Receint
computer virus \Accoums ccep

Credit Card

Company

Figure 4. A schematic diagram of the electronic payment process.



Tools and Methods

I Some common security protocols for electronic payment systems:

~ m Process ~ ®m Process ~ ® Process - Process
~ m Advantage ~ m Advantage ~ m Advantage ~ m Advantage
- m Disadvantage - m Disadvantage ~ m Disadvantage ~ m Disadvantage



TCP/IP

1) TCP/IP protocol is a standard protocol for network
communication.

2) ltis a combination of multiple protocols at different
levels.

3) Using the socket to create a connection

Protocol stack not added to security

mechanism

Figure 5.Protocol stack not added to security mechanism.

Socket

—
S

Figure 6. A diagram of the TCP transaction .



I ‘ P/I P public class Client { public class Server {

public static volrli mam}vstrmg[ ws UnknownHostException, IOException { public static void main(String[] throws TOException {
System.out.println( --Client-- System.out.println °
BufferedReader redReader (new InputStreanReader (Systen. in)); ystem.out.p
System.o i
String unam
System.out. rd:"); N o
String u ; . Socket ¢ accept();
Adva ntage " ystem.out.println("Creating nection from Server");

DataInputStream ew DataInputStream(client.getInputStream());

0 : =new DataOutputStream(client.getOutputStrean()); String data readUTF();
1 ) Rellablllty "uname="+un "+"upwd" ystem.out.println(data);

(2! Problems & Console &2 | &J Progress

2|

Disadvantage: - . BE B8

Server [Java Application] C:\Program Files\java\j

Username:
1) SlOW R Creating A Connection from Server

Password:

Low efficiency

&l Console &2
Vulnerable to attack: during X %

transmiSSion, VUInerable to Den'al Of <terminated> Server [Java Applicatiokn] C:\Program Files
Service (DOS), Distributed Denial of _ _

. Creating A Connection from Server
SerVICG (DDOS), etC uname=Username&upwd123456

)
) High system resource occupancy
)




SET

1) A Connection between consumers, manufacturers, and Banks.
2) The confidentiality of the information and the integrity of the payment process
3) It only encrypts sensitive and risky information.

Advantage:

« High confidentiality of information

« Ensure the integrity of information transmission

« By using two-way signatures, participants are guaranteed to be isolated from each other
» Real-time online payment

« High safety

Disadvantage
« Complex implementation process
« High requirements on the system
» High costs



SSL

1) SSL is a secure communication protocol introduced by
Netscape.

HTTP ‘ FTP \ SMTP

2) Based on the Transport Layer Protocol (TCP) (Fig.7)
SSL/TLS
TCP
IP

Transport layer processing

3) It is independent of the application layer protocol.

4) It uses encryption algorithms, communication protocols,
and server authentication to reliably encrypt the data [9].

Figure 7.Transport layer processing.



SSL

Advantage

» Arrelatively perfect transmission protocol,

* Low-cost

* Low requirements for the system

» The confidentiality and integrity of the data

Disadvantage

» SSL provides only the identification of the browser
and the server, not the identification of the
customer or merchant.

* Encryption strength is not enough, security
performance is not strong.

» Some risks about key management

* Vulnerable to attack

C:\openssI\openss1-1.0.0s>per] Configure VC-WIN32
Configuring for VC-HIN32
no-gmp [default] OPENSSL NO GHP (skip dir)

no-jpake [experinental] OPENSSL_NO_JPAKE (skm dir)
no-krbs [krb5-flavor noi specified] OPENSSL_NO_KRBS
no-md2 [default] OPENSSL_NO_MD2 (skip dir)
no-rcd [default] UPENSSL NO_RCS (skip dir)
no-rfc3779 [default] OPENSSL_NO_RFC3779 (skip dir)
no-shared [default]
no-store [experimental ]l OPENSSL_NO_STORE (skip dir)
no-zlib [default]
nu*zl]l)*dvnamic [default]

%EMKIMF

DHPENSSL THREADS -DDSO_WIN32 -H3 —WK -6s@ -GF -Gy -nologo -DOPENSSL_SYSNAME WIN32 -DHINS2_LEAN AND_MEAN -DL_ENDIAN -D
CRT SECURE_NO_DEPRECATE -DOPENSSL_BN_ASH_PART_HORDS -DOPENSSL_IA32_SSE2 -DOPENSSL_BN_ASH_MONT -DSHAL_ASH ~DSHA256_ASH -DSHASL2_ASH -D
MDS RSM -DRHD160_ASH -DAES_ASH -DHHIRLPOOL_ASH

cpum B Sedbeouid.o
=bn-586.0 c0-586.0 x86-mont.o

DES,ENC =des-586.0 crypto86.0
AES_ENC =aes-586.0

BF_ENC =hf-586.0

CAST_ENC =cast-586.0

RC4_ENC =rch-586.0

RCS_ENC :rc5 586 u

M =
shal 586 0 sha256-586.0 shad12-586.0

RMDMZ []BJ HSM nd-586. 0

CHLL_ENC= cmll %86.0

PRUFFS%
:true

HRFLRES =

=perl
THIRWJWU,BIT node
BN_LLONG mode
RC4_INDEX mode
RC4_CHUNK is undefined

Figure 8.Install the Perl and OpenSSL.

OpenSSL> pkcs8 -topk8 -inform PEM -in rsa_private_key.pem -outform PEM -nocrypt
----- BEGIN PRIVATE KEY----—-
HIICeAIBADANBgkahkiG9wOBAQEFARSCANInggJeAgEAROGBALYE1POMHAIIPUDY
g% luAzPsw+FhtECKAYYYy12bav TmuxvRGzL KwGLuxYRQ88uT 1WAx1UL/KkbiZ tcB
CAEC3sn+gHCaintIHg0++31CH6FY886168hREASEp2rupaddyIQHix0+PrE2yNA
dSK//SpIHEALDFKE6H+2 jwF2UxopAgMBARECgYEArpISALURPYYsHtKPaUTekmbd
v(fH8OL in634JT1KPBRNKCTDGWHP1c+AGhalCDHSH2WKgQBOUTOE6tQzh7gTmIL
uu2PHY3ylohQghGZ 7+DyuTEApoq0d0vTP2a;j 7TRhbPdgh JHE tYBUSFh2PH tmZ+1k
10dsqHop@YKRL 7LHIUECQQD23Bzc+huQMwOK T +aYcjP11cBWA2HoB g TrHpPHda
oMkSz0HD2L +nUaDs 7P1/HBQQRO&ohCIf 1y uOnBFunAf AKEAW3+6bNA Ynpu/nrt+
TzEfKz5gLORd1 jhanK tfo7TéHypndpaetglr/SnmJKpi tQ2aHgU 7elwo JHUhudn
SicAdwJAQEd2eI/ 1p3uzl JITRTTPKKOazsUt jkBcYsUfDHUYD3Htbal sHXwOASPS
%dS7+Hg2++mG/ 1PRAugaaizriiSy/ zwJBAL jSmmauFvZa0PHSA9ALcmgpkj 1dgrSw
JUp0QoBKfuBHAISoKLGAn ] 1dDYBaapal QdzGGdNGAYNZbo+xnSz03sUCQQCONU26
805J31gRAQH761/0nZKZr&3C51d68+LFa/+yot2311UOHQNHmulp jHSDHYSRArHH
m@¥g1BHAF+KhgSnU

----- END PRIVATE KEY----—-

Figure 9.RSD Private key.




3D-Secure

1) A new type of security verification service
2)
3) It can ensure the authenticity and reliability of the shopping website.
4) Double verification (Like SET)

It can make personalized information.

Advantage

» Convenient and quick
* High security

* Low-cost

Disadvantage
« Large demand for data
» Difficult to popularize



Comprehensive model

« Combine the observations with the Certificate Authority
functions of the security protocols Check In Businsss rogistration

to create a payment transaction <& Protoca]
model that is applicable to the

current situation.

SET Protocol

- Based on SET, SSL, and 3D- 3D-Secure Infermediare
. rmediary Bank
Secure, we can use different

protocols according to the identity SET Protocol
of the participants.

Figure 10. A diagram about comprehensive model.



Conclusion and Future
work

Understand electronic commerce,
electronic payment and other
information.

Understand the advantage and
disadvantages of security protocols.

Created a comprehensive model for the
complex trading environment.

Security, cost, and complexity have always been
major concerns in the establishment of security
protocols.

The promotion of 3D-SerCue can make
electronic payment transactions more perfect.

However, with the increasing complexity of the
participants in the transaction, a single protocol
sometimes cannot meet all the requirements.
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Review of the tradeoffs models
due to cyber-security issues
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a.  Confidentiality shock andfocus
b.  Confidentiality shock and availability focus
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Introduction

Companies /Institutions need to take into considerations different aspects of cybersecurity:

1. Prevention to reduce the chances of occurrences
2. Insurance to cover the potential economic loss
3. Palliation thatis how to answer to a vulnerability

Companies /Institutions have to choose how to invest their money in those areas knowing that:

1. Prevention is never enough alone
2. Insurance cannot cover risks that are not economical
3. Quick and efficient palliation needs to set up high priorities and is a last resort

This class project reviews existing models and recommendations in those three areas.



Prevention

Prevention consistson:

1. Training workers and sensibilizing them to cybersecurity issues
e Initial training for new hired
e Shortregular updates on the training to keep everyone aware
e Dummy attacks to sensibilize workers to the risk
2. Following good practices of the field [16]
3. Monitoring the evolution of the field and investing in research
e Internallywith specific teams
e Through counselingcompanies
e By keeping in touch with cybersecurity governmental institutions (https://www.ssi.gouv.fr/)



https://www.ssi.gouv.fr/

|
Table 1. Vulnerability prevention practices.

Prevention o R .
Use secure coding standards. 14

Average (bugs) 18

Table from [1 6] Flaws (28) Build and publish security features. 78
List of the vulnerabilities EESNIO0 CTAPHRIES COMIEN S U1 (NP 85
prevention practices and the e Ny Iy (e W Ty 64
percentage of companies O e L i . 62
respecting them. Unify requlatory pressures. 1
Create security standards. 61

Create (security) policy. 51

Gather and use attack intelligence. 8

Create an SSG capabity to solve difficult design problems. 38

Identify potential attackers. 33

Implement and track controls for compliance. 32

Use application containers. 27



NP s .'1'-',"."
B
. W o

ﬁ BN NN & ! No® 5 E‘tf: 8\‘ ﬁ 8

Prevention

Table from [16]

List of the vulnerabilities
prevention practices and the
percentage of companies
respecting them.




Cyber-Risk Insurances

The company /Institution subscribe to an insurance that mitigate losses in case of cyber-incidents
The Cyber-Risk Insurance market is currently growing quickly
Once established, that market will be able to make companies improve their prevention by
giving rewards such as(https://www.cisa.gov/cybersecurity-insurance)
o  Giving more coverage
o Reducing their cost based on risks models



https://www.cisa.gov/cybersecurity-insurance

Response strategies [18]

e Asuccessful attack compromises the CIA (Confidentiality, Integrity, Availability)
e Theinstitution/company victim put money on the table to solve the problem
e Thevictim can choose to restore the CIA by prioritizing differently

To be efficient in the response, procedures need to be in place, or at least the focus of the response need
to be set to optimize response time.

Patching policies and timelines must also have been thought about to reduce the global loss.
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Conclusion: drawbacks to consider

e Prevention

o Training and counseling are expensive

o Hard to quantify the impact of prevention as it is something not happening
e Insurance

o  Only impact financiallosses

o  Tendto give the impression that the responsibility of the company has disappeared
e Palliation

o  Needs to have palliation procedures in place to be efficient

o Isalastresort

This project has taken the point of view of harsh consequences for the victim (for example an attack
disabling a company production for a vital product [13])
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PART ONE

Virtualization technology

ADD YOUR TITLE HERE




Server virtualization

Server virtualization refers to virtualizing a computer into

multiple logical computers through virtualization
technology.

What is Server Virtualization?

The virtualization of the server is

realized by introducing a virtualization Traditional server architecture Virtualized server architecture

layer between the hardware and the
operating system to realize the =y X
; ADPHCANON e ] APDICANION w— : Operating
decoupling of the hardware and the i A ! PN S 2 B fm., v
v Uperating Virtuahzation ’ y i DySie
operating system. 4 $ f ,

System



ﬁ%ﬁﬁ&%ﬁﬁm%r technology

*Docker is a container platform that can simplify and standardize application deployment in different environments.
There are already many ecosystem software related to distributed containermanagement.

The container can provide an isolated operating space for

fl the application, including the complete user environment
/} space; changes in one container will not affect the
operating environment of other containers

/ Multiple containers can share the kernel of the same operating

n f system, so that when the same system library is used by
Z multiple containers, the efficiency of memory usage will be

greatly improved

In recent years, with the emergence of Docker, container
technology has had a huge impact on the development of

A (5 C 5 cloud computing.
: v
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PART TWO

Docker container and virtual machine
comparison



@ Advantages of Docker

k.

¥ ¥

Quickly available More efficient virtualization

A\

h

Simplify deployment Microservices




ﬁ Disadvantages of Docker

1) Resource isolation problem

/ 2) Security issues
J 3) Container management needs to be strengthened

(LV 4) Compatibility issues

5) Windows containers are not yet mature
6) The container orchestration engine is not yet mature




PART Three

The impact of Docker Container




Container as a service

Docker container uses cgroups technology to greatly reduce the
granularity of control system resources, thereby greatly

improving the utilization of system resources.

Now public cloud service providers can completely migrate these
applications to containers, which can not only reduce resource

overhead, but also provide better portability.

Another advantage that the CaaS model brings to enterprises
is that CaaS enables enterprises to easily and dynamically
migrate services between different public cloud platforms

without worrying about platform lock-in issues.



PART Four

Prospects for the
development trend of
containers
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Containers and virtualization

technologies will coexist

Running containers in virtual

machines will become a trend

The era of container-centric
cloud computing is about to

begin
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