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Tuesday

• Everyone must participate
– Share questions/comments
– Take notes

• Presenters: limit yourself to 5 minutes, 1 minute for q/c
– Upload your slides and be ready to present

• Ujwal will run videos/presentations by some distance 
students

• The Peer Review Form (Canvas Assignments) due on Sat. 
Novelty/ Interest, Technical/ Research, Presentation
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Presentations Today
T1 Quant. modeling of impact of availability of patches, 

Katherine Haynes
T6 Quant. Relationship between Cost of security improvements and the 
degree of additional security level achieved, 

Brett Mulligan
T4 Mitre ATT&CK framework,

Saja Alqurashi,
Suraj Eswaran
Shwetha Gowdanakatte

T12 Economics of ransomware
Jacinda Li
Upakar Paudel
Md Al Amin

T11 Quant. examination of phishing
Qingyi Zhao
Tony Shang
Shree Harini Ravichandran



Patch Management
Status, Research, and Products
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Patches
▪ Fix security vulnerabilities
▪ Patch management

► Process of distributing and 
applying updates

▪ Trade-off: benefit vs harm
► Essential in cyber-security
► Critical to reduce loss risk
► Crucial process to protect 

organizations
► Bad patches cause instability 5



S. Beattie, S. Arnold, C. Cowan, P. 
Wagle, C. Wright, and A. Shostack, 
Proc. Of LISA’02: 16th System 
Administration Conference, 2002.

Apply patch as 
soon as 
possible to 
minimize risk

Delay until assured 
that patch is not likely 

to cause more damage 
than it prevents

Security Patch
Application Timing

vs

Mathematical model using parameterized 
costs and probabilities evaluated against 

empirical data



EDIT IN POWERPOINT®

Click on the button under the presentation 
preview that says "Download as PowerPoint 
template". You will get a .pptx file that you can 
edit in PowerPoint. 

Remember to download and install the fonts 
used in this presentation (you’ll find the links 
to the font files needed in the Presentation 
design slide)

▪ Timely patching remains critical 
to prevent data breaches

▪ Automation is preferred tool 
□ Enable more timely patch 

deployment
□ Improve vulnerability 

response

Ponemon Institute LLC, Costs and 
Consequences of Gaps in Vulnerability 
Response.  Traverse City, MI: ServiceNow, 
2020.
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Current 
Status

85% from 

DHS [2015]



Recent Work:      [1/2]
Increasing patch application

▪ Quantitative models optimizing patch availability time 
management
□ Game Theoretic Models: Cavusoglu et al. [2008]; 

Caulfield and Fielder [2015]; Luo et al. [2015]

□ Mathematical weighted costs: Dey et al. [2015]

□ Bi-criterion Framework: Narang et al. [2017]

□ Graphical Security Models: Ge et al. [2017]; 
Enoch et al. [2019]
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▪ Optimization of patch management methodology
Gauci et al. [2017]

▪ Recommendation of optimal software product
Kansal et al. [2016; 2019]

▪ Impact of faulty or infected patches 
Anand et al. [2019; 2020]

▪ Economic incentives 
August et al. [2019]; Morgner et al. [2020]
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Recent Work:      [2/2]
Increasing patch application Quantitative-Based…



Top Products from Capterra
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► In 2019, $535.4 
million industry

► Growing 17.8% 
annually



Products
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Colorado-based 2015 start-up

Received 40 million in funding in Feb. 2020
”Proven itself as a 
disruptive leader in 
cybersecurity industry”

- Koch Disruptive 
Technologies managing 
director Byron Knight



Products
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Founded in 2013
Headquartered in 

Silicon Valley
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Template is 
free to use 
under Creative 
Commons 
Attribution 
license from 
SlidesCarnival.

http://creativecommons.org/licenses/by/4.0/


Security Investment Relationship*

Brett Mulligan

*Quantitative relationship between the cost of security improvements and the degree of additional security achieved



Overview

l Previous work
l Recent developments
l Current technologies and products
l Influential groups



Complex Calculation

l “Cost” is usually intertwined and difficult to distill
l “Improvement” is also difficult to quantify
l ROI and IRR can be used as alternatives



Early: Gordon-Loeb Model

l Gordon and Loeb 2002 paper
- The Economics of 

Information Security 
Investment 

l Security expenses should be 
directly proportional to value of 
data and probability of breach

l Showed ideal investment in 
security was 37% of expected 
loss (over given time period)

EBIS – Expected Benefit of Investment in Information Security

Net investment benefit  



Now: GL 2020 NIST Integration

Tier 4: Adaptive

Tier 3: Repeatable

Tier 2: Risk-Informed

Tier 1: Partial



Tech and Influential Groups
l Gordon and Loeb – GL Model of Cybersecurity Investment 

- University of Maryland

l Rok Bojanc, Borka Jerman-Blazic – Managing cybersecurity investment paper

l Ponemon Institute – The Cost of Phishing (2017, sponsored)

l MIT SCRAM - Secure Cyber Risk Aggregation and Measurement 

- CSAIL (Computer Science and Artificial Intelligence Lab)

l



Summary and Takeaways

l Difficult metric, alternatives
l Gordon-Loeb model
l Possible NIST Framework Integration
l Plenty of room for innovation
l Questions

- MS Teams (evenings and weekends)

- brett.mulligan@gmail.com
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Mitre ATT&CK 
Framework
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INTRODUCTION

• MITRE: a nonprofit organization which mainly focuses on 
Federally Funded Research And Development 
Centers(FFFRDC).

• Founded in 1958 under the leadership of Clair W.Halligan.

• Several centers like National Security Engineerinig Center, 
Center for Advanced Aviation System Development, Center 
for Enterprise Modernization, Homeland Security Systems 
Engineering and Development Institute are organized in 
order to safeguard National issues with people in USA.

• One such center, Internal Research and Development deals 
with several techniques and tools for existing technologies. 



Mitre 
ATT&CK

Mitre ATT&CK matrices include:
1. Tactics 
2. Techniques 
3. Mitigation
4. Groups



Statistics:



How attack 
happen 



ORGANIZATIONS and INDIVIDUALS 
CONTRIBUTING TO MITRE ATT&CK

More than 80 organization and individuals  have been contributing to 
the framework
• Microsoft Threat Protection Center (MTP) and McAfee
• Recorded Future : The Recorded Future Security Intelligence Platform
• CAPEC:  The Common Attack Pattern Enumeration and Classification
• MAEC: Malware Attribute Enumeration and Characterization (MAEC)
• Infected Monkey



The infected 
Monkey

Based on Mitre Att&CK



Benefit 1 :Automatic Attack Simulation

• Simply infect a random machine with the Infection Monkey and 
automatically discover your security risks. Test for different scenarios 
- credential theft, compromised machines and other security flaws.



Benefit 2: Continuous & Safe Assessments

• Run the Infection Monkey around the clock to identify new security 
risks and to validate existing security controls as your environment 

changes. It is non-intrusive, with no impact on your network.



Benefit 3:Actionable Recommendations

• The Infection Monkey assessment produces a detailed report with 
remediation tips, including a visual map of your network from an 
attacker's point of view to better understand your network.



Users OF Infected Monkey

• CISO
• Provide quantifiable results at the board level on risk exposure and 

the effectiveness of security investment
• Security Researcher
• Analyze attack simulation results to better understand weak spots in 

your network and prioritize risk mitigation



Launch



Attack



Report 





MITRE ATT&CK FRAMEWORK
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AGENDA

• WHAT IS A MITRE ATT&CK?

• CURRENT ATT&CK MATRIX 

• WHAT IS A TACTICS?
ØPRE ATT&CK TACTICS
ØATT&CK ENTERPRISE TACTICS

• WHAT IS A TECHNIQUE?

• TOP 10 TECHNIQUES RECENTLY

• CONCLUSION

• REFERENCE 



WHAT IS MITRE ATT&CK?

• Knowledge matrix that defines the 
tactics, techniques, and procedures 
that adversaries will go through 
when trying to exploit and abuse 
systems that defenders are trying to 
protect.
• Mainly focusses on how adversaries 

penetrate networks and then move 
laterally, escalate privileges, and 
generally evade your defenses.

2013

• 1st ATT&CK 
model was 
created.

• Focused only 
on Windows 
Environment.

2015
Redefined with 
internal 
research and 
development
consists of 96 
techniques 
under 9 tactics. 

2017

Expanded the 
usage for Linux 
and MacOS.

Referred as 
ATT&CK for 
Enterprise.
ATT&CK for 
Mobile was also 
published.

2019

ATT&CK for 
Cloud was 
elongated as a 
part of 
Enterprises.

2020

ATT&CK for ICS 
was introduced.
Showcase 
beahvior against 
industrial 
controls 
systems.



CURRENT ATT&CK MATRIX



WHAT IS A TACTIC?

MITRE 
ATT&CK 

FRAMEWROK 
TACTICS

PRE-ATT&CK 
TACTICS

ATT&CK 
ENTERPRISE 

TACTICS



PRE-ATT&CK TACTICS

•Process of determining KIT and KIQ for key strategic, or key tactical goals.Priority Definition Planning
•Iterative process for determining adversary target by analyzing strategic level.Target Selection
•Consist of process of determining the technical elements in order to attack.  Information Gathering
•Identifying and analyzing weaknesses and vulnerabilitiesWeakness Identification
•Consist of various technologies to hide or blend with network traffic.Adversary OpSec
•Consist of maintaining several systems and services for conducting cyber operations.Establish & Maintain Infrastructure
•Has public information ,history and appropriate affiliations.Persona Development
•Consists of information of the software, data mad techniques used in various operations.Build Capabilities 
•Takes place when adversaries used to test capabilities to ensure success during an operation.Test Capabilities
•Consists of operational environment required to start an operations.Stage Capabilities



ATT&CK ENTERPRISE TACTICS

• Adversary is trying to get into your network.Initial Access

• Adversary is trying to run malicious code.Execution

• Adversary is trying to maintain their foothold.Persistence

• Adversary is trying to gain higher-level permissions.Privilege Escalation

• Adversary is trying to avoid being detected.Defense Evasion

• Adversary is trying to steal account names and passwords.Credential Access

• Adversary is trying to figure out your environment.Discovery

• Adversary is trying to move through your environment.Lateral Movement

• Adversary is trying to gather data of interest to their goal.Collection

• Adversary is trying to communicate with compromised systems to control them.Command and Control

• Adversary is trying to steal data.Exfiltration

• Adversary is trying to manipulate, interrupt, or destroy your systems and data.Impact



TECHNIQUES
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TOP 10 TECHNIQUES RECENTLY

Process Injection
• 19% of the total malware.
• Tactics: Defense Evasion, Privilege 

Escalation

PowerShell
• 16% of total malware
• Tactics: Execution

Credential Dumping
• 15% of total malware
• Tactics: Credential Access

Masquerading
• 11% of total malware
• Tactics: Defense Evasion

Command-line Interface
• 9% of total malware
• Tactics: Execution

Scripting
• 7% of total malware
• Tactics: Defense Evasion, Execution

Scheduled Task
• 6% of total malware
• Tactics: Execution, Persistence, Privilege 

Escalation

Registry Run Keys/ Startup 
Folder
• 6% of total malware
• Tactics: Persistence

System Information Discovery
• 5% of total malware
• Tactics: Discovery

Disabling Security Tools
• 5% of total malware
• Tactics: Defense Evasion



CONCLUSION

• MITRE ATT&CK delivers a huge and actionable repositories of 
adversarial tactics, techniques and procedures.

• As per February 2020, MITRE ATT&CK shows about 440 
techniques and 27 tactics. 

• Each techniques provide a huge scope for describing about the 
techniques and various procedures for performing it.   

• The ATT&CK Framework is considered as a resource for 
understanding various characteristics and techniques 
associated with hackers against organizations. Some important 
cases for the MITRE ATT&CK framework includes:

1. Prioritize the threats in the attack chain of the 
organization.

2. Evaluate the current telemetry to each detection of the 
organization.

3. Track the attacker groups.
• Several labs like LogRhythm Labs, Immersive Labs tend to use 

MITRE ATT&CK framework for their advancements. 
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MITRE ATT&CK Framework

Abstract:
There are many frameworks are developed for threat modelling
and attack prevention and mitigation in the field of cyber-
security. In this paper, we explore MITRE ATT&CK framework, its
philosophy, recent developments, its limitations and proposal
for improvements.
Index Terms: Cyber Security, Computer Security, Threat
modelling, Industrial Control Systems[ICS], Adversarial Tactics,
Techniques and Common Knowledge [ATT&CK], Programmable
Logic Controllers [PLC], Human Machine Interface[HMI], ATP,
Techniques and Procedures [TTP].



Introduction

• ATT&CK Framework is developed by MITRE. The first version was released 
in 2013.
• It incorporates a comprehensive matrix of tactics and techniques used by 

threat hunters, read teamers and defenders to classify the attacks in an 
effective manner and access cyber security risk for an organization.
• As of 2020, ATTCK with sub-techniques has 156 techniques and 272 sub-

techniques.



Tactics

• Tactics represent the highest level of abstraction within the ATT&CK model. They are 
listed as below.

• Persistence.
• Privilege Escalation.
• Defense Evasion.
• Credential Access.
• Discovery.
• Lateral Movement.
• Execution.
• Collection.
• Ex-filtration.
• Command and Control.



Tactics-2



Techniques

• The techniques in the ATTCK model describe the actions adversaries 
take to achieve their tactical objectives [Citation]. Each tactics 
incorporates finite number of actions that will accomplish its goal.





Current State of Technology

• Current framework incorporates tactics and techniques for pre-
attack, enterprise and mobile. It provides sets of related intrusion 
activity that are tracked by a common name in the security 
community which are known as groups. The latest version of MITRE 
ATTCK was released in July. The new release added sub techniques. 
Sub techniques are the additional techniques for each technique in 
each tactics.



Recent Advancement

• MITRE ATT&CK Framework for ICS attacks



Recent Advancement

• Rawan Al-Shaer et. all.used ATT&CK framework to implement 
technique prediction.
• Rawan Al-Shaer et. all [6] developed a novel approach using 

hierarchical clustering to infer technique associations that represent 
various technique inter-dependencies in a TTP chain



ORGANIZATIONS CONTRIBUTING TO MITRE
ATT&CK

• More than 80 organization and individuals  have been contributing to 
the framework
• Major ones: Microsoft Threat Protection Center (MTP) and McAfee.



Conclusion

• Very useful framework to understand different statics, techniques
used by adversaries and mitigation plans.
• Covers large area of cyber industries and major platforms and ICS

systems.
• But lacks to incorporate time component for ICS attacks.
• Provides only end point detection. Custom applications need to be

implemented using the framework to provide complete protection


