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Thursday

• Everyone must participate
– Share questions/comments
– Take notes

• Presenters: limit yourself to 5 minutes, 1 minute for q/c
– Upload your slides and be ready to present

• Ujwal will run videos/presentations by some distance 
students

• The Peer Review Form (Canvas Assignments) due on Sat. 
Novelty/ Interest, Technical/ Research, Presentation
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Presentations Today
T11 Quant. examination of phishing

Shree Harini Ravichandran
10 Examination of the time a vulnerability remains undiscovered

Luis Rodriguez
Luis Pineiro Rivera
Austen Weaver

9 Quant modeling of the time to vulnerability discovery
Alexandre Dubois

8 Quant modelling of Vulnerability markets
Wei Chen
Waylon Jepsen

7 Annual security breach costs incurred to society/government/nations
Zijuan Liu
Ya-Hsin Cheng
Sarah Houlton

3 Quant. Examination of schemes for discovering previously unknown vulnerabilities
Don Neumann

5 Assessing probability of security breaches
Siddhi Kotian
Dhruv Padalia
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Time a vulnerability goes 
undiscovered, viewed along 

Zero-Day discoveries
Luis Rodriguez
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Research Scope
• Most vulnerabilities that stay hidden for a long time are Zero-Day

– Newly discovered software hole
– No time to patch up in time of attack

• What effect can a zero-day vulnerability have if it stayed stealthy?
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Discovery/Zero Day Timeline

• Life cycle of a zero-day 
vulnerability

• Time for exploitation
• Time window for developers to 

discover bug
– Incredibly valuable for both 

attackers and defenders [1]
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Vulnerability Window
• Vulnerabilities that are inactive for such a long period of time take a similar amount of 

time to be comprehended [2]
• These attacks are becoming more prevalent and dangerous throughout different 

industries
– E.g. Stuxnet within industrial control systems

• During this window of vulnerability, victims do not have time to retaliate
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Dormancy and Market value
• Dormancy of a vulnerability can be heavily correlated to underground market activity 

[3]
• Increased effort to find zero-days

– From both attackers and defenders

• Higher incentive to keep potentially valuable exploits hidden for longer
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Examination of the 
Time a Vulnerability 
Remains 
Undiscovered
By: Austen Weaver
CS559 – Quantitative Security
Online Masters of Computer Science
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Time to Discovery
• Time to Discovery is an unknown

• Some vulnerabilities are discovered before release

• Others, not for decades after

• Does anything effect time to Discovery?



Possible 
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Are Published 
Vulnerabilities the True 
time of Discovery?
• Spectre / Meltdown

� Discovered by 4 teams at approximately the same time

• Governments / Nation-States
� NSA

• Unknown Bad Actors
� Black-Hat
� Nation-States



Conclusion
• No strong correlations between vulnerability discovery time to 

predict a time to discovery.

• It is unknown if the first time a vulnerability is published it is its 
true initial discovery.
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Summary

1. Context
2. Recent developments
3. References

Context
A vulnerability is defined as:

“a weakness in an information system, system security procedures, internal controls, or  
implementation that could be exploited or triggered by a threat source” [1].



Context

Data source on vulnerabilities:

● National Vulnerability Database: https://nvd.nist.gov/
● SecurityFocus Vulnerability Database: https://www.securityfocus.com/vulnerabilities

Influential organizations:

● US government and agencies
● Universities: KTH, CSU, ...
● Critical industries: nuclear, aeronautics, defense, pharmaceutical, banking, ...

https://nvd.nist.gov/
https://www.securityfocus.com/vulnerabilities


Recent developments
● New policy for vulnerability discovery  

disclosure of US government agencies
● New modeling of time to vulnerability  

discovery: Time Between each Vulnerability  
Discovery (TBVD)[2]

● Study of vulnerability discoverers motivations  
[5]

The events in the vulnerability life cycle [5]



Recent developments

Vulnerability disclosure dates for the top 15 most  
productivevulnerability analysts [2]

Top 15 vulnerability analysts [2].
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The reasons for 
forming the software 
vulnerability market



the security problem of network information systems is 
not only a technical problem, but also a problem of 
economy, management, and operation. 

Computer crime and online infringement in various 
fields are becoming more and more serious.

The reasons for forming the software vulnerability market



Analyze the 
structure of the 

software 
vulnerability market



First, in terms of software vulnerabilities, software manufacturers and security researchers 
have vigorously debated whether they need to actively find and publicly disclose 
vulnerabilities.

Second, for the defender, the software vulnerability information can indicate to the defender 
where to fix the product. 

Third, product vulnerability information affects consumers' expectations of software products

Analyze the structure of the software vulnerability market



Preliminary 
model 

structure



1.Utility function for software consumers

1 2

4 3So the consumers satisfied the 
θ≥θi choose to buy software



1

3

2. Profit function of software manufacturers
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we can draw:
1. The higher the average cost of repair, the shorter the product life 
cycle t is, the slower the product goes to market

2. The increase in the cost of thousands of patches does indeed 
reduce the number of surge holes

3. The earlier the software product is released, the greater the 
number of software burrows in the product 



Thanks for 
listening



QUANTITATIVE ANALYSIS OF 
VULNERABILITY MARKETS

By Waylon Jepsen



CURRENT 
STATUS

• Bug bounty programs

• White Market

• Black Market 

• Grey Market 

• Third Party managed programs (TPMs)

• Internally managed programs (IMPs)



CURRENT 
STATE OF 
THE ART

Bug Bounty Amount Paid YTD

Google (IMP) $15 M

Facebook (IMP) $7.5 M

HackerOne (TMP) $100 M

Program Funding Founding Date

HackerOne $110.4 M 2012

Bug Crowd $48.7 M 2012

Cobalt $8 M 2013



OPERATIONA
L CONCERNS

• Black Market provides higher incentives

• Software development delays

• Development resistance for low potential bugs

• Increased awareness of vulnerabilities



RECENT 
DEVELOPMENTS

• In a paper by Malvika Rao and a variety of other 
authors published in 2019 in the journal of 
Cybersecurity a futures market for funders and 
quality-oriented developers was proposed.

• In a paper by Zhen li, and Qi Liao published in 2018 
a model is introduced involving economic incentive 
solutions to motivate governments, 



GOVERNMEN
T 

INCENTIVES

• Context of E-Government and Smart Cities

• Recommendations for Governments 

• Cost of damage is the only limit of buying power



FUTURES 
CONTRACTS

• BugMart

• Advantages in open source 
software libraries

• Can be used for development

• Can be used for security

• In Open development

• Built on Distributed Ledger 
Technology
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