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NAME
wireshark — Interactiely dump and analyze network traffic
SYNOPSYS
wireshark [ —a<capture autostop condition>]... —p <capture ring buffer option>]... B <cap-

ture buffer size (Win32 only)>] {c <capture packet count>] -C <configuration profile>] FD]
[ ——display=<X display to use>] {f <capture filter>] [-g <packet number>] th] [ -H] [ —i <cap-
ture interface®+] [-k] [-1] [-L ] [ -m <font>] [-n] [ =N <name resolving flags>] Ho <prefer-
ence/recent setting>1] ... -p] [ —P <path setting>] FQ] [ -r <infile>] [ -R <read (display) filter> ]
[ -S] [ —s<capture snaplen>] 4t adalrfdiddie] [-v] [ -w <outfile>] [-y <capture link type> ]
[ =X <eXtension option> ] fz <statistics> ] [ <infile> ]

DESCRIPTION
Wire shark is aGUI network protocol analyzerlt lets you interactiely browse packet data from adi ret-
work or from a previously sed capture file. Wireshark’s native apture file format idibpcap format,
which is also the format used bypdump and various other tools.

Wire shark can read / import the following file formats:

* |ibpcap, tcpdump and various other tools using tcpdsimgpture format

* snoopandatmsnoop

* Shomiti/FinisarSurveyor captures

* Novdl LANalyzer captures

* MicrosoftNetwork Monitor captures

* AIX’s iptrace captures

* Cinco NetworkdNetXRay captures

* N etwork Associates Windows-bas8differ captures

* N etwork General/Network Associates DOS-baSedfer (compressed or uncompressed) captures
* AG Group/WildPacket&therPeek'TokenPeellAiroPeek/EtherHelp/PacketGrabber captures
* RADCOM'’s WAN/LAN analyzer captures

* N etwork Instrument©bserver version 9 captures

* Lucent/Ascendrouter debug output

* files fromHP-UX's nettl

* Toshiba’s ISDN routers dump output

* the output from4btrace from thelSDN4BSDproject

* traces from th&yeSDNUSB SO.

* the output inPLog format from the Cisco Secure Intrusion Detection System
* pppd logs(pppdump format)

* the output fromVMS’s TCPIPtrace/TCPtrace/UCX$TRACE utilities

* the text output from thBBS Etherwatch VMS utility

*Visual Networks'Visual UpTimetraffic capture

* the output fromCoSinelL2 debug

* the output from Accellent’SViewsLAN agents

* Endace Measurement SysterB®Fformat captures

* L inux Bluez Bluetooth stadkcidump —w traces

* CatapultDCT2000.0ut files

* TamoSoft CommVie files

There is no need to talVire shark what type of file you are reading; it will determine the file type by itself.
Wireshark is also capable of readingyanf these file formats if theare compressed using gzipVire -
shark recognizes this directly from the file; the .gz’ extension is not required for this purpose.

Like aher protocol analyzer§Vire shark’s main windav shows 3 viavs of a packt. Itshavs a summary
line, briefly describing what the packet i&.packet details display is shown, allowing you to drill down to
exact protocol or field that you interested iRinally, a rex dump shows you exactly what the packet looks
like when it goes wer the wire.

In addition, Wire shark has some features that neait unique. Itcan assemble all the packets iTGP
corversation and she you theASCII (or EBCDIC, or heX) data in that coversation. Displayfilters in
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Wire shark are very powerful; more fields are filterableMfire shark than in other protocol analyzers, and
the syntax you can use to create your filters is riclhex Wire shark progresses, expect more and more
protocol fields to be allowed in display filters.

Packet capturing is performed with the pcap librafyhe capture filter syntax follows the rules of the pcap
library. This syntax is different from the display filter syntax.

Compressed file support uses (and therefore requires) the zlib libifadye zlib library is not present,
Wire shark will compile, but will be unable to read compressed files.

The pathname of a capture file to be read can be specified with gption or can be specified as a com-
mand-line argument.

OPTIONS
Most users will want to staiVire shark without options and configure it from the menus instead.
Those users may just skip this section.

—a <captureautostop condition>
Specify a criterion that specifies wh@fire shark is to stop writing to a capture file. The criterion is
of the formtestvalue wheretestis one of:

duration:valueStop writing to a capture file aftealueseconds ha dapsed.

filesizevalue Stop writing to a capture file after it reaches a sizeabfekilobytes (where a kilobyte is
1024 bytes). If this option is used together with the —b optiaredlark will stop writing to the cur
rent capture file and switch to the next one if filesize is reached.

files:valueStop writing to capture files aftealuenumber of files were written.

—-b <capturaing buffer option>
CauseWire shark to run in “multiple files’ mode. In“ multiple files’ mode,Wire shark will write to
several capture files. When the first capture file fills Wire shark will switch writing to the next file
and so on.

The created filenames are based on the filenamea gith the —w flag, the number of the file and on
the creation date and time, e.g. outfile_00001_20050604120117.pcap, out-
file_00001_20050604120523.pcap, ...

With thefiles option it's dso possible to form a “ring uffer”. This will fill up new files until the
number of files specified, at which poinire shark will discard the data in the first file and start writ-
ing to that file and so on. If tHdes option is not set, me files filled up until one of the capture stop
conditions match (or until the disk if full).

The criterion is of the forrkey:valug wherekey is one of:

duration:valueswitch to the next file afteralueseconds hae dapsed, een if the current file is not
completely filled up.

filesizevalueswitch to the next file after it reaches a sizeafiekilobytes (where a kilobyte is 1024
bytes).

files:valuebegin again with the first file aftealuenumber of files were written (form a ring buffer).

-B <capturebuffer size (Win32 only)>
Win32 only: set captureufer size (inMB, default is 1IMB). This is used by the the capturevario
buffer packet data until that data can be written to disk. If you encountestphiobs while capturing,
try to increase this size.

—-C <capturepacket count>
Set the maximum number of packets to read when captuvegHia.

—C <configuratiorprofile>
Start with the gien configuration profile.
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-D Printa list of the interhces on whictWire shark can capture, andki. For each network interface, a
number and an interface name, possibly followed bytadiescription of the interface, is printe@he
interface name or the number can be supplied te-tiflag to specify an interface on which to capture.

This can be useful on systems that dd@vea command to list them (e.g., MMows systems, or
UNIX systems lackingfconfig —a); the number can be useful oninlonvs 2000 and later systems,
where the interface name is a somewhat coxmieng.

Note that “can capturemeans thaWire shark was ale to open that déce to do a \e @pture; if, on
your system, a program doing a network capture must be run from an account with spelggepri
(for example, as root), then,\fire shark is run with the-D flag and is not run from such an account,
it will not list ary interfaces.

——display=<X display to use>
Specifies the X display to usé& hostname and screen (otherhost:0.0) or just a screen (:0.0) can be
specified. Thigption is not gailable under Windows.

—f <capturefilter>
Set the capture filter expression.

—g <paclet number>
After reading in a capture file using theflag, go to the gien padet number

—h Printthe version and options and exit.
—-H Hidethe capture info dialog duringvk packet capture.

—-i <captureinterface*1
Set the name of the network interface or pipe to useviempticket capture.

Network interface names should match one of the names listedriashark —D' ( described abe);
a number as eported by’wireshark —D‘, can also be used. If you're usityNIX, "netstat —i* or
" ifconfig —a" might also vork to list interface names, although not all versiongefX support the
—aflag toifconfig.

If no interface is specifiedVire shark searches the list of interfaces, choosing the first non-loopback
interface if there are gmon-loopback interfaces, and choosing the first loopback interface if there are
no non-loopback interfaces. If there are no irtees at allWireshark reports an error and doesn’
start the capture.

Pipe names should be either the name Bif~® (named pipe) or+'’ to read data from the standard
input. Dataread from pipes must be in standard libpcap format.

Note: the Win32 version dlire shark doesnt support capturing from pipes or stdin!

-k Startthe capture session immediatelythe —i flag was specified, the capture uses the specified inter
face. OtherwiseWire shark searches the list of interfaces, choosing the first non-loopback interface if
there are annon-loopback interfaces, and choosing the first loopback interface if there are no non-
loopback interfaces; if there are no interés,Wire shark reports an error and doesstart the cap-
ture.

-l Turn on automatic scrolling if the pastkdisplay is being updated automatically as packetgeaainr-
ing a capture (as specified by theflag).

—-L List the data link types supported by the interface and exit.

-m <font>
Set the name of the font used Wyre shark for most text. Wire shark will construct the name of the

bold font used for the data in the bytewipane that corresponds to the field selected in thegpack
details pane from the name of the main text font.

—-n Disablenetwork object name resolution (such as hostnan@® and UDP port names), the-N flag
might override this one.
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-N <nameresolving flags>

Turn on name resolving only for particular types of addresses and port numbers, with name resolving
for other types of addresses and port numbers turned off. Thisviagdes—n if both -N and—n are
present. If both-N and-n flags are not present, all name resolutions are turned on.

The argument is a string that may contain the letters:
m to enableMAC address resolution

n to enable network address resolution

t to enable transport-layer port number resolution

C to enable concurrent (asynchronoDs)S lookups

-0 <preference/recesetting>

Set a preference or recent valuggerading the default value and wnvalue read from a prefer
ence/recent file. The gmment to the flag is a string of the foprefnamevalue whereprefnamds the

name of the preference/recent value (which is the same name that would appear in the prefer
ence/recent file), andalueis the value to which it should be s&inceEthereal 0.10.12, the recent
settings replaces the formerly used —B, —P and -T flags to manipul&@eitdenensions.

If prefnames “uat”, you can @erride settings in &rious user access tables using the forrruaafile-
nameuat record uat filenamanust be the name ofAT file, e.g.user_dltsuat_recordmust be in the
form of a valid record for that file, including quotes. For instance, to specify ®LUBérom the com-
mand line, you would use

-0 “vat:user_dlts:\"User 0 (DLT=147)\" \"cops\“,\"0\",\"\*,\"0\“ \"\""

Don't put the interface into promiscuous mod¢ote that the interface might be in promiscuous mode
for some other reason; heneg, cannot be used to ensure that the only traffic that is capturedits traf
sent to or from the machine on whid¥ire shark is running, broadcast traffic, and multicast traffic to
addresses reasd by that machine.

—-P <path setting>

Special path settings usually detected automaticHils is used for special cases, e.g. startingeW
shark from a known location on &t$B stick.

The criterion is of the forrkey: path wherekey is one of:
persconfpathpath of personal configuration files,dithe preferences files.

persdatapath path of personal data files,sithe folder initially opened. After theewy first initiliza-
tion, the recent file will keep the folder last used.

—-Q CauseéWireshark to exit after the end of capture session (useful in batch mode -withption for
instance); this option requires theand—w parameters.
-r <infile>

Read packet data fromfile, can be ap supported capture file format (including gzipped filesk it
possible to use named pipes or stdin here!

-R <read(display) filter>

-S

When reading a capture file specified with theflag, causes the specified filter (which uses the syn-
tax of display filters, rather than that of capture filters) to be applied to all packets read from the cap-
ture file; packets not matching the filter are discarded.

Automaticallyupdate the packet display as packets are coming in.

—-s <capturesnaplen>

Set the default snapshot length to use when capturiaghdia. Nomore thansnaplenbytes of each
network packet will be read into memooy savel to dsk.
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-t adarfdrdde

-V

Set the format of the packet timestamp displayed in theepéiskwindav, the default is relae. The
format can be one of:

ad absolute with date: The absolute date and time is the actual time and date the packet was captured
a absolute: The absolute time is the actual time the packet was captured, with no date displayed

r relative: The relatve time is the time elapsed between the first packet and the current packet

d delta: The delta time is the time since the previous packet was captured

dd delta_displayed: The delta_displayed time is the time since the previous displayed packet was cap-
tured

eepoch: The time in seconds since epoch (Jan 1, 1970 00:00:00)

Printthe version and exit.

-w <outfile>

Set the default capture file name.

-y <capturdink type>

If a capture is started from the command line wilf) set the data link type to use while capturing
paclets. Thevalues reported byL are the values that can be used.

—X <eXtension options>

Specify an option to be passed to\Wire shark module. The eXtension option is in the foexen-
sion_ley.valug whereexension_kycan be:

lua_script:lua_script_filenameells Wire shark to load the gien cript in addition to the default Lua
scripts.

-z <statistics>

GetWireshark to collect various types of statistics and display the result in a wititkt updates in
semi-real time. Currently implemented statistics are:

-z dcerpc,sryuid,major.minod,filter]

Collect call/replySRT (Service Response Time) data BCERPCinterfaceuuid, versionmajor.minor.
Data collected is number of calls for each procedure, MIn8RXSR and AvgSRI. Example: use
-z dcempc,srt,12345778-1234-abcd-ef00-0123456789ac tb.Gollect data foiICIFS SAMR Inter-
face. Thisoption can be used multiple times on the command line.

If the optional filterstring is pndded, the stats will only be calculated on those calls that match that fil-
ter. Example: use-z dcempc,srt,12345778-1234-abcd-ef00-0123456789ac,1.0,ip.addr==1.28.4
collectSAMR SH statistics for a specific host.

-z io,stat

Collect packet/bytes statistics for the capture in intervals of 1 secdiis.option will open a win-
dow with up to 5 color-coded graphs where numbkpackets-pesecond or numbesf-bytes-per-
second statistics can be calculated and displayed.

This option can be used multiple times on the command line.
This graph windw can also be opened from the Analyze:Statistics: Traffic:lO—Stat menu item.
-z rpc,srtprogram,versior],<filter>]

Collect call/replySRT (Service Response Time) data fmogram/version Data collected is number of
calls for each procedure, MingRMaxSR and AvgSRI. Example: use-z rpc,srt,100003,30 col-
lect data foNFSv3. Thisoption can be used multiple times on the command line.

If the optional filter string is provided, the stats will only be calculated on those calls that match that
filter. Example: use-z rpc,srt,100003,3,nfs.fh.hash==0x12345618 collectNFS v3 SRT statistics
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for a specific file.
-z rpc,programs

Collect call/replyRTT data for all known ONC-RPC programergions. Dataollected is number of
calls for each protocol/version, MinRTWMaxRTT and AvgRTT.

-z scsi,sricmdsdt <filter>]
Collect call/replySRT (Service Response Time) data §SIcommandset <cmdset>.
Commandsets are 0:SBQ:SSC 5:MMC

Data collected is number of calls for each procedure, MiIn®RXSR and AvgSRI. Example: use
-z scsi,srt,0to collect data foiISCSI BLOCK COMMANDS(SBC). This option can be used multiple
times on the command line.

If the optional filter string is provided, the stats will only be calculated on those calls that match that
filter. Example: use-z scsi,srt,0,ip.addr==1.2.3.40 collectSCSI SBC SR statistics for a specific
iscsi/ifcp/fcip host.

-z smb,srt[filter]

Collect call/replySRT (Service Response Time) data &vIB. Data collected is number of calls for
eachSMB command, MinSR, MaxSR and AvgSR. Example: use-z smb,srt

The data will be presented as separate tables for all n@x@lcommands, all lnsaction2 com-
mands and aNT Transaction commands. Only those commands that are seen in the captureewill ha
its stats displayed. Only the first command in a xAndX command chain will be used in the calcula-
tion. Sofor common SessionSetupAndX + TreeConnectAndX chains, only the SessionSetupAndX
call will be used in the statistics. This is axfllnat might be fixed in the future.

This option can be used multiple times on the command line.

If the optional filterstring is pndded, the stats will only be calculated on those calls that match that fil-
ter. Example: use-z “smb,srt,ip.addr==1.2.3.4" to only collect stats foBMB paclets echanged by
the host atP address 1.2.3.4 .

-z fc,srt[filter]

Collect call/replySRT (Service Response Time) data f&@. Data collected is number of calls for each
Fibre Channel command, Min$RMaxSR and AvgSRI. Example: use-z fc,srt. The Service
Response ime is calculated as the time delta between the First packet of the exchange and the Last
packet of the exchange.

The data will be presented as separate tables for all n&@r@mmands, Only those commands that
are seen in the capture will\eits stats displayed.

This option can be used multiple times on the command line.

If the optional filterstring is pndded, the stats will only be calculated on those calls that match that fil-
ter. Example: use-z “fc,srt,fc.id==01.02.03" to only collect stats foFC paclets echanged by the
host at~C address 01.02.03 .

-z |dap,srt[filter]

Collect call/replySRT (Service Response Time) data f@AP. Data collected is number of calls for
each implementedDAP command, MinSR, MaxSR and AvgSRI. Example: use-z Idap,srt. The
Service Response Time is calculated as the time delta between the Request and the Response.

The data will be presented as separate tables for all implemeamé&dcommands, Only those com-
mands that are seen in the capture willehits stats displayed.

This option can be used multiple times on the command line.
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If the optional filterstring is provided, the stats will only be calculated on those calls that match that fil-
ter. Example: use-z “ldap,srt,ip.addr==10.1.1.1" to only collect stats foLDAP paclets echanged
by the host atP address 10.1.1.1 .

The onlyLDAP command that are currently implemented and the stats wildialale for are:BIND
SEARCH MODIFY ADD DELETE MODRDN COMPARE EXTENDED

-z mgcp,srtffilter]

Collect requests/responsgRT (Service Response Time) data f®iGCP. This is similar to-z
smb,srt). Data collected is number of calls for eachWwnaMGCP Type, MinimumSRT, Maximum
SRTand ArerageSRT. Example: use-z mgcp,srt

This option can be used multiple times on the command line.

If the optional filterstring is pndded, the stats will only be calculated on those calls that match that fil-
ter. Example: use-z “mgcp,srt,ip.addr==1.2.3.4" to only collect stats foMGCP paclets cchanged
by the host atP address 1.2.3.4 .

-z conv,typd,filter]

Create a table that lists all a@nsations that could be seen in the captuygpe specifies for which
type of comersation we want to generate the statistics; currently the supported ones are

"eth" Et her net

"fc" Fi bre Channel addresses
"fddi" FDDI addresses

"ip" | P addr esses

"i px" | PX addresses

"tcp" TCP/ 1 P socket pairs Both I Pv4 and | Pv6 are supported
"tr" TokenRi ng
"udp" UDP/ | P socket pairs Both I Pv4 and | Pv6 are supported

If the optional filter string is specified, only those packets that match the filter will be used in the cal-
culations.

The table is presented with one line for eachvemation and displays number of packets/bytes in
each direction as well as total number of mashbytes. Bydefault, the table is sorted according to
total number of packets.

These tables can also be generated at runtime by selecting the appropuetsaton type from the
menu “Tools/Statistics/Camrsation List/”.

-z h225,counterfilter]

Count ITU-T H.225 messages and their reasons. In the first column you get a list of H.225 messages
and H.225 message reasons, which occur in the current capture file. The number of occurences of each
message or reason is displayed in the second column.

Example: use-z h225,counter
This option can be used multiple times on the command line.

If the optional filterstring is provided, the stats will only be calculated on those calls that match that fil-
ter. Example: use-z “h225,counter,ip.addr==1.2.3.4" to only collect stats for H.225 pasts
exchanged by the host & address 1.2.3.4 .

-z h225,srtffilter]

Collect requests/responS&T (Service Response Time) data for ITU-T H.224S. Data collected is

number of calls of each ITU-T H.228AS Message Type, MinimurBRT, Maximum SRT, Average

SRT, Minimum in Racket, and Maximum in &lket. You will also get the humber of Open Requests
(Unresponded Requests), Discarded Responses (Responses without matching request) and Duplicate
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Messages. Examplase-z h225,srt
This option can be used multiple times on the command line.

If the optional filterstring is provided, the stats will only be calculated on those calls that match that fil-
ter. Example: use-z “h225,srt,ip.addr==1.2.3.4" to only collect stats for ITU-T H.22BAS packets
exchanged by the host & address 1.2.3.4 .

-z sip,statffilter]

This option will actvate a counter fosIP messages. You will get the number of occurences of each
SIP Method and of eacBIP Status—Code. Additionally you also get the number of reSgnMes-
sages (only fosIPover UDP).

Example: use-z sip,stat
This option can be used multiple times on the command line.

If the optional filter string is provided, the stats will only be calculated on those calls that match that
filter. Example: use-z “sip,stat,ip.addr==1.2.3.4" to only collect stats fosIP paclets echanged by
the host atP address 1.2.3.4 .

-z voip,calls

This option will shav a window that shows WIP calls found in the capture file. This is the same win-
dow shown as when you go to the Statistics Menu and choose VolIP Calls.

Example: use-z voip,calls

INTERFACE

1.0.3

MENU ITEMS

File:Open

File:Open Recent

File:Close
Open or close a capture fil&dheFile:Opendialog box allows a filter to be specified; when the capture
file is read, the filter is applied to all patk read from the file, and packets not matching the filter are
discarded. Th&ile:Open Receris a submenu and will shoa list of previously opened files.

File:Merge
Merge another capture file to the currently loaded one.HkeMerge dialog box allows the mge
“Prepended”, “Chronologically’or *‘A ppended”, relatie © the already loaded one.

File:Save

File:Save As
Save the current capture, or the patk currently displayed from that capture, to a file. Checle®ox
let you select whether tosadl packets, or just those thatueapassed the current display filter and/or
those that are currently mat, and an option menu lets you select (from a list of file formats in which
at particular capture, or the packets currently displayed from that capture, cared)e sdile format
in which to sae it.

File:File Set:List Files
Shav a dalog box that lists all files of the file set matching the currently loaded file. A file set is a
compound of files resulting from a capture using the “multiple filestingbuffer” mode, recogniz-
able by the filename pattern, e.g.: Filename_00001_20050604101530.pcap.

File:File Set:Next File
File:File Set:Previous File
If the currently loaded file is part of a file set (seevahmpen the next / previous file in that set.

File:Export
Export captured data into an external format. Note: the data cannot be imported backest@aik/,
so be sure to keep the capture file.
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File:Print
Print packet data from the current captureuan select the range of packets to be printed (which
paclets are printed), and the output format of each packet ¢aoh packet is printed). The output-for
mat will be similar to the displayediles, so a summary line, the packet detaila,véad/or the hg
dump of the packet can be printed.

Printing options can be set with tEelit:Preferencesnenu item, or in the dialog box popped up by
this menu item.

File:Quit
Exit the application.

Edit:Copy:As Filter

Create a display filter based on the data currently highlighted in the packet details yatithtdifier
to the clipboard.

If that data is a field that can be tested in a display filter expression, the display filter will test that field;
otherwise, the display filter will be based on the absolute offset within thetpatkerefordt could

be unreliable if the packet contains protocols wislniable-length headers, such as a source-routed
token-ring packet.

Edit:Find Packet
Search forward or backward, starting with the currently selected packet (or the most recently selected
paclet, if no packet is selected). Search criteria can be a display fiisxssion, a string of kadeci-
mal digits, or a text string.

When searching for a text string, you can search theepaleita, or you can search the text in the Info
column in the packet list pane or in the packet details pane.

Hexadecimal digits can be separated by colons, periods, or daB¢siring searches can #sCli
or Unicode (or both), and may be case insergsiti

Edit:Find Next

Edit:Find Previous
Search forward / backward for a patknatching the filter from the previous search, starting with the
currently selected packet (or the most recently selected packet, if no packet is selected).

Edit:Time Reference:Set Time Reference (toggle)
Set (or unset if currently set) the selected packet as a Time Referenee patiena paclet is set as
a Time Reference paek, the timestamps in the packet list pane will be replaced with the string
“*REF*". The relative ime timestamp in later packets will then be calculated veldti the times-
tamp of this Time Reference packet and not the first packet in the capture.

Peckets that hee keen selected as Time Reference p&skvill alvays be displayed in the packet list
pane. Displayilters will not affect or hide these packets.

If there is a column displayed foCulmulative Bytes’ this counter will be reset avery Time Refer
ence packet.

Edit:Time Reference:Find Next
Edit:Time Reference:Find Previous
Search forward / backward for a time referenced packet.

Edit:Mark Packet (toggle)
Mark (or unmark if currently maed) the selected paek Thefield “frame.marked’is set for pack-
ets that are marked, so that, for example, a display filters can be used to display oaty paakis,
and so that the Edit:Find Packet dialog can be used to find the next or previous marked packet.

Edit:Mark All Packets
Edit:Unmark All Packets
Mark / Unmark all packets that are currently displayed.
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Edit:Configuration Profiles
Manage configuration profiles to be able to use more than one set of preferences and configurations.

Edit:Preferences
Set theGUI, capture, printing and protocol options (see Preferences dialog below).

View.Main Toolbar
View.Filter Toolbar
View.Statusbar
Shaow or hide the main winde controls.

View.Packet List
View.Packet Details
View.Packet Bytes
Shaw or hide the main winde panes.

View.Time Display Format
Set the format of the packet timestamp displayed in the packet listwindo

View.Name Resolution:Res@wWName
Try to resole a rame for the currently seleted item.

View.Name Resolution:Enable for ... Layer
Enable or disable translation of addresses to names in the display.

View.Colorize Packet List
Enable or disable the coloring rules. Disabling will imprgerformance.

View.Auto Scroll in Live Capture
Enable or disable the automatic scrolling of the packet list whileeadpture is in progress.

View.Zoom In
View.Zoom Out
Zoom into / out of the main wineodata (by changing the font size).

View.Normal Size
Reset the zoom factor of zoom in / zoom out back to normal font size.

ViewResize All Columns
Resize all columns to best fit the current packet display.

View.Expand Subtrees
Expands the currently selected item argldtbtrees in the packet details.

View.Expand All
View.Collapse All
Expand / Collapse all branches of the packet details.

View.Coloring Rules
Change the foreground and background colors of theegpactormation in the list of packets, based
upon display filters. The list of display filters is applied to eachgiadquentially After the first dis-
play filter matches a paek ary additional display filters in the list are ignored. Therefore, if you are
filtering on the existence of protocols, you should list the hitgwet protocols first, and the Veer-
level protocols last.

How Colorization Works
Pakets are colored according to a list of color filters. Each filter consists of a name, a filter
expression and a coloration. A patks colored according to the first filter that it matches. Color
filter expressions use exactly the same syntax as display filter expressions.

When Wireshark starts, the color filters are loaded from:
1. The uses personal color filters file oif that does not exist,

2. The global color filters file.
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If neither of these exist then the packets will not be colored.

View.Shav Packet In Nev Window
Create a n®& window containing a packet details weand a h& dump windav of the currently
selected packet; this windowill continue to display that paeks details and dataven if another
packet is selected.

View.Reload
Reload a capture file. SameRik:CloseandFile:Openthe same file again.

Go:Back
Go back in previously visited packets history.

Go:Forward
Go forward in previously visited packets history.

Go0:Go 1 Packet
Go to a particular numbered packet.

Go:Go D Corresponding Packet
If a field in the packet details pane containing a paokimber is selected, go to the packet number
specified by that field. (This works only if the dissector that put that entry into thethetkils put it
into the details as a filterable field rather than justds) t€his can be used, for example, to go to the
paclet for the request corresponding to a replythe reply corresponding to a request, if that pack
number has been put into the packet details.

Go:First Packet
Go:Last Packet
Go to the first / last packet in the capture.

Capture:Interfaces
Shavs a dialog box with all currently kmo interfaces and displaying the current networkfitraf
amount. Capture sessions can be started from IBsxgare: keeping this box open results in high sys-
tem load!

Capture:Options
Initiate a lve packet capture (see Capture Options dialog below). If no filename is specified, a tempo-
rary file will be created to hold the capture. The location of the file can be chosen by setting your
TMPDIR ervironment variable before startingire shark. Otherwise, the defult TMPDIR location is
system—-dependent, but is likely eithiear/tmpor /tmp.

Capture:Start
Start a lve packet capture with the previously seleted options. Thig'nopen the options dialog box,
and can be caenient for repeatingly capturing with the same options.

Capture:Stop
Stop a running lie @apture.

Capture:Restart
While a live apture is running, stop it and restart with the same options again. This carvé@erdn
to remare wnrelevant packets, if no valuable packets were captured so far.

Capture:Capture Filters

Edit the saed list of capture filters, allowing filters to be added, changed, or deleted.
Analyze:Display Filters

Edit the saed list of display filters, allowing filters to be added, changed, or deleted.

Analyze:Apply as Filter
Create a display filter based on the data currently highlighted in the packet details and apply the filter.

If that data is a field that can be tested in a display filter expression, the display filter will test that field;
otherwise, the display filter will be based on the absolute offset within thetpatkerefordt could
be unreliable if the packet contains protocols wislniable-length headers, such as a source-routed
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token-ring packet.

The Selectedoption creates a display filter that tests for a match of the dathioth8electedoption
creates a display filter that tests for a non-match of the ddtaAnd Selected Or Selected And

Not Selectedand Or Not Selectedoptions add to the end of the display filter in the strip at the top (or
bottom) anAND or OR operator followed by the medisplay filter expression.

Analyze:Prepare a Filter

Create a display filter based on the data currently highlighted in the packet details. The filter strip at
the top (or bottom) is updated but it is not yet applied.

Analyze:Enabled Protocols

Allow protocol dissection to be enabled or disabled for a specific protbuwdilidual protocols can be
enabled or disabled by clicking on them in the list or by highlighting them and pressing the space bar
The entire list can be enabled, disabled, werted using the buttons b&ldhe list.

When a protocol is disabled, dissection in a particular packet stops when that protocol is reached, and
Wireshark meges on to he next paokt. Ary higherlayer protocols that would otherwisevealeen
processed will not be displaye&or example, disabling CP will prevent the dissection and display of

TCP, HTTP, SMTP, Telnet, and another protocol exclusely dependent ofiCP.

The list of protocols can besal, so that Wireshark will start up with the protocols in that list dis-
abled.

Analyze:Decode As

If you have a @clet selected, present a dialog aling you to change which dissectors are used to
decode this pa@t. Thedialog has one panel each for the link layetwork layer and transport layer
protocol/port numbers, and will alloeach of these to be changed independerfity example, if the
selected packet isECP paclet to port 12345, using this dialog you can instruct Wireshark to decode
all packets to or from thatCP port asHTTP packets.

Analyze:User Specified Decodes

Create a ng window showing whether ay protocol ID to dissector mappings Y& been changed by
the user This windawv also allows the user to reset all decodes to their default values.

Analyze:FollowTCP Stream

If you have aTCP paclet selected, display the contents of the data stream fariheonnection to
which that packet belongs, as text, in a separate wirahal leare the list of packets in a filtered state,
with only those packets that are part of th@P connection being displayedlou can revert to your
old view by pressingENTERin the display filter text box, therebyvioking your old display filter (or
resetting it back to no display filter).

The windav in which the data stream is displayed lets you select:
* whether to display the entire cgnsation, or one or the other side of it;
* whether the data being displayed is to be treateédsad or EBCDIC text or as rav hex data;

and lets you print what'aurrently being displayed, using the same print options that are used for the
File:Print Padket menu item, or sz it as &xt to a file.

Statistics:Summary

Shov summary information about the capture, including elapsed timegpaokints, byte counts, and
the like. If a dsplay filter is in efect, summary information will be shown about the capture and about
the packets currently being displayed.

Statistics:Protocol Hierarchy

Shaw the number of packets, and the number of bytes in those packets, for each protocol in the trace.
It organizes the protocols in the same hiergrohwhich they were found in the trace. Besides count-

ing the packets in which the protocalgs, a count is also made for packets in which the protocol is
the last protocol in the stack. These last-protocol counts sbha hav mary packets (and the byte

count associated with those pat®endedin a particular protocolin the table, thegare listed under
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“End Packetsand “End Bytes”.

Statistics:10 Graphs

Open a winde where up to 5 graphs in different colors can be displayed to indicate number of pack-
ets or number of bytes per second for all packets matching the specifiedBiitdefault only one
graph will be displayed showing number of packets per second.

The top part of the windw contains the graphs and scales for the X and Y axis. If the graph is too
long to fit inside the windm there is a horizontal scrollbar beldhe drawing area that can scroll the
graphs to the left or the righifThe horizontal axis displays the time into the capture andehea

axis will display the measured quantity at that time.

Below the drawing area and the scrollbar are the conti@Is the bottom left there will be Bvamilar
sets of controls to control each induvidual graph suctDésplay:<button>" which button will toggle
that individual graph on/éf If <button> is ticked, the graph will be displayetiColor:<color>"
which is just a button to stwowhich color will be used to dvathat graph (color is onlyvailable in
Gtk2 version) and finally'Filter:<filter—text>" which can be used to specify a display filter for that
particular graph.

If filter-text is empty then all packets will be used to calculate the quantity for that dfdpter-text
is specified only those packets that match that display filter will be considered in the calculation of
quantity.

To the right of the 5 graph controls there are four menus to control global aspects ofifaeedrand
graphs. The" Unit:” menu is used to control what to measurpackets/tick’, ‘‘bytes/tick” or
“advanced..

paclets/tick will measure the number of packets matching the (if specified) display filter for the graph
in each measurement interval.

bytes/tick will measure the total number of bytes in all pgeknatching the (if specified) display filter
for the graph in each measurement interval.

advanced... see below

“Tick intenal:” specifies what measurement intervals to use. The default is 1 second and means that
the data will be countedver 1 second intervals.

“ Pixels per tick:” specifies hav mary pixels wide each measurement intdrwill be in the draving
area. Thalefault is 5 pixels per tick.

“Y-scale:’” controls the max alue for the y—axis.Default value is‘auto” which means thaiVire -
shark will try to adjust the maxvalue automatically.

“advanced..l f Unit:adwanced... iselected the windwo will display two more controls for each of

the five gaphs. Onecontrol will be a menu where the type of calculation can be selected from
SUM,COUNT,MAX,MIN,AVG and LOAD, and one control, t¢box, where the name of a single dis-
play filter field can be specified.

The following restrictions apply to type and field combinations:

SUM: available for all types of intgers and will calculate th&@UM of all occurences of this field in the
measurement inteal. Notethat some field can occur multiple times in the same packet and then all
instances will be summed up. Example: 'tcp.len’” which will count the amount of payload data trans-
ferred acros3CPin each interval.

COUNT: available for all field types. This willOUNT the number of times certain field occurs in each
interval. Note that some fields may occur multiple times in eachepaeid if that is the case then each
instance will be counted independently @@UNT will be greater than the number of packets.

MAX: available for all integer and relag tme fields. This will calculate the max seen gagtime
value seen for the field during the intatv Example’smb.time’ which will plot the maximunsmMB
response time.
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MIN: available for all integer and relag ime fields. This will calculate the min seen geetime
value seen for the field during the intatv Example:’smb.time’ which will plot the minimumsmB
response time.

AVG: available for all integer and rela® ime fields.This will calculate theverage seen ingger/time
value seen for the field during the intatv Example:’smb.time’ which will plot the aerage SMB
response time.

LOAD: available only for relatie ime fields (response times).
Example of advanced: Display hovFSresponse tim&AX/MIN/AVG changes eer time:
Set first graph to:

filter:nfs&&rpc.tinme
Calc: MAX rpc.time

Set second graph to

filter:nfs&&rpc.tinme
Calc: AVG rpc.time

Set third graph to

filter:nfs&&rpc.tinme
Calc:MN rpc.tinme

Example of advanced: Displaywdhe average packet size from host a.b.c.d changestone.
Set first graph to

filter:ip.addr==a.b.c.d&&framne. pkt_I en
Cal c: AVG frane. pkt _| en

LOAD: The LOAD io-stat type is very different from anything youvkaerer seen before! While the
response times themself as plotted MW, MAX,AVG ae indications on the Sezw load (which
affects the Server response time), @D measurement measures the CliebAD. What this mea-
sures is hee much workload the client generates, i.ewhfast will the client issue mecommands
when the previous ones completdce. the l@el of concurreng the client can maintain. The higher
the numberthe more and faster is the client issuingvr@@mmands. When theOAD goes down, it
may be due to client load making the client slower in issuimgaoenmands (there may be other rea-
sons as well, maybe the client just doebaveary commands it wants to issue right then).

Load is measured in concurrgfitumber of @erlapping i/o and the value 1000 means there is a con-
stant load of one i/o.

In each tick interval the amount o¥eslap is measured. See the graph beéomntaining three com-
mands: Belw the graph are theOAD values for each interval that would be calculated.

g O g g d O g g g

g a g g a O a g g

g O o=====* [ a g g g g

g g g g a a a g g

0 o========* 0 o============* O O O

g g g g d a a g a

-------------------------------------------------- > Tine
500 1500 500 750 1000 500 0 0

Statistics:Cowersation List
This option will open a ne window that displays a list of all cerrsations between wvendpoints.
The list has one w for each unique cerrsation and displays total number of packets/bytes seen as
well as number of packets/bytes in each direction.

By default the list is sorted according to the number of packets but by clicking on the column header;
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it is possible to re-sort the list in ascending or descending orderylyplmn.

By first selecting a carersation by clicking on it and then using the right moustoln (on those plat-
forms that hae a ight mouse btton) wireshark will display a popup menu offeringesal different
filter operations to apply to the capture.

These statistics windows can also beoked from the Wireshark command line using the corv
argument.

Statistics:Service Response Time:DCE-RPC
Open a windw to display Service Response Time statistics for an arbitrary DCE-RPC program inter
face and displayProcedure, Number of Calls, Minimum SRT, Maximum SRT andAverage SRT for
all procedures for that progranefsion. Thesevindows opened will update in semi-real time to
reflect changes when doingdi captures or when readingweapture files intdWire shark.

This dialog will also allev an tional filter string to be usedf an optional filter string is used only
such DCE-RPC request/response pairs that match that filter will be used to calculate the statistics. If
no filter string is specified all request/response pairs will be used.

Statistics:Service Response Time:Fibre Channel
Open a windw to display Service Response Time statistics for Fibre Channel and dEplaype,
Number of Calls, Minimum SRT, Maximum SRT and Average SRT for all FC types. Thesevin-
dows opened will update in semi-real time to reflect changes when deingptures or when read-
ing nev capture files intowireshark. The Service Response Time is calculated as the time delta
between the First packet of the exchange and the Last packet of the exchange.

This dialog will also allev an tional filter string to be usedf an optional filter string is used only
suchFC first/last kchange pairs that match that filter will be used to calculate the statistics. If no filter
string is specified all request/response pairs will be used.

Statistics:Service Response Time:ONC-RPC
Open a windw to display statistics for an arbitrary ONC-RPC program interface and disptage-
dure, Number of Calls, Minimum SRT, Maximum SRT andAverage SRT for all procedures for that
program/\ersion. Thes&indows opened will update in semi-real time to reflect changes when doing
live aptures or when readingweapture files intdVire shark.

This dialog will also allev an tional filter string to be used. If an optional filter string is used only
such ONC-RPC request/response pairs that match that filter will be used to calculate the statistics. If
no filter string is specified all request/response pairs will be used.

By first selecting a carersation by clicking on it and then using the right mouse button (on those plat-
forms that hae a ight mouse button) wireshark will display a popup merfarofg several different
filter operations to apply to the capture.

Statistics:Service Response Time:SMB
Collect call/replySRT (Service Responseirie) data forSMB. Data collected is number of calls for
eachSMB command, MinSR, MaxSR and AvgSH.

The data will be presented as separate tables for all n@w®@lcommands, all Transaction2 com-
mands and aNT Transaction command®©nly those commands that are seen in the capture wél ha

its stats displayedOnly the first command in a xAndX command chain will be used in the calcula-
tion. Sofor common SessionSetupAndX + TreeConnectAndX chains, only the SessionSetupAndX
call will be used in the statistics. This is axfllhat might be fixed in the future.

You can apply an optional filter string in a dialog box, before starting the calculation. The stats will
only be calculated on those calls matching that filter.

By first selecting a carersation by clicking on it and then using the right mouse button (on those plat-
forms that hae a ight mouse button) wireshark will display a popup merfarofg several different
filter operations to apply to the capture.
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Statistics:Service Response Time:MGCP
Collect requests/responSRKT (Service Response Time) data féGCP. Data collected islumber of
calls for each knan MGCP Type, Minimum SRT, Maximum SRT, Average SRT, Minimum in
Packet, and Maximum in Packet These windows opened will update in semi-real time to reflect
changes when doingvé @aptures or when readingweapture files intdVire shark.

You can apply an optional filter string in a dialog box, before starting the calculation. The statistics
will only be calculated on those calls matching that filter.

Statistics:Service Response Time:ITU-T H. 2%
Collect requests/responS&T (Service Response Time) data for ITU-T H.224S. Data collected is
number of callsfor each knan ITU-T H.225RAS Message ¥pe, Minimum SRT, Maximum SRT,
Average SRT, Minimum in P acket, and Maximum in Packet. You will also get the number @ipen
Requests(Unresponded Request§)iscarded ResponsefResponses without matching request) and
Duplicate Messages. These wimdpopened will update in semi-real time to reflect changes when
doing live aptures or when readingweapture files intdVire shark.

You can apply an optional filter string in a dialog box, before starting the calculation. The statistics
will only be calculated on those calls matching that filter.

Statistics:ITU-T H.225
Count ITU-T H.225 messages and their reasons. In the first column you get a list of H.225 messages
and H.225 message reasons, which occur in the current capture file. The number of occurences of each
message or reason will be displayed in the second column. Thiswop#med will update in semi-
real time to reflect changes when doing liaptures or when reading wecapture files intowire -
shark.

You can apply an optional filter string in a dialog box, before starting the codierstatistics will
only be calculated on those calls matching that filter.

Statistics:SIP
Activate a counter fosIP messages. You will get the number of occurences of &@¥lethod and of
eachSIP Status—Code. Additionally you also get the number of res@ritlessages (only foBIP over
UDP).

This windav opened will update in semi-real time to reflect changes when demgalptures or when
reading ne capture files intdVire shark.

You can apply an optional filter string in a dialog box, before starting the codierstatistics will
only be calculated on those calls matching that filter.

Statistics:ONC-RPC Programs
This dialog will open a winde showing aggrg@ated RTT statistics for all ONC-RPC Programefv
sions that exist in the capture file.

Help:Contents
Some help texts.

Help:Supported Protocols
List of supported protocols and display filter protocol fields.

Help:Manual Pages
Display locally installedHTML versions of these manual pages in a web browser.

Help:Wireshark Online
Various links to online resources to be open in a web browker<http://www.wireshark.org>.

Help:About Wireshark
See warious information about Wireshark (see About dialog belowg, ke version, the folders used,
the available plugins, ...
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WINDOWS

Main Window
The main windw contains the usual things éikkihe menu, some toolbars, the main area and a status-
bar The main area is split into three panes, you can resize each pane usingb’ at the right end
of each divider line.

The main windw is much more flexible than before. The layout of the main windan be cus-
tomized by thelayout page in the dialog box popped up Bdit:Preferencesthe following will
describe the layout with the default settings.

Main Toolbar
Some menu items ar@ailable for quick access here. There is no way to customize the items
in the toolbarhoweve the toolbar can be hidden MjewMain Toolbar.

Filter Toolbar
A display filter can be entered into the filter toolbArfilter for HTTP, HTTPS and DNS traffic
might look like this:

tcp.port == 80 [ tcp.port == 443 M tcp.port == 53

Selecting thd-ilter: button lets you choose from a list of named filters that you can optionally
save. Pressing the Return or Enteeys, or selecting thépply button, will cause the filter to

be applied to the current list of patk. Selectinghe Resetbutton clears the display filter so
that all packets are displayed (again).

There is no way to customize the items in the toolblasweve the toolbar can be hidden by
ViewFilter Toolbar.

Pecket List Pane
The top pane contains the list of netw packets that you can scroll through and sel8gt.
default, the packet numhepacket timestamp, source and destination addresses, protocol, and
description are displayed for each peaigkthe Columnspage in the dialog box popped up by
Edit:Preferencedets you change this (although, unfortunatgyu currently hae o savethe
preferences, and exit and restart Wireshark, for those changes if &mk).

If you click on the heading for a column, the display will be sorted by that column; clicking on
the heading again will verse the sort order for that column.

An effort is made to display information as high up the protocol stack as possiblé? e.g.
addresses are displayed 1erpaclets, but theMAC layer address is displayed for unkno
packet types.

The right mouse button can be used to pop up a menu of operations.
The middle mouse button can be used to mark a packet.

Peacket Details Pane
The middle pane contains a display of the details of the currently-selected. pabkdisplay
shavs each field and its value in each protocol header in the stéekright mouse button can
be used to pop up a menu of operations.

Paket Bytes Pane
The lovest pane contains axhand ASCII dump of the actual packet data. Selecting a field in
the packet details highlights the corresponding bytes in this section.

The right mouse button can be used to pop up a menu of operations.

Statusbar
The statusbar is divided into three parts, on the left somextatgpendant things are sto,
like information about the loaded file, in the center the number okpmake displayed, and on
the right the current configuration profile.
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The statusbar can be hidden\4gw Statusbar

Preferences
The Preferenceslialog lets you control various personal preferences for the behawdir@ghark.

User Interface Preferences
TheUser Interfacepage is used to modify small aspects ofGhg to your own personal taste:

Selection Bars
The selection bar in the packet list and packet details can dther a ‘browse’ or
“ select” behavior If the selection bar has drowse’ behavior the arrav keys will
move an outline of the selection badlowing you to browse the rest of the list or
details without changing the selection until you press the spacéfibhae selection bar
has a ‘select’ behavior the arrav keys will move the selection bar and change the
selection to the meitem in the packet list or packet details.

Tree Line Style GTK1 only)
Trees can be drawn with no lines, solid lines, or dotted lines between items, or can be
drawn with “tab’ headings.

Tree Expander Style5TK1 only)
The expander item that can be clicked tovsloo hide items under a tree item can be
omitted (note that this will puwent you from changing whether those items arensho
or hidden!), or can be drawn as squares, triangles, or circles.

Save Window Position
If this item is selected, the position of the main Wireshark winddl be sared when
Wireshark exits, and used when Wireshark is started again.

Save Window Size
If this item is selected, the size of the main Wireshark windall be saved when
Wireshark exits, and used when Wireshark is started again.

Save Window Maximized state
If this item is selected the maximize state of the main Wireshark wimdlb be saved
when Wireshark exists, and used when Wireshark is started again.

File Open Dialog Behavior
This item allows the user to selectvhdVireshark handles the listing of théile
Open’ Dialog when opening trace files.Remember Last Directorytauses We-
shark to automatically position the dialog in the directory of the most recently opened
file, even between launches of Méshark. ‘Always Open in Directory’allows the user
to define a persistent directory that the dialog willagls default to.

Directory
Allows the user to specify a persistent File Open directdrgiling slashes or back-
slashes will automatically be added.

File Open Previe timeout
This items allavs the user to define Wwomuch time is spend reading the capture file to
present previg data in the File Open dialog.

Open Recent maximum list entries
The File menu supports a recent file list. This itemsnallthe user to specify ho
mary files are kept track of in this list.

Ask for unsaed capture files
When closing a capture file or Wireshark itself if the filetisaved yet the user is pre-
sented the option towathe file when this item is set.

Wrap during find
This items determines the behaviour when reaching thmiaeg or the end of a cap-
ture file. When set the search wraps around and continues, otherwise it stops.
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Settings dialogs shwa savebutton
This item determines if theavious dialogs sport an explicit ®ahutton or that see is
implicit in Ok / Apply.

Web browser command
This entry specifies the command line to launch a wetwdaolt is used to access
online content, lik the Wiki and user guide. Use '%s’ to place the requ&it in the
command line.

Layout Preferences
The Layoutpage lets you specify the general layout of the main wind@u can choose from
six different layouts and fill the three panes with the contents you like.

Scrollbars
The vertical scrollbars in the three panes can be set to be either on the left or the right.

Alternating rav colors

Hex Display
The highlight method in the ka&lump display for the selected protocol item can be set
to use either ierse video, or bold characters.

Toolbar style
Filter toolbar placement
Custom windav title
Column Preferences
The Columnspage lets you specify the numpttle, and format of each column in the patk
list.

The Column titleentry is used to specify the title of the column displayed at the top of the
paclet list. The type of data that the column displays can be specified usi@gltiran for
matoption menu. The rw of buttons on the left perform the following actions:

New Adds a n& column to the list.

Delete
Deletes the currently selected list item.

Up / Down
Moves the selected list item up or down one position.

Font Preferences
The Font page lets you select the font to be used for most text.

Color Preferences
The Colors page can be used to change the color of tktedisplayed in th& CP stream win-
dow and for marked packets.oTchange a colgramply select an attribute from théset:”
menu and use the color selector to get the desired chihar nev text colors are displayed as a
sample text.

Capture Preferences
The Capturepage lets you specify various parameters for captuniggpcket data; these are
used the first time a capture is started.

The Interface:combo box lets you specify the inteckE from which to capture packet data, or
the name of &IFO from which to get the packet data.

The Data link type:option menu lets you, for some interfaces, select the data link header you
want to see on the packets you captufer example, in some OSes and with someesions of
libpcap, you can choose, on an 802.11 interface, whether thetpatiould appear as Ethernet
packets (with a fak Bhernet header) or as 802.11 packets.

The Limit eat packe to ... bytescheck box lets you set the snapshot length to use when cap-
turing live data; turn on the check box, and then set the number of bytes to use as the snapshot
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length.
TheFilter: text entry lets you set a capture filter expression to be used when capturing.

If any of the enironment \ariablesSSH_CONNECTION SSH_CLIENT, REMOTEHOST DIS-
PLAY, or SESSIONNAMEare set, Weshark will create a default capture filter thatlades
traffic from the hosts and ports defined in those variables.

The Capture padkes in promiscuous modgheck box lets you specify whether to put the inter
face in promiscuous mode when capturing.

The Update list of pakds in real timecheck box lets you specify that the display should be
updated as packets are seen.

The Automatic scrolling in live captercheck box lets you specify whethar an *Update list
of packets in real timetapture, the paak list pane should automatically scroll to shihe
most recently captured packets.

Printing Preferences

The radio buttons at the top of tReinting page allv you choose between printing pat&
with the File:Print Packet menu item as & or PostScript, and sending the output directly to a
command or sang it to a file. The Commandiext entry box, on UNIX-compatible systems,
is the command to send files to (usu#bly), and the~ile: entry box lets you enter the name of
the file you wish to see . Additionally you can select thEile: button to browse the file sys-
tem for a particular se file.

Name Resolution Preferences

The EnableMAC name esolution Enable network namesolutionandEnable transport name
resolutioncheck boxes let you specify whetiAC addresses, netwk addresses, and trans-
port-layer port numbers should be translated to names.

The Enable concuentDNSnhame esolutionallows Wireshark to send out multiple name reso-
lution requests and not wait for the result before continuing dissection. This speeds up dissec-
tion with network name resolutiorubinitially may miss resolutions. The number of concur

rent requests can be set here as well.

SMI paths

SMImodules

RTP Player Preferences

This page allows you to select the number of channels visible iRTIA@layer windav. It
determines the height of the windomore channels are possible and visible by means of a
scroll bar.

Protocol Preferences

There are also pages for various protocols that Wireshark dissects, controlling theireay W
shark handles those protocols.

Edit Capture Filter List
Edit Display Filter List
Capture Filter
Display Filter

Read Filter

Search Filter
TheEdit Captue Hlter List dialog lets you create, modjfgnd delete capture filters, and thdit Dis-
play Filter Listdialog lets you create, modjfgnd delete display filters.

The Captuee Hlter dialog lets you do all of the editing operations listed, and also lets you choose or
construct a filter to be used when capturing packets.

The Display Hlter dialog lets you do all of the editing operations listed, and also lets you choose or
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construct a filter to be used to filter the current capture being viewed.

The Read Hter dialog lets you do all of the editing operations listed, and also lets you choose or con-
struct a filter to be used to as a read filter for a capture file you open.

The Seach Hiter dialog lets you do all of the editing operations listed, and also lets you choose or
construct a filter expression to be used in a find operation.

In all of those dialogs, thEilter nameentry specifies a descripéi rame for a filtere.g. Web and
DNS traffic. The Filter string entry is the tet that actually describes the filtering action to take, as
described abee.The dialog buttons perform the following actions:

New If there is text in the twventry boxes, creates awessociated list item.
Edit Modifiesthe currently selected list item to match what' the entry boxes.

Delete
Deletes the currently selected list item.

Add Expression...
For display filter expressions, pops up a dialog box tosajjou to construct a filtengression
to test a particular field; it fdrs lists of field names, and, when appropriate, lists from which to
select tests to perform on the field ardiues with which to compare it. In that dialog box, the
OK button will cause the filter expression you constructed to be entered infoltigrestring
entry at the current cursor position.

OK In theCapture Flter dialog, closes the dialog box and raakhe filter in thé&ilter string entry
the filter in theCapture Preferencedialog. Inthe Display Hlter dialog, closes the dialog box
and makes the filter in tHalter string entry the current display filteand applies it to the cur
rent capture.In the Read Hter dialog, closes the dialog box and makes the filter irFther
string entry the filter in theDpen Captue FHle dialog. Inthe Seach Hlter dialog, closes the
dialog box and makes the filter in tRdter stringentry the filter in thé-ind Paket dialog.

Apply Makes the filter in the=ilter string entry the current display filteand applies it to the current
capture.

Save [If the list of filters being edited is the list of capture filterses#he current filter list to the per
sonal capture filters file, and if the list of filters being edited is the list of display filtees, sa
the current filter list to the personal display filters file.

Close Closethe dialog without doing anything with the filter in thidter string entry.

The Color Filters Dialog
This dialog displays a list of color filters and allows it to be modified.

THE FILTER LIST
Single ravs may be selected by clicking. Multiple rows may be selected by using the ctrl and
shift keys in combination with the mouse button.

NEW
Adds a ne filter at the bottom of the list and opens the Edit Color Filter dialog box. You will
have 1o dter the filter epression at least before the filter will be accepted. The format of color fil-
ter expressions is identical to that of display filters. The figter is selected, so it may immedi-
ately be maged up and down, deleted or editedlo avoid confusion all filters are unselected
before the ne filter is created.

EDIT
Opens the Edit Color Filter dialog box for the selected fi{téthis button is disabled you may
have nore than one filter selected, making it ambiguous which is to be edited.)

ENABLE
Enables the selected color filter(s).
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DISABLE
Disables the selected color filter(s).

DELETE
Deletes the selected color filter(s).

EXPORT
Allows you to choose a file in which toveahe current list of color filters. You may also choose
to sare mly the selected filters. A button is provided toesthe filters in the global color filters
file (you must hee sufficient permissions to write this file, of course).

IMPORT
Allows you to choose a file containing color filters which are then added to the bottom of the cur
rent list. All the added filters are selected, sy timay be mwed to the correct position in the list
as a group. @ avoid confusion, all filters are unselected before the fikers are imported. A
button is provided to load the filters from the global color filters file.

CLEAR
Deletes your personal color filters file, reloads the global color filters fileyjfaad closes the
dialog.

UP Moves the selected filter(s) up the list, making it more likely thay thidl be used to color pack-
ets.

DOWN
Moves the selected filter(s) down the list, making it less likely thay th#l be used to color
packets.

OK Closes the dialog and uses the color filters agdtaad.

APPLY
Colors the packets according to the current list of color filters, but does not close the dialog.

SAVE
Saves the current list of color filters in your personal color filters file. Unless you do thisattie
not be used the next time you start Wireshark.

CLOSE
Closes the dialog without changing the coloration of the gtaciNote that changes youvha
made to the current list of color filters are not undone.

Capture Options

The Captule Optionsdialog lets you specify various parameters for capturirggdacket data.

The Interface: field lets you specify the interface from which to capture padata or a command
from which to get the packet data via a pipe.

The Link layer header typefield lets you specify the interfaces link layer header type. This field is
usually disabled, as most interface/éanly one header type.

The Capture padkets in promiscuous modsheck box lets you specify whether the interface should be
put into promiscuous mode when capturing.

TheLimit eat padket to ... bytescheck box and field lets you specify a maximum number of bytes per
packet to capture andw&if the check box is not checked, the limit will be 65535 bytes.

The Captue Hlter: entry lets you specify the capture filter using a tcpdump-style filter string as
described abee.

TheFile: entry lets you specify the file into which captured packets shouldvied, ss in thePrinter
Optionsdialog abee. If not specified, the captured pat& will be saed in a €mporary file; you can
save those packets to a file with tRde:Save Asnenu item.

The Use multiple filexheck box lets you specify that the capture should be done in “multiplé files’
mode. This option is disabled, if thipdate list of pakets in real timeoption is checked.
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The Next file every ...megabyte(stheck box and fields lets you specify that a switch to a next file
should be done if the specified filesize is reached. You can also select the appriate unigrbuhbe

the filesize has a maximum ofGB. The check box is forced to be chedkas “multiple files'mode
requires a file size to be specified.

The Next file every ... minute(®heck box and fields lets you specify that the switch toxa file
should be done after the specified time has elapseuljfehe specified capture size is not reached.

TheRing huffer with ... filedield lets you specify the number of files of a ringfér. This feature will
capture into to the first file again, after the specified amount of files were used.

The Stop captue dter ... filesfield lets you specify the number of capture files used, until the capture
is stopped.

The Stop captue dter ... paget(s) check box and field let you specify that Wireshark should stop cap-
turing after having captured some number of p#gkif the check box is not checked, Wireshark will
not stop capturing at some fixed number of captured packets.

The Stop captue dter ... mgabyte(sheck box and field lets you specify that Wireshark should stop
capturing after the file to which captured packets are beiregl gpows as large as or larger than some
specified number of ngebytes. If the check box is not checked, Wireshark will not stop capturing at
some capture file size (although the operating system on whigsh&lrk is running, or thevailable

disk space, may still limit the maximum size of a capture file). This option is disableduliigle

files” mode is used,

The Stop captue dter ... second(scheck box and field let you specify thair@ghark should stop
capturing after it has been capturing for some number of seconds; if the check box is nedtl,check
Wireshark will not stop capturing after some fixed time has elapsed.

The Update list of pakes in real timecheck box lets you specify whether the display should be
updated as paeks are captured and, if you specify that, Alomatic scrolling in live captercheck
box lets you specify the pageklist pane should automatically scroll to whihe most recently cap-
tured packets as wepackets arne.

The EnableMAC name esolution Enable network namesolutionandEnable transport nameesolu-
tion check boxes let you specify whethAC addresses, netwk addresses, and transport-layer port
numbers should be translated to names.

About
The Aboutdialog lets you vie/ various information about Wireshark.

About:Wireshark
The Wireshark page lets you vig general information about Wireshark, dikhe installed ersion,
licensing information and such.

About:Authors
The Authorspage shows the author and all contributors.

About:Folders
The Folderspage lets you vig the directory names where Wireshark is searchisgatious configu-
ration and other files.

About:Plugins
ThePluginspage lets you vig the dissector plugin modulesaiable on your system.

ThePlugins Listshows the name and version of each dissector plugin module found on your system.

On Unix-compatible systems, the plugins are looked for in the following directoriedibtivere-
shark/plugins/$VERSIONdirectory under the main installation directory (forxample,
lusr/local/lib/wireshark/plugins/$VERSIQNand therSHOME/.wireshark/plugins

On Windows systems, the plugins are leokfor in the following directoriesplugins\$VERSION
directory  under the main installation directory  (for xample, C:\Program
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Files\Wireshark\plugins\$VERSIQNand then%APPDATA%\Wireshark\plugins\$VERSIOKbr, if
Y%APPDATAY% isn't defined,%USERPROFILE%\Application Data\Wireshark\plugins\$VERSION

$VERSION is the version number of the plugin iréed, which is typically the version number of
Wireshark. Notehat a dissector plugin module may support more than one protocol; there is not nec-
essarily a one-to-one correspondence between dissector plugin modules and prBrototals sup-
ported by a dissector plugin module are enabled and disabled usiditfrotocolsdialog box, just

as protocols built into Wireshark are.

CAPTURE FILTER SYNTAX
See the manual pagemtap—filter(4) or, if that doesm’exist, tcpdumg(8).

DISPLAY FILTER SYNTAX
For a complete table of protocol and protocol fields that are filterabWine shark see thavireshark—fil-
ter(4) manual page.

FILES
These files contains variodMgire shark configuration settings.

Preferences
The preferencediles contain global (system-wide) and personal preference settings. If the system-
wide preference file exists, it is read firstewiding the default settings. If the personal preferences
file exists, it is read nextyverriding ary previous values. Note: If the command line ftagis used
(possibly more than once), it will in turivaride values from the preferences files.

The preferences settings are in the fgnfnamevalue one per line, whergrefnameis the name of

the preference andhlueis the value to which it should be set; white space is allowed betwareh

value A preference setting can be continued on subsequent lines by indenting the continuation lines
with white space. A¢character starts a comment that runs to the end of the line:

# Vertical scrollbars should be on right side?
# TRUE or FALSE (case-insensitive).
gui . scrol I bar_on_right: TRUE

The global preferences file is looked for in thieesharkdirectory under thesharesubdirectory of the
main installation directory (forample,/usr/local/share/wireshark/preferengesn UNIX-compatible
systems, and in the main installation directory (faraple,C:\Program Hles\Wireshark\preferencgs
on Windows systems.

The personal preferences file is looked for$iHOME/.wireshark/preferencesn UNIX-compatible
systems an®APPDATA%\Wireshark\preferencer, if YAPPDATAY% isnt defined, %0USERPRO-
FILE%\Application Data\Wireshark\preferengem Windows systems.

Note: Wheneer the preferences arevaal by using theSavebutton in theEdit:Preferenceslialog box,
your personal preferences file will beeowritten with the nev settings, destroying ancomments and
unknown/obsolete settings that were in the file.

Recent
Therecentfile contains personal settings (mos#yI related) such as the currénire shark window
size. The file is saed at rogram exit and read in at program start automatichlbge: The command
line flag—o may be used toverride settings from this file.

The settings in this file ka the same format as in tipeeferencediles, and the same directory as for
the personal preferences file is used.

Note: Wheneer Wireshark is closed, your recent file will b&eowritten with the ner settings,
destroying ay comments and unknown/obsolete settings that were in the file.

Disabled (Enabled) Protocols
Thedisabled_protodiles contain system-wide and personal lists of protocols thet been disabled,
so that their dissectors areveecalled. Thefiles contain protocol names, one per line, where the pro-
tocol name is the same name that would be used in a display filter for the protocol:
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http
tcp # a comment

If a protocol is listed in the globdisabled_protodile, it is not displayed in thAnalyze:Enabled R+
tocolsdialog box, and so cannot be enabled by the user.

The globaldisabled_protodile uses the same directory as the global preferences file.
The personatlisabled_protogile uses the same directory as the personal preferences file.

Note: Wheneer the disabled protocols list is\&al by using theSavebutton in theAnalyze:Enabled
Protocolsdialog box, your personal disabled protocols file will beraritten with the ne settings,
destroying ay comments that were in the file.

Name Resolution (hosts)

If the personahostsfile exists, it is used to res@vPv4 and IPv6 addresses beforg ather attempts
are made to resaivthem. Thefile has the standatubstsfile syntax; each line contains ofeaddress
and name, separated by whitespace. The same directory as for the personal preferences file is used.

Name Resolution (ethers)

The ethersfiles are consulted to correlate 6-byte hardware addresses to names. First the personal
ethersfile is tried and if an address is not found there the gletbalrsfile is tried next.

Each line contains one hardve address and name, separated by whitespace. The digits of the hard-
ware address are separated by colons (:), dashes (=) or periods (.). The same separator character must
be used consistently in an address. The following three lines are valid linestbéesiile:

ffoff.ff.ff.ff.ff Br oadcast
cO-00-ff-ff-ff-ff TR _br oadcast
00. 00. 00. 00. 00. 00 Zer o_broadcast

The globalethersfile is looked for in theetcdirectory on UNIX-compatible systems, and in the main
installation directory (for exampl&:\Program FHles\Wireshark on Windows systems.

The personatthersfile is looked for in the same directory as the personal preferences file.

Name Resolution (manuf)

Themanuffile is used to match the 3—-bytendor portion of a 6-byte hardware address with the man-
ufacturers name; it can also contain well-kwa MAC addresses and address ranges specified with a
netmask. Théormat of the file is the same as #ibersfiles, except that entries such as:

00: 00: OC Ci sco
can be provided, with the 3—by@JI and the name for a vendand entries such as:
00- 00- 0C- 07- AC/ 40 Al'l - HSRP-routers

can be specified, withAC address and a mask indicatingshmary bits of the address must match.
The abwe entry, for example, has 40 significant bits, or 5 bytes, andldvmatch addresses from
00-00-0C-07-AC-00 through 00—-00-0C-07-AC~FRe mask need not be a multiple of 8.

Themanuffile is looked for in the same directory as the global preferences file.

Name Resolution (ipxnets)

The ipxnetsfiles are used to correlate 4-byBx network numbers to names. First the glolgdnets
file is tried and if that address is not found there the personal one is tried next.

The format is the same as ththersfile, except that each address is four bytes instead of/Asikdi-
tionally, the address can be represented as a singéglbeimal numbears is nore common in théPX
world, rather than four heoctets. Br example, these four lines are valid lines ofpmetsfile:

2008-10-01 25



WIRESHARK(1) TheWireshark Network Analyzer WIRESHARK(1)

0. A8. 2C. 00 HR
c0-a8-1c-00 CEO

00: 00: BE: EF I T Serverl
110f FileServer3

The globalipxnetsfile is looked for in théetcdirectory on UNIX-compatible systems, and in the main
installation directory (for exampl&:\Program FHles\Wireshark on Windows systems.

The personabpxnetsfile is looked for in the same directory as the personal preferences file.

Capture Filters
The cfiltersfiles contain system-wide and personal capture filters. Each line contains onddifter
ing with the string displayed in the dialog box in quotation marks, followed by the filter string itself:

"HTTP" port 80
"DCERPC' port 135

The globalcfiltersfile uses the same directory as the global preferences file.

The personatfiltersfile uses the same directory as the personal preferences file. It is written through
the Capture:Capture Filters dialog.

If the globalcfiltersfile exists, it is used only if the persordiltersfile does not exist; global and per
sonal capture filters are not merged.

Display Filters
The dfiltersfiles contain system-wide and personal display filt&tach line contains one filtegtart-
ing with the string displayed in the dialog box in quotation marks, followed by the filter string itself:

"HTTP" http
"DCERPC" dcer pc

The globaldfiltersfile uses the same directory as the global preferences file.

The personatifiltersfile uses the same directory as the personal preferences file. It is written through
the Analyze:Display Filters dialog.

If the globaldfiltersfile exists, it is used only if the persortiltersfile does not exist; global and per
sonal display filters are not merged.

Color Filters (Coloring Rules)
Thecolorfiltersfiles contain system-wide and personal color filtdtach line contains one filtestart-
ing with the string displayed in the dialog box, followed by the corresponding displayTihitar the
background and foreground colors are appended:

# a comment
@cp@cp@ 59345, 58980, 65534][ 0, 0, 0]
@dp@dp@ 28834, 57427, 65533] [ 0, O, O]

The globalcolorfiltersfile uses the same directory as the global preferences file.

The personatolorfilters file uses the same directory as the personal preferences file. It is written
through the View:Coloring Rules dialog.

If the globalcolorfiltersfile exists, it is used only if the persoradlorfiltersfile does not exist; global
and personal color filters are not merged.

GTK rc files
Thegtkrcfiles contain system-wide and persoB8ak theme settings.

The globalgtkrc file uses the same directory as the global preferences file.

The personajtkrcfile uses the same directory as the personal preferences file.
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Plugins
See abee in the description of the About:Plugins page.

SEE ALSO

wireshark—filter(4), tshark(1), editcap(l), pcap-filter(4),

megecap(l), text2pcafl)

NOTES

The latest version diVire shark can be found at <http://www.wireshark.org>.

TheWireshark Network Analyzer

tcpdump(8),

WIRESHARK(1)

pcap(3), dumpcagl),

HTML versions of the Wireshark project man pages aredlable at: <http://wwwwire-

shark.org/docs/man—pages>.
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