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k−Anonymization in the Presence of Publisher
Preferences
Rinku Dewri, Indrajit Ray, Indrakshi Ray, and Darrell Whitley
Abstract—Privacy constraints are typically enforced on shared data that contain sensitive personal attributes. However, owing to its
adverse effect on the utility of the data, information loss must be minimized while sanitizing data. Existing methods for this purpose
modify the data only to the extent necessary to satisfy the privacy constraints, thereby asserting that the information loss has been
minimized. However, given the subjective nature of information loss, it is often difficult to justify such an assertion. In this paper, we
propose an interactive procedure to generate a data generalization scheme that optimally meets the preferences of the data publisher.
A data publisher guides the sanitization process by specifying aspirations in terms of desired achievement levels in the objectives. A
reference direction based methodology is used to investigate neighborhood solutions if the generated scheme is not acceptable. This
approach draws its power from the constructive input received from the publisher about the suitability of a solution before finding a new
one.
Index Terms—k-anonymity, reference point optimization
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I NTRODUCTION

Various scientific studies, business processes and legal
procedures depend on quality data from large data
sources. However, such data sources often contain sensitive personal information, improper disclosure of which
can lead to serious privacy violations. Dissemination of
the data is therefore controlled by various privacy requirements. However, merely removing personally identifiable information, such as name and social security
number, is often not sufficient to ensure privacy.
To address such privacy concerns, Samarati and
Sweeney proposed that data generalization be used to
satisfy a property called k–anonymity [2], [3]. Generalization is performed by grouping together data attribute
values into a more general one, for example, replacing
the attribute age by an age range. A transformed data
set of this nature is then said to be k–anonymous if each
record in it is same as at least k − 1 other records.
A consequential drawback of performing generalization is a loss in information content of the data set. A
number of algorithms have therefore been proposed to
generalize a data set to meet the k–anonymity property
while resulting in minimum information loss [4], [5],
[6], [7], [8], [9], [10], [11], [12]. The standard approach
is to progressively generalize the data until it is k–
anonymous. However, such an approach cannot guarantee optimality if different attributes carry different
levels of significance. For example, in a medical data set,
attributes such as age and disease are more important
than the ZIP code of the underlying patient. This opens
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up the possibility that a minimum information loss
can be sustained even for higher values of k, thereby
providing better privacy than specified. Searching for
higher privacy generalizations is also fruitful if the data
publisher can tolerate an information loss higher than
the minimum possible. Existing optimization attempts
do not embrace such preference criteria.
Further, k–anonymity is only a minimalistic measure
of the privacy level. The actual privacy levels of two
individuals in a k–anonymous data set can be very
different. For example, consider a 3–anonymous data set.
If record A is same as 2 other records while record B is
same as 9 other records, the privacy level of individual
B is much higher (9/10) than that of individual A (2/3).
This characteristic, which we call the anonymization bias
[13], is induced by the nature of the k–anonymity model
since it only helps to identify the worst case privacy
level.
As the first contribution in this paper, we propose
an adaptation of a goal programming based interactive procedure to resolve the problem of choosing a
generalization scheme that meets a privacy property
along with minimum bias and information loss. First,
we build on the idea of anonymization bias to provide
a quantitative measurement of the feature. This enables
us to define a precise vector optimization problem for
minimizing the privacy bias and information loss. An
interactive procedure is discussed to help explore the set
of optimal solutions to this problem based on feedback
received from the data publisher. The procedure employs
a reference direction approach in order to generate multiple
solutions in the neighborhood of the data publisher’s
preferences.
The second contribution is an approach to obtain
data generalizations satisfying the k–anonymity property given preference values on the information loss and
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privacy bias. As part of the reference direction approach,
the scalarizing function formulated in the first contribution is subjected to a constrained minimization. We show
how the proposed evolutionary multi-objective approach
solves the minimization problem and helps resolve the
issue of finding better privacy levels than specified (by
the parameter k) in the presence of varying data attribute
significance and data publisher preferences.
The remainder of the paper is organized as follows.
Section 2 reviews some of the existing works in k–
anonymization. Section 3 provides a preliminary background on the problem. Section 4 provides a formal
definition of an efficient solution to the problem. A
scalarization of the vector probem is discussed in Section
5. Section 6 discusses the interactive reference direction
approach designed on top of a minimax problem. Section
7 presents our multi-objective algorithm to solve the
minimax problem. Empirical results on a benchmark
data set are presented in Section 8. Finally, Section 9
summarizes and concludes the paper.

2

R ELATED WORK

Several algorithms have been proposed to find effective k–anonymization. The µ-argus algorithm is based
on the greedy generalization of infrequently occurring
combinations of quasi-identifiers and suppresses outliers
to meet the k–anonymity requirement [6]. Sweeney’s
Datafly approach uses heuristics to generalize the attribute containing the most distinct sequence of values
for a specified subset of quasi-identifiers [3]. Samarati’s
algorithm [11] can identify all k–minimal generalizations, out of which an optimal generalization can be chosen based on certain preference information provided by
the data recipient. A similar full-domain generalization
is also proposed in Incognito [8]. Iyengar proposes a flexible generalization scheme and uses a genetic algorithm
to perform k–anonymization on the larger search space
that resulted from it [7].
Meyerson and Williams have recently proposed an
approximation algorithm that achieves an anonymization within O(k log k) of the optimal one [14]. However,
the method is not suitable when larger values of k are
desired.
Bayardo and Agrawal propose a complete search
method that iteratively constructs less generalized solutions starting from a completely generalized data set
[4], stopping at the one that is minimally k–anonymous.
The idea of a solution cut is presented by Fung et al. in
their approach to top down specialization [5]. LeFevre
et al. extend the notion of generalizations on attributes
to generalization on tuples in the data set [9].
The drawbacks of using k–anonymity are first described by Machanavajjhala et al. [15]. They propose the
ℓ–diversity model that obtains anonymizations with an
emphasis on the diversity of sensitive attribute values
on a k–anonymous equivalence class. Further work presented by Li et al. show that the ℓ–diversity model is
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also susceptible to certain types of attacks [16], and they
proposed having the t–closeness property to prevent
such attacks. The notion of personalized anonymity has
also been proposed to find generalizations that satisfy
personal privacy requirements [17].
Quantification of data utility has been approached
from different perspectives by researchers. Early notion
of information loss is based on the number of generalization steps one has to perform to achieve a given privacy
requirement [11]. Information loss is also measured in
terms of the amount of distortion in a generalized table
[3], [18]. The general loss metric [7] computes a normalized
information loss for each data value in the generalized
data set. A widely used loss metric, called the discernibility metric, assigns a penalty to each tuple based on
the number of tuples in the anonymized data set that
are indistinguishable from each other [4]. Preliminary
metrics to evaluate the effectiveness of anonymized data
in answering aggregate queries have also been proposed
[9], [19].
Dewri et al. focus on a multi-objective optimization
formulation of the privacy-utility problem based on a
model called weighted-k anonymity [20]. A similar tradeoff analysis is presented by Huang and Du in the
problem of optimizing randomized response schemes for
privacy protection [21]. Li and Li reinforced the requirement for privacy-utility trade-off analysis stressing on
the fact that privacy is typically a specific characteristic
of a data set while utility is an aggregate characteristic
[22]. However, these approaches are limited in terms of
incorporating preference criteria on the data quality or
anonymization bias.

3

D ISCLOSURE C ONTROL

A data set D can be visualized as a tabular representation
of a multi-set of tuples r1 , r2 , . . . , rnrow where nrow is the
number of rows in the table. Each tuple (row) ri comprises of ncol values hc1 , c2 , . . . , cncol i where ncol is the
number of columns in the table. The values in column
j correspond to an attribute aj , the domain of which is
represented by the ordered set Σj = {σ1 , σ2 , . . . , σnj }.
The ordering of elements in the set can be implicit by
nature of the data. For example, if the attribute is age, the
ordering can be done in increasing order of the values.
Categorical data are usually associated with a taxonomy
tree. The leaf nodes in this tree constitute the actual
values that the attribute can take. The ordering for these
values can be assigned based on the order in which the
leaf nodes are reached in a preorder traversal of the tree
[7].
A generalization Gj for an attribute aj is a partitioning
of the set Σj into ordered subsets hΣj1 , Σj2 , . . . , ΣjP i that
preserves the ordering in Σj , i.e. if σa appears before
σb in Σj then, for σa ∈ Σjl and σb ∈ Σjm , l ≤ m.
Further, every element in Σj must appear in exactly
one subset. The elements in the subsets maintain the
same ordering as in Σj . For the age attribute with the

TRANSACTIONS ON KNOWLEDGE AND DATA ENGINEERING, VOL. X, NO. X, XX 20XX

TABLE 1
Example data set and its 2–anonymous generalized
version.
Employee Code (emp)
81521
81522
81523
82635
82636
82647
82648
81634
81631
81632
81639
81630

Salary Class (sal)
C1
C1
C1
C2
C2
C2
C2
C3
C3
C3
C3
C3

emp
8152*
8152*
8152*
8263*
8263*
8264*
8264*
8163*
8163*
8163*
8163*
8163*

sal
C1
C1
C1
C2
C2
C2
C2
C3
C3
C3
C3
C3
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is also (k − 1)–anonymous. We shall thus refer to the
parameter k in k–anonymity as kpref and min(ECD′ ) as
the effective k resulting from the generalizations.
3.1 Normalized Weighted Penalty
Consider the data value vij at row i and column j in
the data set D. Let gij = Gj (vij ) be the index of the
subset to which vij belongs in the generalization Gj ,
i.e. vij ∈ Σjgij . Further, let (w1 , . . . , wncol ) be a vector of
weights where weight 0 ≤ wi ≤ 1 reflects the importance
of the attribute ai . The sum of weights is fixed at 1.0. The
penalty for information loss associated with the value vij
is then given as follows.
penalty(vij ) =

domain {10, . . . , 90}, a possible generalization can be
h{[10, 30]}, {(30, 50]}, {(50, 70]}, {( 70, 90]}i. For categorical attributes, a generalization is typically required to
respect the taxonomy tree.
Given the generalizations G1 , G2 , . . . , Gncol , the data
set D can be transformed to the anonymized data set D′
by replacing each value vij at row i and column j in
D by Gj (vij ) where Gj (vij ) gives the subset index to
which vij belongs in the generalization Gj . Note that the
number of partitions (or groups) of an attribute domain,
i.e. P , signifies the extent of generalization that will be
performed for the attribute. If P = 1 then all values
of the attribute will be transformed to the same subset
index 1, in which case all information in that attribute
is lost. On the other extreme, if P = |Σj | for attribute aj
then every value will map to its own unique index (no
generalization) and all information in the attribute will
be maintained in the original form.
A consequence of performing generalization is the appearance of equivalent tuples. Two tuples in D are equivalent if their subset indices are equal in every column of
D′ . Such equivalent tuples can then be grouped together
into equivalence classes. We associate a value eci to each
tuple in D′ signifying the size of the equivalence class to
which it belongs. k–anonymity is then defined as follows.
Definition 1 (k–anonymity). An anonymized data set D′
is said to be k–anonymous if min(ECD′ ) ≥ k, where ECD′
is the vector (ec1 , . . . , ecnrow ) for D′ .
Example 1 Consider the data set in Table 1 (left). The data
set has 12 entries of 5-digit employee codes and the corresponding salary class. The right table is a generalized version
of this data set where the last digit of the employee code is
removed. As a result, the entries can be grouped together into
equivalence classes and the data set becomes 2–anonymous.
In other words, every tuple in a k–anonymous data set
is same as at least k − 1 other tuples. Higher the value
of the parameter k, better is the privacy guarantee. We
can say that the probability of privacy breach is at most
1/k in a k–anonymous data set. k–anonymity satisfies
the monotonicity property, i.e. a k–anonymous data set

wj (|Σjgij | − 1)
(|Σj | − 1)

The loss is thus proportional to the size of the partition
to which a data value belongs to. It attains a maximum
value (equal to the weight of the attribute) when P = 1.
The normalized weighted penalty in D′ is then obtained as
the fractional penalty over all tuples in the data set.
Pnrow Pncol
j=1 penalty(vij )
i=1
′
N W P (D ) =
nrow
3.2 Normalized Equivalence Class Dispersion
The k–anonymity model is only representative of the
worst case privacy measurement. As a result, it is possible that two anonymized versions of a data set, both
satisfying k–anonymity, result in very different equivalence class sizes for the tuples. The privacy level of
a tuple is directly related to its eci value – the higher
the value, lower is the probability of privacy breach.
Since the k–anonymity definition does not enforce any
requirement on how eci values should be distributed, it
is often possible that an anonymization is biased towards
a set of tuples (eci ≫ kpref ) while providing minimalistic
privacy (eci = kpref ) for others. Our attempt here is
to control the occurrence of such biased privacy within
acceptable limits.
The value of eci for a tuple can range from 1 to the
number of tuples in the data set, i.e. nrow . This range
reflects the maximum bias that can be present in the
anonymized data set. The normalized equivalence class
dispersion measures the bias as the maximum dispersion
present in the eci values relative to the maximum possible dispersion.
max(ECD′ ) − min(ECD′ )
nrow − 1
Note that tighter privacy constraints can implicitly
satisfy relaxed ones owing to the monotonicity property. Hence, if the privacy constraint is 2−anonymity,
then any generalization that achieves k−anonymity with
k ≥ 2 is a privacy preserving generalization. In this
case, a 2−anonymous and a 3−anonymous table are both
privacy preserving but with the possibility that the latter
induces lower bias than the former.
N ECD(D′ ) =
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4

O BJECTIVE S CALARIZATION

A typical vector optimization problem involves decision
making under the presence of multiple conflicting objectives. The most important characteristic of these problems is the non-existence of a single optima, but rather
a set of “incomparable” solutions with respect to the
objectives. In the context of data privacy, these solutions
embody the trade-off characteristics in the two objectives
– minimum bias (for e.g., minimum NECD) and minimum information loss (for e.g., minimum NWP) – and
are the points for analysis by a data publisher. Further,
while multiple such trade-off solutions may exist, a data
publisher is only interested in those that induce NECD
and NWP values close to some preference levels. We ask
the following questions in this regard.
1) What is an efficient solution in the multi-objective
minimization of NECD and NWP?
2) Can such a solution be obtained by minimizing a
scalar function that also incorporates preferences
on NECD and NWP?
3) What guarantees that a minimum of the scalar
function will be an efficient solution of the multiobjective problem?
4) Will it be possible to generate different efficient
solutions by minimizing the scalar function?
5) Can we find a scalar function whose minimum is
an efficient solution in the neighborhood of the data
publisher’s preferred NECD and NWP values?
The answer to the first question is grounded in the
dominance based comparison of points in a multiobjective space. We provide the definition of a trade-off
solution in this space using the principle of dominance,
also called an efficient point. The second question is answered by introducing the concept of scalar achievement
functions that combine the two objectives into one and
take the data publisher preferences as one of its parameters. The issues raised in the third and fourth questions
are resolved by enforcing the strictly order preserving and
strictly order representing properties in the scalar function.
Finally, such a function will be formulated in the next
section as an answer to the fifth question.
Let F be the set of privacy preserving generalizations
given the privacy constraint PCON . In other words,
all generalizations in F satisfy the privacy constraint
PCON . A generic privacy constraint is considered in
order to emphasize that this approach is not limited to
k–anonymity alone. Other models such as ℓ–diversity or
t–closeness may as well be used to specify PCON . Further, the following discussion is free from any intrinsic
characteristic of the privacy constraint, other than the
fact that the set of generalizations considered (the set
F ) satisfy the constraint. We shall later see in Section
7 how the search algorithm stays focused on this set.
Due to the same reason, the privacy guarantees provided
by a resulting generalization will also be same as that
provided by the underlying privacy model.
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Let ∆ : F → R be a privacy bias function that assigns a privacy preserving generalization a real number
signifying the privacy bias induced by it. Similarly, let
Π : F → R be an information loss function signifying the
amount of information lost due to a privacy preserving
generalization. NECD and NWP are examples of ∆ and
Π respectively.
Consider the set of points in Q = {(δ, π)|δ = ∆(F ), π =
Π(F ), F ∈ F }. The set Q contains the points signifying
the bias and information loss for each possible privacy
preserving generalization and shall be called the efficiency space. Hence, each point in Q can be associated
with a privacy preserving generalization in F . A partial
order can be imposed on the points in Q as follows.
Definition 2 (Dominance). q1 = (δ1 , π1 ) weakly dominates q2 = (δ2 , π2 ), denoted by q1 ≺W q2 , iff δ1 < δ2
and π1 < π2 . Further, q1 = (δ1 , π1 ) strongly dominates
q2 = (δ2 , π2 ) 6= q1 , denoted by q1 ≺S q2 , iff δ1 ≤ δ2 and
π1 ≤ π2 .
A privacy preserving generalization can then be characterized in terms of its ability to dominate other generalizations.
Definition 3 (Efficient Point). q ∗ ∈ Q is called a strongly
efficient point of Q iff ∄q0 6= q ∗ ∈ Q such that q0 ≺S q ∗ . q ∗
is called weakly efficient iff ∄q0 ∈ Q such that q0 ≺W q ∗ .
The set of all strongly and weakly efficient points of
Q is denoted by ES and EW respectively. In the context
of the optimization problem at hand, efficient points
correspond to privacy preserving generalizations that
induce a level of bias and information loss that cannot
be reduced simultaneously by another generalization.
Using weak efficiency can result in points that are equal
in at least one objective compared to other weakly
efficient points. Strongly efficient points demonstrate a
trade-off in both objectives. Strong efficiency implicitly
implies weak efficiency.
Example 2 Consider the data set shown in Table 1 (left).
Assume that the employee code (denoted as ‘nnnnn’) can be
generalized progressively by removing the last four digits from
right to left one at a time. The removed digits are denoted by
an asterisk. The only generalization allowed for the salary class
is to merge class 1 and 2 (denoted by ‘C12/3’), otherwise it
must stay in an ungeneralized form (denoted by ‘C1/2/3’). Let
PCON be 2–anonymity. Table 2 shows the NECD and NWP
values corresponding to the eight possible generalizations
satisfying 2–anonymity. These eight generalizations form the
set F and the corresponding NECD and NWP pairs form the
set Q. G1 and G2 are the two strongly efficient points in this
case. G3 , G4 , G6 , G7 and G8 are weakly efficient. G5 is neither
weakly nor strongly efficient since G2 weakly dominates and
G1 strongly dominates G5 .
Multiple techniques exist to solve a vector optimization problem. These techniques may focus on approximating the set of efficient points using ǫ–dominance [23],
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TABLE 2
Efficiency and ach values for different generalizations of the data set in Table 1.
q1 = (0.3, 0.08); q2 = (0.2, 0.15); q3 = (0.15, 0.05); q4 = (0.25, 0.05); q5 = (0.1, 0.5). wemp = 0.3; wsal = 0.7.

G1
G2
G3
G4
G5
G6
G7
G8

Generalization
nnnn* + C1/2/3
nnn** + C1/2/3
nn*** + C1/2/3
n**** + C1/2/3
nnnn* + C12/3
nnn** + C12/3
nn*** + C12/3
n**** + C12/3

N ECD
0.27
0.18
0.18
0.18
0.27
0.18
0.18
0.18

NW P
0.07
0.09
0.15
0.30
0.27
0.29
0.36
0.50

k
2
3
3
3
2
3
3
5

Efficiency
strong
strong
weak
weak
weak
weak
weak

[24], [25] or concentrate on parts of the set using reference
points [26], [27], [28]. A standard approach in the latter
category is to associate a scalar problem to the original
vector problem and generate efficient points by a single
objective optimization of the scalar function [29], [30]. A
typical scalarizing function s : R2 → R defined over
−
R2 depends on an arbitrary parameter q ∈ R2 , the
−
functional form being denoted as s(·, q ). Such functions
must possess certain properties so that a minimum of
the function can imply an efficient point of Q and vice
versa.
Definition 4 (Strictly Order Preserving). Let s : R2 → R
−
be a scalarizing function with respect to q ∈ R2 . s is strictly
order preserving in Q iff
−
−
P1. ∀q1 , q2 ∈ Q, q1 ≺S q2 ⇒ s(q1 , q ) ≤ s(q2 , q )
−
−
P2. ∀q1 , q2 ∈ Q, q1 ≺W q2 ⇒ s(q1 , q ) < s(q2 , q ).
These two properties enforce the monotonicity requirements on s so that a minimum of the function is an
efficient point of Q. This provides a sufficient optimality
condition. The function s must satisfy another property
so that any efficient solution of Q can be obtained by
−
minimization of s parametrized by q .
Definition 5 (Strictly Order Representing). Let s : R2 →
−
R be a scalarizing function with respect to q ∈ R2 . s is strictly
order representing in Q iff
−
R1. ∀q0 ∈ S0 = {q ∈ Q|s(q, q ) ≤ wc }, we also have
−
− −
q0 ≺S q , where wc = s( q , q )
′
−
R2. ∀q0 ∈ S0 = {q ∈ Q|s(q, q ) < wc }, we also have
−
q0 ≺W q .
The strictly order representing properties help us
prove that each efficient solution of Q has a correspond−
ing value of the parameter q so that the minimum of s is
the efficient solution. The scalarization thus provides the
necessary optimality conditions. The following propositions provide a characterization of the efficient points of
Q in terms of the solutions to a strictly order preserving
and strictly order representing function s. The proofs are
not presented for their overall simplicity.
Proposition 1. If q ∗ is a global minimum point of
−
s(q, q ) on Q, then q ∗ ∈ EW .

−

s(·, q1 )
0.06
0.07
0.12
0.24
0.22
0.23
0.28
0.40

−

s(·, q2 )
0.12
0.08
0.09
0.17
0.16
0.17
0.20
0.29

−

s(·, q3 )
0.07
0.06
0.12
0.23
0.20
0.22
0.27
0.38

−

s(·, q4 )
0.06
0.07
0.13
0.25
0.23
0.24
0.30
0.42

−

s(·, q5 )
0.23
0.15
0.15
0.15
0.23
0.15
0.15
0.15

−

prefdev from q5
-0.26
-0.33
-0.26
-0.12
-0.05
-0.13
-0.06
0.09

Proposition 2. If q ∗ is a unique global minimum point
−
of s(q, q ) on Q, then q ∗ ∈ ES .
Proposition 3. If q ∗ ∈ EW , then q ∗ is a global minimum
−
−
of s(q, q ) on Q for q = q ∗ .
Proposition 4. If q ∗ ∈ ES , then q ∗ is a unique global
−
−
minimum of s(q, q ) on Q for q = q ∗ .
A global minimum of the scalar achievement function
should not be confused as a global minimum in the
NWP vs. NECD objective space. In fact, a global minimum is not defined in a multi-objective case. Following
−
Propositions 1 and 2, a global minimum of s(·, q ) (a
single objective function) only implies that the resulting
solution is an efficient point of the two-objective space.
Further, by Propositions 3 and 4, one can arrive at
−
different efficient points by modifying the parameter q
in the achievement function.
Example 3 With reference to Table 2, Propositions 1 and
2 guarantee that the global minimum of a strictly order
preserving and strictly order representing function will never
−
appear at generalization G5 . Further, if the parameter q of the
function is set to the corresponding NECD and NWP values
of a generalization, then the global minimum is guaranteed to
appear at that generalization (Propositions 3 and 4). Hence,
every efficient point is reachable by the function.
Efficient points are popularly known as skylines in
database query processing [31]. Skyline queries return
data points such that no point in the result set is
dominated by any other point in the database in the
context of the queried attributes. For instance, in a HOTELS database with PRICE and DISTANCE attributes,
searching for hotels with both minimum price and
minimum distance may result in an empty result set.
Skyline queries here retrieve data points whose price and
distance values cannot be improved simultaneously by
any other existing point in the database. An alternative
to such queries is the use of utility functions where
individual scores with respect to the queried attributes
are combined to determine the most relevant results to
the query. However, a user may never see certain results
when using certain forms of utility functions (say, a
weighted aggregation of individual scores). The scalar
achievement function discussed here does not have this

TRANSACTIONS ON KNOWLEDGE AND DATA ENGINEERING, VOL. X, NO. X, XX 20XX

drawback by virtue of the strictly order preserving and
strictly order representing properties.
Note that minimal points of a scalarizing function
should not be considered as the final solution of choice
by the data publisher. They are rather used to locally
approximate the preferences of the data publisher with
the guarantee that the generated solutions are efficient.
Data publisher preferences are typically embodied in the
−
parameter q of the function (also called a preference point,
reference objective or aspiration level) with the idea that an
efficient solution minimizing some sort of distance from
−
q is sought. This is followed by an interaction with the
data publisher to inquire if the reported solution is satisfactory. Therefore, in this framework, an optimal solution
from the perspective of the data publisher is not the
generalization that results in minimum information loss
(as assumed in existing works), but the generalization
that meets the preference levels in the best possible way.
The next section dwells into the formulation of a scalar
achievement function that integrates these requirements.

5

S CALARIZING B IAS

AND

L OSS

A typical constrained optimization problem explored in
disclosure control is to find an anonymized version of a
data set, or effectively a set of generalizations resulting
in the anonymized version, that induce minimum information loss subject to the constraint that the anonymized
data set is k–anonymous. Given the NP-hard nature of
the problem [14], heuristic based approaches in this context progressively increase the amount of generalization
for the attributes until the k–anonymity constraint is
satisfied [4], [5], [12]. The anonymized data set at this
point is assumed to incur minimum information loss.
These approaches have two major drawbacks.
First, the information loss metric is assumed to have
a monotonic relationship with the amount of generalization. In other words, as more generalization is performed
(no matter for which attribute), the information loss
increases. Only under this assumption can one claim
that by performing generalization only to the extent
necessary to satisfy the k–anonymity constraint, we shall
also be minimizing the information loss. However, the
assumption is not valid when all attributes do not carry
the same significance.
Second, existing approaches do not take into account
any preference specified on information loss. There
are some successful attempts to obtain all possible k–
anonymized versions of a data set [8], [11], out of which
the optimal one can be chosen based on preference criteria. Nonetheless, the set of solutions obtained with such
an approach still remains exponentially large, making
the search for an optimal choice equally difficult to
perform. The issue of privacy bias remains unexplored
in all these attempts.
The objective behind the scalarization of bias and
utility is to arrive at privacy preserving generalizations
that correspond to efficient solutions that are close to
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a reference objective. The reference objective is a point
that signifies a tolerable level of bias and information
loss to the data publisher. Depending on whether the
reference objective lies inside or outside the efficiency
space, the specified bias and information loss constraint
may or may not be satisfied. If solutions better than the
reference objective exist, then an efficient solution as far
as possible from the reference point will provide the
best possible improvements beyond the aspirations of
the data publisher. On the other hand, if the reference
objective is unachievable, then the data publisher can at
best have a solution which is efficient and closest to the
reference point.
We seek a scalarizing function that embeds these two
requirements. In addition, the strictly order preserving
and strictly order representing properties must be satisfied so that efficient points can be generated by a
minimization of the scalar function. We present here one
possible formulation for such a function.
Let qideal = (δideal , πideal ) denote the ideal point in
R2 , the components of which are obtained by individual minimization of the bias and loss functions, i.e.
δideal = min ∆(·) and πideal = min Π(·). If a unique
F ∈ F minimizes both the bias and loss functions,
then qideal is the optimal solution. However, under the
presence of trade-off behavior in the two functions, such
a generalization will not exist. Hence, the ideal point is
of theoretical importance only. For most cases in data
privacy, the ideal point is the point (0, 0). Next, let
qutp = (δutp , πutp ) be an utopian point computed as
δutp = δideal − ǫδ and πutp = πideal − ǫπ where ǫδ and
ǫπ are small positive numbers. The scalarizing function
−

−

− −

ach := s(q, q ) for q = (δ, π) ∈ R2 and q = ( δ , π) ∈ R2 is
then formulated as
−

s(q, q ) = max [w(δ − δutp ), (1 − w)(π − πutp )]
 


1
1
1
/
.
where w =  −
+−
−
π
−
π
utp
δ − δutp
δ − δutp
This scalarization of bias and loss provides a maximal
over-achievement of the objectives if the reference point
is feasible. Otherwise, the function provides a minimal
underachievement. The parameter w allows us to vary
the weights on the two objectives, thereby providing a
mechanism to explore the neighborhood of a solution.
The precise impact of w is discussed in Section 6.
−

Example 4 Consider the preference point q1 = (0.3, 0.08) in
Table 2. The minimum of the ach function in this case appears
at G1 since the corresponding NECD and NWP values of
0.27 and 0.07 can over-achieve the preferred ones. However,
G1 cannot provide the same improvements for the preference
−
point q2 = (0.2, 0.15). The minimum in this case appears
at G2 since it can provide the best over-achievement in the
−
−
two objectives. q3 = (0.15, 0.05) and q4 = (0.25, 0.05) are
infeasible preferences. The minima here are obtained at the
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generalizations that produce minimal underachievement, i.e.
G2 and G1 respectively. Further, the minimum point in all
cases is also an efficient point in the NECD vs. NWP objective
space. This is due to the strictly order preserving property of
ach.
Theorem 1 The scalarizing function ach is strictly order
preserving.
Proof: To prove property P1, consider the distinct
points q1 = (δ1 , π1 ), q2 = (δ2 , π2 ) ∈ Q such that q1 ≺S q2 .
Hence, we have δ1 ≤ δ2 and π1 ≤ π2 . Assuming that
−
q > qutp (a valid assumption since the reference point
will at best be qideal ), we have 0 < w < 1, giving us (1 −
w) > 0. We can thus obtain the following two relations.
w(δ1 − δutp )
(1 − w)(π1 − πutp )

≤ w(δ2 − δutp )
≤ (1 − w)(π2 − πutp )

Using the observation that a ≤ b and c ≤ d implies
−
−
max(a, c) ≤ max(b, d), we obtain s(q1 , q ) ≤ s(q2 , q ), thus
proving property P1.
To prove property P2, let q1 ≺W q2 . We then have δ1 <
δ2 and π1 < π2 . The remainder of the proof follows in
−
−
a manner similar to above, giving us s(q1 , q ) < s(q2 , q ).
Thus ach is strictly order preserving.
Theorem 2 The scalarizing function ach is strictly order
representing for


1
1
.
wc = 1/  −
+−
π − πutp
δ − δutp
Proof: To prove property R1, let q1 = (δ1 , π1 ) ∈ S0 .
−
− −
Hence s(q1 , q ) ≤ wc = s( q , q ), i.e.
max [w(δ1 − δutp ), (1 − w)(π1 − πutp )] ≤ wc .
Rewriting the expression in terms of wc we get






π1 − πutp 
δ1 − δutp
, wc −
max wc −
≤ wc
π
−
π
utp
δ − δutp




π1 − πutp
δ1 − δutp
≤ wc and wc −
≤ wc .
i.e. wc −
π − πutp
δ − δutp
−

−

After simplification we get, δ − δ1 ≥ 0 and π − π1 ≥ 0.
−
Hence, q1 ≺S q . This proves property R1.
′
−
To prove property R2, let q1 ∈ S0 . Hence s(q1 , q ) < wc .
−

By proceeding in a manner as above we get δ − δ1 > 0
−
−
and π − π1 > 0. Therefore, q1 ≺W q . Thus ach is strictly
order representing.
Based on Propositions 1 and 2, minimization of ach
(a minimax problem) over Q will therefore result in
an efficient privacy preserving generalization. However,
solutions to the minimax problem can return either
weakly or strongly efficient solutions. Ideally, a strongly
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efficient solution is more desirable since weakly efficient
solutions cannot guarantee that one of the objective
values cannot be reduced by keeping the other constant.
Strongly efficient solutions are indicated by a unique
global minimum of ach. For the case when multiple
global minima exists, we choose a solution that provides
the maximum over-achievement or minimum underachievement with respect to the reference objective, i.e.
choose the solution q = (δ, π) ∈ Qg with minimum
−

−

preference deviation, prefdev = (δ + π − δ − π), where
Qg ⊆ Q is the set of global minima points of ach.
−

Example 5 Consider the preference point q5 = (0.1, 0.5) in
Table 2. Multiple minima points exist for ach in this case.
These points provide the least underachievement in NECD
while satisfying the NWP preference of 0.5. The minimum
preference deviation is obtained in G2 as it best over-achieves
the NWP preference. G2 is also the strongly efficient point in
the set of minima.
Introduction of user preferences distinguish our handling of efficient points compared to as in a skyline
computation. A query such as SELECT * FROM HOTELS
WHERE PRICE¡$100 AND DISTANCE¡1mi would essentially return an empty result set if no record matches
the WHERE clause. However, the achievement function formulated here does not try to “strictly” meet
the preferences, but attempts to “best” meet it. Hence,
the result returned by the achievement function would
be analogous to returning the skyline closest to the
PRICE=500 and DISTANCE=1 record in the database.
Being able to perform maximal over-achievement or
minimal under-achievement is what distinguishes the
achievement function used here from the typical notion
of utility functions in databases.
Incorporating data publisher preferences in the optimization procedure can also potentially hinder minimality attacks [32]. Minimality attacks exploit the knowledge
that most data generalization algorithms attempt to enforce the privacy requirement with as less generalization
as possible (minimum information loss). Hence, most
existing methods are prone to this attack. However, the
ach function subjected to minimization in this work is
parametrized by the data publisher preferences. Therefore, a minimum of this function is not necessarily the
generalization that induces the minimal information loss.
In other words, the extent of generalization performed is
not guided by the minimality principle (as assumed in
minimality attacks), but is rather dependent on what the
data publisher specifies as tolerable information loss. It is
possible that an adversary possesses the domain knowledge required to infer some of the data publisher preferences. A more extensive analysis is required to determine
the efficacy of minimality attacks in this scenario, and
how knowledge about data publisher preferences can be
used by an adversary to launch such attacks.
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Fig. 1. (a) Geometrical interpretation of solution procedure to Chebyshev min-max problem. (b) Geometrical
interpretation of reference direction approach.

6

R EFERENCE D IRECTION A PPROACH

While a solution obtained by minimizing the ach function is efficient, a data publisher may not find the
reported solution satisfactory enough with respect to the
reference objectives in mind. This is because the initial
knowledge of the data publisher on the feasibility of a
solution inducing the aspired bias and loss is limited.
Once a solution is generated, the data publisher obtains
additional knowledge on what levels of bias and loss
are possible around the neighborhood of the preference
point. This prompts for an interactive method that allows the data publisher to progressively explore efficient
solutions until a satisfactory one is found. We adapt
a method based on reference directions to facilitate this
exploration [33], [34].
Definition 6 (Reference Direction). Let q be a point in R2
−
and q ∈ R2 be a preference point. The reference direction d is
−
then defined as the vector d = q − q.
The basic approach here is to generate a number of
efficient points along the projection of a reference direction on the efficiency space. This gives the data publisher
an idea of the trade-off characteristics of solutions in the
neighborhood where the data publisher’s interest lies in
the first place. If a satisfactory solution is found, then the
process stops. Otherwise, one of the generated solutions
is chosen to define a new reference direction for the next
iteration of the process. This procedure of specifying a
new search direction enables a data publisher to control how much deviation from the aspiration levels is
tolerable in a certain objective. The reference direction
approach computes what parameter value needs to be
passed to the scalar achievement function to generate
solutions in this new direction of interest. A new set of
solutions is then generated and the process continues.
By doing so, the data publisher can extensively explore
the neighborhood surrounding the preference point until
a solution is in agreement with the publisher’s requirements. We provide below the basic steps of the method.

Step 1: Choose an initial point q1 ∈ R2 and a preference
−
point q > qutp . Set iteration counter t = 1.
−
Step 2: Compute reference direction dt = q −qt . Choose
a positive integer n as the number of efficient
solutions to generate along the reference direction.
Step 3: Obtain the set of points Qef f = {q1∗ , . . . , qn∗ }
∗
where qm
is the solution to the problem of min−
−
imizing ach := s(q, qm ) with qm = qt + (m/n)dt ,
for m = 1, . . . , n.
Step 4: If a solution in Qef f is satisfactory, stop; otherwise choose a point in the set as qt+1 to define
a new reference direction.
Step 5: Set t = t + 1 and repeat from Step2.
Example 6 Consider the data set in Table 1. Assume that the
−
data publisher starts with a preference point q = (0.1, 0.1).
Based on the extent of NECD and NWP values to explore, the
publisher sets q1 to (1.0, 0.2) and n = 10. Multiple points
−
will then be generated on the line segment joining q and
q1 at intervals of (0.1, 0.01). Each such point is used as the
parameter while minimizing the ach function, resulting in
Qef f = {G1 , G2 }. The data publisher at this point can choose
either of G1 or G2 as the solution, or move ahead to the second
iteration by selecting one of these points as q2 . However, no
new solution will be found in this case.
In order to understand the method from a geometrical
perspective, we rewrite the minimax problem in the socalled Chebyshev min-max form. In this notation, min ach
q∈Q

is written as a constrained minimization problem, given
as


≤λ
w(δ − δutp )
minimize λ subject to (1 − w)(π − πutp ) ≤ λ


(δ, π)
∈Q

The Chebyshev problem has the geometrical interpretation of a directional search starting at qutp and
1
), i.e. the
progressing along the direction z = ( w1 , 1−w
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search takes place on the straight line qutp + tz where t
is a real positive parameter. Note that the reference point
−
q lies on this straight line, as given by the point when
t = wc . Since a point on this line moves away from qutp
as t increases, thereby increasing λ, minimum value of
λ is achieved with the lowest value of t that gives a
point in Q. Refer to Fig. 1a. For the unattainable refer−
ence objective q1 , this gives the point where the shifted
reference point along the search direction first touches
the efficiency space. On the other hand, for the reference
−
objective q2 , the search along the direction encounters
a point in the efficiency space before encountering the
reference point, i.e. t < wc , thereby providing an overachievement.
Note that the direction of search is decided by w,
which in turn is parametrized by the reference objective. It is therefore possible to change the direction of
search by providing different reference objectives. The
interactive procedure does so by generating intermediate
−
reference objectives qm on the reference direction. Refer
to Fig. 1b. At iteration t, a current solution qt and
−
the reference objective q defines the reference direction.
Intermediate reference points are then generated along
this direction. For each such point, a search is performed
along the straight line joining qutp and the reference
point. In other words, solutions to the Chebyshev problem is found taking different search directions, each
returning an efficient solution in the neighborhood of
−
∗
qt and q . For example, the solution qm
is found as
the shifted intersection of the reference direction and
1
straight line defined by the vector ( w1 , 1−w
) with w being
−

computed using the reference objective qm .
Theorem 3 Let q ∗ ∈ Q be an efficient solution. There exists
a value of w such that 0 < w < 1 and q ∗ is a unique global
minimum of ach.
Proof: Let q ∗ = (δ ∗ , π ∗ ) ∈ Q be an efficient solution
(weakly or strongly). To the contrary, let us assume that
there exists no positive value of w such than q ∗ is a
unique global minimum of ach.
−
Let us set q = q ∗ . This gives us

 

1
1
1
w= ∗
/ ∗
.
+ ∗
δ − δutp
δ − δutp
π − πutp
Note that w is greater than zero (since for any q ∈ Q,
q > qutp ) and less than one. In the Chebyshev formulation of ach, q ∗ will be a feasible solution. In other
words, we can find a λ∗ such that w(δ ∗ − δutp ) ≤ λ∗
and (1 − w)(π ∗ − πutp ) ≤ λ∗ . After simplification, the
least value of such a λ∗ is found to be wc .
However, since q ∗ is not a unique global minimum,
there must exist another point q0 = (δ0 , π0 ) ∈ Q with a
corresponding λ = λ0 such that λ∗ ≥ λ0 ≥ w(δ0 − δutp )
and λ∗ ≥ λ0 ≥ (1 − w)(π0 − πutp ). By substituting λ∗ with
wc , and the value of w in the two relations, we arrive at
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the following two expressions: δ ∗ ≥ δ0 and π ∗ ≥ π0 , or in
other words, q0 ≺S q ∗ . Hence, q ∗ cannot be an efficient
solution unless q0 = q ∗ . Hence, q ∗ is a unique global
minimum of the Chebyshev problem. Therefore, there
exists a value 0 < w < 1 such that q ∗ is a unique global
minimum of ach.
Thus, ach can be used to generate any efficient point
by varying its parameters. However, unlike a typical
weighted sum approach, parameter specification in this
approach is more intuitive to the data publisher, namely
the aspiration levels of the publisher. Further, convergence in the interactive procedure is completely guided
by the data publisher.

7

M INIMIZING

THE

ACHIEVEMENT F UNCTION

A crucial step in the reference direction approach
is finding a privacy preserving generalization that
∗
minimizes ach (a solution qm
in Step 3). This
optimization problem is repeatedly solved as part
of the approach. With respect to k−anonymity and the
metrics NWP and NECD, the problem can be stated
−
in the following manner. Here, π = N W Ppref and
−

δ = N ECDpref .
Optimization Problem (OP): Given a data set D,
kpref , N W Ppref and N ECDpref , find the anonymized data
set D′ that minimizes the achievement function ach subject
to the constraint kpref − min(ECD′ ) ≤ 0.
The optimization problem at hand is a constrained
single objective problem. In this section we propose
an approach based on evolutionary multi-objective
optimization to find a solution to the problem. The
method involves transforming the constraint into
a separate objective giving us a bi-objective vector
optimization problem [35]. The multi-objective variant
of OP is formulated as follows.
Multi-Objective Optimization Problem (MOOP):
Given a data set D, kpref , N W Ppref and N ECDpref ,
find the anonymized data set D′ that minimizes the
achievement function f1 (D′ ) : ach(D′ ) and the function
f2 (D′ ) : kpref − min(ECD′ ).
Solutions to the MOOP are characterized by the
Pareto-dominance concept. Under such a characterization, an anonymized data set D′ found by the solution
methodology is a non-dominated solution to the MOOP
if it cannot find another solution D′′ such that
′′
′
′′
′
• f1 (D ) ≤ f1 (D ) and f2 (D ) < f2 (D ), or
′′
′
′′
′
• f1 (D ) < f1 (D ) and f2 (D ) ≤ f2 (D ).
A direct and positive consequence of using this formulation is the exposure of higher effective k solutions,
if any. Note that a solution to OP only needs to satisfy
the constraint kpref − min(ECD′ ) ≤ 0. In the multiobjective formulation, the solutions undergo further filtering based on non-dominance – for two solutions with
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Fig. 2. NWP and NECD values of non-dominated solutions returned by NSGA-II for different kpref (effective k value
obtained is highlighted).
equal value of ach, the one with higher effective k (lower
f2 ) gets preference.
Example 7 Recall the case when multiple minima are ob−
tained with q5 = (0.1, 0.5) as the preference point in Table 2.
All points except G8 will be filtered out by the multi-objective
optimizer since it provides a comparatively higher value for k.
Given that a NWP value of 0.5 can be tolerated, G8 leverages it
to improve the privacy level. Note that if the NWP preference
is changed to say 0.2, then G8 will no longer be a minimum
point of ach. In that case, there will be multiple solutions
with same k and ach values. The preference deviation metric
will then be used to choose a solution.
We use the Non-dominated Sorting Genetic
Algorithm-II (NSGA-II) to obtain solutions to the
MOOP. Readers are requested to refer to [36] for details
on the algorithm.
7.1 Solution representation
Before NSGA-II can be applied, a viable representation of
the generalization has to be designed for the algorithm
to work with. Here we adopt the encoding suggested
by Iyengar [7]. Consider the numeric attribute age with
values in the domain [10, 90]. Since this domain can
have infinite values, the first task is to granularize the
domain into a finite number of intervals. For example,
a granularity level of 5 shall discretize the domain to

{[10, 15], (15, 20], . . . , (85, 90]}. Note that this is not the
generalization applied on the age attribute. The discretized domain can then be numbered as 1 : [10, 15], 2 :
(15, 20], . . . , 16 : (85, 90]. The discretized domain still
maintains the same ordering as in the continuous domain. A binary string of 15 bits is now used to represent
all possible generalizations for the attribute. The ith
bit in this string is 0 if the ith and (i + 1)th intervals
are supposed to be combined, otherwise 1. The granularization step can be skipped for attributes with a
small domain and a defined ordering of the values. The
individual encodings for each attribute are concatenated
to create the overall encoding for the generalizations for
all attributes.

7.2 Selection operator
While most components of NSGA-II are retained in the
original form, a modification is proposed for the selection procedure in order to direct solutions towards the
feasible region of OP [38]. NSGA-II employs a crowded
comparison operator as part of its binary tournament selection scheme. This operator gives preference to solutions
with lower ranks, assigned in accordance with a nondominated ranking procedure. Ties in ranks are broken
using a crowded distance metric [36]. Our modification
involves distinguishing between feasible (f2 (D′ ) ≤ 0)
and infeasible (f2 (D′ ) > 0) solutions of OP during the
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selection procedure. The procedure is outlined as follows
for two solutions x and y.
1) If both x and y are feasible, select based on crowded
comparison operator.
2) If x is feasible and y is not, or vice versa, select the
feasible one.
3) If both x and y are infeasible:
a) select one with minimum f2 .
b) if f2 is equal, select one with minimum f1 .
c) if f1 is also equal, use crowding distance
metric.
4) Use arbitrary selection for any unresolved case.
Using this selection procedure, we can initially direct the search towards the feasible region of OP and
thereafter concentrate on exploring the trade-off characteristics. Note that the feasibility check here involves
determining the size of the smallest equivalence class
and whether it is at least kpref . This check must be appropriately modified when considering a privacy model different from k–anonymity. This involves determining the
value of the privacy parameter (e.g. k in k–anonymity
or ℓ in ℓ–diversity) resulting from using a generalization,
and checking whether it satisfies the minimum threshold
set by the data publisher.
7.3 Solution to OP
Once the final non-dominated solution set N D to MOOP
is obtained, the solution to OP is chosen as the point
D′ such that D′ = argmin f1 (D′′ ), where N D f = {Di ∈
D′′ ∈N Df

N D|f2 (Di ) ≤ 0}. The case of multiple such solutions
is resolved using the preference deviation metric. Since
the minimum of ach obtained in this manner is only
justifiable w.r.t. N Df , we shall say that D′ is an efficient
solution only w.r.t. the non-dominated solutions generated by NSGA-II. Hence, although a global minimum of
ach is guaranteed to be an efficient solution (w.r.t. the
entire efficiency space) in theory, the NP-hard nature of
the problem prevents us from claiming that the solution
found is indeed a true minimum.

8
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to
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0.10

NECD
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7
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7
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5
2
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N pop = 250
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prefdev = -0.610092

N pop = 100
k = 5
unique sols. = 55
prefdev = -0.6609831

N pop = 500
k = 5
unique sols. = 54
prefdev = -0.648858

0.06

Attribute
Age (age)
Work Class (wkc)
Education (edc)
Marital Status (mst)
Occupation (occ)
Race (rac)
Gender (gen)
Native Country (ncy)
Salary Class (slc)

0.14

TABLE 3
Attributes and domain size from the adult census data
set.

0.3

0.4

NWP
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Fig. 3. Impact of population size (Npop ) on solution
quality for kpref = 5 and preference point N W Ppref =
0.2; N ECDpref = 1.0.
(ftp://ftp.ics.uci.edu/pub/machine-learning-databases/adult/).
All rows with missing values are removed to finally
have a total of 30162 rows. The attributes used in this
study along with their domain size are listed in Table 3.
Recall that each attribute requires (domain size - 1) bits
to represent all possible generalizations. This gives us a
chromosome of length 105 representing a solution.
For NSGA-II, the population size Npop is set at 100
with a maximum of 50, 000 function evaluations. Binary
crossover is performed on the entire chromosome with
rate 0.8. Mutation is performed on the individual encodings of every attribute with a rate of 0.001. The modified
selection operator is used for binary tournament selection. Weights on the attributes are assigned equally (1/9),
unless otherwise stated.
8.1 Solution efficiency
Fig. 2 illustrates the NWP and NECD values of the nondominated solutions returned by NSGA-II for different
values of kpref . The preference point of N W Ppref = 0.2
and N ECDpref = 1.0 is used in these experiments.
Choosing a NECD preference of 1.0 effectively allows
NSGA-II to look for low NWP solutions irrespective
of the privacy bias they induce. As higher values of
kpref are used, the number of feasible solutions obtained
decreases. This is likely to happen since the search space
is known to be very dense for low values of kpref , while
solutions become rare as higher privacy requirements
are enforced. Consequently, while reported solutions for
kpref = 2, 5 and 10 have an effective k close to kpref ,
higher values are obtained for kpref = 25, 50 and 100.
However, higher information loss has to be sustained for
stronger privacy requirements. A unique feasible minimum of ach is obtained in all the cases. In confirmation
to our theoretical observation, the minimum point is a
non-dominated point in the NWP vs. NECD objective
space w.r.t other feasible solutions returned by NSGA-II.
Further, the existence of solutions at effective k values
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Fig. 4. Effect of the weight vector on attainable NWP and NECD. Also shown are the corresponding number of
groupings in the attribute domains.

higher than kpref (for example k = 3 for kpref = 2)
strengthens our claim that the optimal solution need
not always have effective k value equal to kpref . Once
again, the concept of Pareto-dominance helps here in
discovering these solutions.
8.2 Impact of population size
Fig. 3 shows the reported solutions for three different settings of population size, Npop = 100, 250 and
500. Notice that increasing the population size, while
keeping the number of function evaluations fixed, seem
to have only marginal impact on the overall solution
quality. Solutions are slightly less effective in terms of the
preference deviation metric for larger population size,
albeit there is no logical pattern in the behavior. Larger
populations typically have the potential to explore more
parts of the search space. However, the absence of an
uniform distribution of solutions in the search space
makes this exploration difficult. We also notice that the
number of unique solutions obtained is similar irrespective of the population size used. Large populations
have more duplicates that affect the convergence rate
of the population. This is primarily due to the higher
selective pressure of duplicate solutions, which limits
the exploratory capabilities of the population. Small
populations and higher number of iterations is a key
element in solving this problem.
8.3 Effect of weight vector
Fig. 4 illustrates the solutions obtained for different assignment of weights to the attributes. As is evident from
the solutions, the assignment of equal weights (wv1 ) in
this problem results in a much higher NWP and NECD.

Weight assignments impact the amount of generalization
that may be performed for an attribute, which in turn
influence the information content of the anonymized
data set. Even when all attributes are equally important,
higher weights can be assigned to attributes with larger
domain sizes to retain as much information as possible.
For example, while most solutions in the figure completely suppress (number of partitions=1) the “Native
Country” attribute, assigning a higher weight to the
attribute (as in wv2 and wv5 ) return solutions with more
number of partitions. In general, NSGA-II is seemingly
effective in generating solutions with higher number of
partitions in accordance with the weight assignments.
8.4 Impact of bias preference
Fig. 5 illustrates the impact of setting the NECD preference value. A typical preference of 1.0 effectively means
that any level of bias is acceptable. As a result, a solution
only needs to perform as much generalization as is
necessary to meet the feasibility constraint, assuming
that the minimum value of NWP is attained at k =
kpref . Such a case happens with the weight vector wv2 .
However, when the bias preference is dropped below
0.1, solutions are generated with higher NWP (although
within the preference value of 0.2) and higher effective
k. This happens because the method is now forced to
explore solutions with more generalization in order to
better meet the low bias preference. More generalization
typically yield higher effective k. Notice that as the bias
preference is lowered, the effective k increases. It is
imperative to ask at this point why a bias preference
of 1.0 should not be set for this problem since the best
solution (with k = 5) is obtained with this setting. The
answer lies in the trade-off characteristic of the solutions
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Hollow - reported solution

k pref = 5
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NECD
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0.10
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Fig. 5. Impact of bias preference on solutions obtained
with weights wv2 .
between the level of privacy and NWP. Note that the
k = 6 solution has higher NWP at the expense of slightly
higher privacy level than the k = 5 solution. Since both
solutions meet the NWP preference, the k = 6 solution
is more preferable. In fact, given the four solutions in
the figure and the NWP preference of 0.2, the k = 7
solution (one marked with a circle) is the solution of
choice. This solution overachieves the preference criteria
and provides better privacy than the k = 5 and k = 6
solutions.

Minimization of the scalar function is performed by
transforming the privacy constraint into a second objective, and then applying an evolutionary multi-objective
algorithm. Moreover, a reference direction based interactive procedure iteratively uses this algorithm to help
a data publisher explore efficient solutions until a satisfactory one is found. Results on a benchmark data
set demonstrate the effectiveness of the evolutionary
algorithm in finding solutions that best achieve the
preferences of the data publisher. The method is also
able to find higher effective k values depending on the
weights assigned to different attributes.
It would be interesting to see how different notions of
homogeneity in privacy levels can be used to define bias
metrics, and what impact they have on the information
preservation efficiency of a generalization. The efficacy
of minimality attacks when generalizations are based on
preferences is also a direction worth exploring.
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