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Software Vulnerability Markets: Discoverers and Buyers
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Abstract—Some of the key aspects of vulnerability—discovery,
dissemination, and disclosure—have received some attention
recently. However, the role of interaction among the vulnerability
discoverers and vulnerability acquirers has not yet been adequately
addressed. Our study suggests that a major percentage of discoverers,
a majority in some cases, are unaffiliated with the software
developers and thus are free to disseminate the vulnerabilities they
discover in any way they like. As a result, multiple vulnerability
markets have emerged. In some of these markets, the exchange is
regulated, but in others, there is little or no regulation. In recent
vulnerability discovery literature, the vulnerability discoverers have
remained anonymous individuals. Although there has been an attempt
to model the level of their efforts, information regarding their
identities, modes of operation, and what they are doing with the
discovered vulnerabilities has not been explored.

Reports of buying and selling of the vulnerabilities are now
appearing in the press; however, the existence of such markets
requires validation, and the natures of the markets need to be
analyzed. To address this need, we have attempted to collect detailed
information. We have identified the most prolific vulnerability
discoverers throughout the past decade and examined their
motivation and methods. A large percentage of these discoverers are
located in Eastern and Western Europe and in the Far East. We have
contacted several of them in order to collect firsthand information
regarding their techniques, motivations, and involvement in the
vulnerability markets. We examine why many of the discoverers
appear to retire after a highly successful vulnerability-finding career.
The paper identifies the actual vulnerability markets, rather than the
hypothetical ideal markets that are often examined. The emergence of
worldwide government agencies as vulnerability buyers has
significant implications. We discuss potential factors that can impact
the risk to society and the need for detailed exploration.

Keywords—Risk management, software security, vulnerability
discoverers, vulnerability markets.

L.INTRODUCTION

OTENTIAL  exploitation of  software  security

vulnerabilities has now emerged as a major security threat
to organizations, some economic sectors, and national defense.
Software vulnerability can be defined as a software defect or
weakness in the security system that could be exploited by a
malicious user, causing loss or harm [1]. A vulnerability
exploit is a code that exploits the vulnerability, and serves as
proof that the vulnerability is indeed exploitable. A
vulnerability that has not been disclosed and the associated
exploit are often termed zero-day.A patch, when applied, can
remedy a vulnerability. The number of unremedied
vulnerabilities in a system represents the degree of security
risk. It is important during the software lifecycle development
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process to evaluate and manage the risk in order to assess how
it will impact users, organizations, and society.

Vulnerability discovery models that attempt to model the
vulnerability discovery process have been recently proposed
[2], [3]- However, there has not been a study of actual
vulnerability discoverers and what motivates them. The
individuals who discover the wvulnerabilities (termed
discoverers here) and those who exploit them (exploiters) are
two separate groups. Discovering a vulnerability takes a much
higher degree of technical skill and insight. The exploiters do
not require a comparable skill—in fact, in the presence of an
exploit; a patient hacker may achieve a security breach largely
mechanically.

The vulnerability discoverers represent a critical source of
security risk, should they choose to sell the vulnerability to
malicious organizations or individuals. A vulnerability sold to
the developing organization [4] results in a patch that
minimizes the risk. However, a vulnerability could also be
sold to an organization interested in using it for exploitation.
Reports suggest that some exploitable vulnerabilities can
command market prices exceeding $100,000[5]-[6].

Many vulnerability discoverers seek to preserve the right to
their claim of having discovered a vulnerability; since it serves
to acknowledge the discoverer’s expertise. For example, the
website of well-known University of Cambridge researcher
Ross Anderson mentions a vulnerability that he and his
student discovered in 2003 [7].A mid-year peak in
vulnerability discovery, specifically in Microsoft products, can
be explained by the coinciding date of a major conference,
wherein security experts often present their vulnerability
findings [8].

This study examines real vulnerability markets as they
exist. In a market, a commodity (here an undisclosed
vulnerability) is made by the producers, and is bought by the
consumers or resellers of the commodity. The price is
determined by supply and demand. A market may be regulated
to some extent or it may be largely unregulated. The presence
of a market itself enhances the level of production and
consumption. Kannan and Telang [9] present an early
mathematical study of the vulnerabilities market, where the
discoverers are either benign or malicious, and come to the
conclusion that a federally controlled mechanism would be
better for society. As we present here, the real markets that
have emerged are more complex and are international in
nature.

As we discuss below, a large percentage of vulnerabilities
are found by experts external to the actual software
development organizations. They are free to disclose the
vulnerabilities that they discover in any way they like. The
hackers who are vulnerability exploiters are often classified as
white hat, black hat, and gray hat [10]-[11]. These
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classifications do not apply to the vulnerability discoverers
who are security researchers engaged in finding vulnerabilities
since they may choose different markets for different
vulnerabilities. Also note that, in general, the exploiters and

the discoverers are distinct groups. Discovering vulnerabilities
is not an illegal or anti-social activity, it is a respectable
profession; whereas exploiting vulnerabilities is generally the
opposite (unless it is part of a service).
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Fig. 1 The current software vulnerability markets

The vulnerability markets, as shown in Fig. 1, may be
classified as regulated, where the transactions are properly
recorded and disclosed; black, where the transactions are not
disclosed and there is no attempt to safeguard the society; or
gray, where the transactions can be termed legitimate or
improper, depending on the point of view. In the regulated
markets the buyers are original software developers, third-
party security service organizations follow proper practices for
disclosing the vulnerabilities, and the transactions are well-
documented [12], [13].

The current software vulnerability reward programs are a
major part of the legitimate markets that attempt to attract the
vulnerability discoverers who might otherwise resort to selling
their findings on the black market. These programs are
relatively new and sometimes limited. They attempt to bring a
discovery to the legitimate market, which significantly reduces
the risk to society. Recent reports suggest that government
agencies in several countries have become major player in the
gray markets [14], and thus there has been a remarkable
change in the vulnerabilities markets.

There are several vulnerability databases organized by
government-affiliated or private organizations. They include
the National Vulnerability Database (NVD), Open Source
Vulnerability Database (OSVDB), the vulnerability data
collected by Frei et al. [15] (FVDB), Exploit Database, and
IBM X-Force Vulnerability Database. In this paper, we have
used OSVDB for some of our investigations. As implied by its
name, OSVDB is an open-source, community-organized
database associated with the Open Security Foundation, with

the stated aim being to provide “accurate, detailed, current,
and unbiased technical information”. It contains more than
101,350 vulnerabilities found by 4,735 researchers [16].

The first section of this paper discusses the vulnerability
markets that have emerged, including the current reward
programs. The next section examines the behavior of the
vulnerability discoverers by identifying the top discoverers
using the OSVDB database, and examines their records and
motivation. We examine the data for well-known open-source
browsers in order to determine what fraction of the
vulnerabilities are discovered internally by the browser
development teams in order to assess the relative significance
of external wvulnerability finders. We have successfully
contacted some of discoverers in OSVDB and other, and
present what we have discovered about them, even though the
vulnerability discovery process is somewhat secretive. Finally,
we discuss the implications of the real vulnerability markets
along with suggestions for future work.

II. VULNERABILITY MARKETS AND THE MAIN PLAYERS

Vulnerability discoverers can be internal or external to a
software development organization. They seek appropriate
rewards for their capabilities. The external vulnerability
finders (freelancers) are often free to offer their discovery in
exchange for a suitable reward. They may attempt to
maximize their reward by selling vulnerabilities in the
appropriate vulnerabilities markets [9]-[17].
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TABLEI
SOME CURRENT VULNERABILITY REWARDS PROGRAMS

Program # Vulns. type Max reward Min reward # of beneficiaries Trend

2010: 51

Vulnerability Reward Program for Google 2011: 122

web properties 3 $20,000 $100 2012: 189 Increase

2013: 226
Chrome Vulnerability Reward Program Any security bug >=10,000 $500 543 N/A
The Mozilla Security Bug Bounty Program Certain bugs d?pel}dll’lg $3000 (US) f:ash reward and a $500 N/A N/A

on some criteria Mozilla T-shirt
Prior to 2011: 43
Certain qualifying . 2011: 46
Facebook security bugs No maximum $500 2012: 111 Increase

2013: 235
WordPress Security Bug Bounty Program 11 $1000 $25 N/A N/A
CCBiIll Vulnerability Reward Program 7 $500 $300 42 Hold
Secunia Vulnerability Coordination Reward  Most bugs depending on Most Valued Contributor& Most N/A N/A N/A

Program (SVCRP) some criteria Interesting Coordination Report
Particular bugs
ZDI Rewards Program (TippingPoint) depending on some $25,000 $1000 N/A N/A
criteria

iDefense (Verisign) N/A N/A N/A Significant number N/A

In an ideal situation, the discoverers seek no reward and
submit the vulnerabilities found to a responsible disclosure
mechanism. Receiving credit for a vulnerability discovered is
sufficient compensation for some. However, it is not enough
for many discoverers. They know that vulnerabilities can have
significant economic value [18] because they can lead to zero-
day exploits that might harm organizations, the economy, and
ultimately, society [19]. Some exploits have sold for as much
as $250,000 [20]. In addition to money, some discoverers find
the fame generated by the disclosure attractive, as it can
translate into further economic opportunities.

Some organizations, such as Google, have acknowledged
the importance of freelance discoverers, and offer a significant
monetary award in addition to the possible inclusion in their
‘discoverers hall of fame’. A good example of a vulnerability
discoverer who has taken advantage of such a reward program
is Sergey Glazunov, a Russian student and security researcher
who earned $60,000 by discovering a new exploit in Google’s
Chrome browser [21]. Generally, finding vulnerability
exploits is legal, and some legitimate businesses sell them.
The price for an exploit sold to business and government
agencies in the United States ranges from $20,000 to more
than $250,000 [22]. Each market has some attributes that are
more attractive for some producers (discoverers) and
consumers (buyers) based on their long and short term
objectives. A market is defined by its governing rules and
conventions. The transactions between discoverers and buyers
(software venders, those with malicious intentions, or
resellers) involve an exchange of vulnerability information for
a suitable price, generally money. The buyers of
vulnerabilities derive the value by making their software
product safer, or by the rewards a zero-day attack may bring.
Below we discuss each of the markets.

A.Regulated Vulnerability Market

This is a regulated market that is controlled by conventions
and laws that attempt to prevent any improper actions towards
the society as a whole. It includes the four markets discussed

below. In all of these markets the vulnerability information is
transferred to the software venders, who then patch the
vulnerability in their products before it is disclosed.

1. Publicity:

In this case, the discoverer submits the finding to an
authority, where it undergoes a well-defined responsible
disclosure procedure. The discoverer gets the recognition and
the software developer gets the chance to develop a patch
before the vulnerability is disclosed. The publicity generated
may enhance a discoverer’s reputation as a capable researcher.
CERT and other similar organizations provide such a market.
This market would not be attractive for discoverers who have
already established themselves or who need money more than
publicity. For some, the recognition received may eventually
translate into economic opportunities.

2. Captive Market:

In this market the discoverers are captive to an organization
and are thus not permitted to reveal the vulnerabilities
externally. This includes vulnerability finders working within
a software development organization or those working for
them under contracts. Researchers within security service
organizations are also, in effect, captive. In some countries the
government may be the only permitted buyer, although in that
case the government is free to use the vulnerability based on
its national priorities.

3. Vulnerability Rewards by Vendors:

The reward programs offered by software venders are a
good option for vulnerability discoverers who can sell their
finding to the venders directly in an easy, legitimate way. The
reward offered for a vulnerability can be significant, although
modest in most cases. In addition, the discoverers receive
appropriate credit [23].

Rewarding security researchers and others who make
software products more secure is important. Providing rewards
to motivate people to find software defects or weaknesses
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before they are exploited by black hat exploiters is critical to

improving computer security.

TABLEII
PRICE LIST FOR ZERO-DAY VULNERABILITY EXPLOITS
Products Minimum price for zero-day exploits “2011” Minimum price for zero-day exploits “2013”
ADOBE READER $5,000 - $30,000 N/A
MAc OSX $20,000 - $50,000 N/A
ANDROID $30,000 - $60,000 $100,000
FLASH OR JAVA BROWSER PLUG-INS $40,000 - $100,000 N/A
MICROSOFT WORD $50,000 - $100,000 N/A
WINDOWS $60,000 - $120,000 $40,000 - $250,000
FIREFOX OR SAFARI $60,000 - $150,000 N/A

CHROME OR INTERNET EXPLORER
10S

$80,000 - $200,000
$100,000 - $250,000

$200,000 - $500,000
$50,000 - $200,000

There are only a few current vulnerability reward programs,
and most of them were created a few years ago. The idea of
reward programs is still quite new, and needs more
development and improvement.

The current reward programs include these listed below.
The key information about them is provided in Table I:

e  Vulnerability Reward Program for Google web properties
[24]: This program was created in November 2010.
People who discover one of five types of vulnerabilities,
such as remote code execution, SQL injection, and other
common web flaws, are rewarded $100 to $20,000. The
number of discoverers who have received approval from
the reward panel has ranged between 53 winners in the
fourth quarter of 2010 to 39 winners in the fourth quarter
of 2012.

e Chrome Vulnerability Reward Program (Chromium
Security Reward) [25]: All vulnerabilities are considered
in this program, provided the vulnerability is identified as
being of sufficiently high severity. The rewards range
from $500 to $10,000 and up.

e The Mozilla Security Bug Bounty Program [26]: The
rewards range from $500 to $3,000 depending on the
severity rating of the vulnerability, and the reward
includes a Mozilla t-shirt.

e Facebook [27]: This program is similar to most other
reward programs. It offers a bounty for certain qualifying
security bugs. The reward has a minimum of $500 with
no specified maximum, and is based on severity and
creativity.

e WordPress Security Bug Bounty Program [28]: This
program has two different bounties: one for WordPress
and another for WordPress Plugins. The minimum reward
is $25, and the maximum reward is $1,000.

e CCBill Vulnerability Reward Program [29]: CCBill is an
Internet billing service. The rewards range from $300 to
$500, depending on the types of vulnerabilities found,
such as SQL Injection, DoS, and persistent XSS.This
program has been temporarily placed on hold due to
corrections needed in the reported bugs.

Eventually, Microsoft has announced last June 2013 a
month-long vulnerability rewards programs for the Internet
Explorer (IE11) developer preview [30]. Microsoft was not
interested in paying rewards programs since it does use

outside consultant organizations to test their software on a
contract basis, however [31].

4. Rewards by Security Service Companies:

Some companies that provide security services also acquire
vulnerabilities. The vulnerabilities acquired are used to
provide a higher degree of safety to their security customers,
and may be provided to the software developer using a
suitable compensation mechanism. These organizations do not
sell the vulnerabilities to others. For example, Microsoft
patched at least 17 vulnerabilities reported by the two
programs in 2006 [5]. There are some third-party security
companies that buy the vulnerabilities and sell them to
software makers or vendors such as ZDI and iDefense [32].
Such reward programs include the following:

e Secunia Vulnerability Coordination Reward Program
(SVCRP) [33]: There are two special awards: most valued
contributor and most interesting coordination report.

e ZDI Rewards Program [34]: The Zero Day Initiative
(ZDI) provides reward points each time a vulnerability
submission is purchased. These points determine the ZDI
status, which are bronze, silver, gold, platinum, and
diamond. The rewards range from $1,000 to $25,000.

e iDefense Vulnerability Contributor Program: This is one
of the oldest reward programs, and a few top discoverers
mention working with iDefense. Detailed reward
information is not available.

The security service companies may have their own internal
vulnerability researchers. Their discoveries primarily serve to
promote the organization.

B. Vulnerability Brokers

As opposed to the security services companies,
vulnerability brokers buy as well as sell vulnerabilities. They
come closest to an open market, since buyers and sellers can
negotiate their prices [35], [36]. It is considered a legitimate,
but only partially regulated, market that has some general
rules. A vulnerability broker is an organization or person who
provides a link between a vulnerability discoverer and the
highest bidder. It has been reported that the commission might
reach up to 15% of the selling price [32]. Therefore, the broker
may sell that information to the software venders or to some
government organization, depending on who can pay more.
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Several international government organizations are said to
have become significant buyers [20] in recent years, but their

policies are not generally disclosed.

TABLE IIT
VULNERABILITY DISCOVERERS FROM JULY 1,2012 TO DECEMBER 31, 2012: INSIDERS OR OUTSIDERS
Discoverers Vulnerabilities of Safari Percentage Vulnerabilities of Chromium Percentage
PRODUCT'S COMPANY DISCOVERERS 17 20% 0 0%
PRODUCT'S COMPANY DISCOVERERS AND OTHERS 0 0% 35 35%
OUTSIDE DISCOVERERS 66 80% 63 64%
UNKNOWN DISCOVERERS 0 0% 1 1%

Vupen, located in France, is an example. They can sell
vulnerabilities to a government, provided that the government
belongs to NATO, ANZUS, or ASEAN alliances [32]. If the
software venders buy the vulnerability information, they will
use it to patch their products, but if it is purchased by a
government agency [37], they might use it for military
purposes, to inflict damage to an opponent as a cyber-weapon,
or to collect sensitive information (espionage) from opposing
governments or organizations. Security experts have claimed
that the Stuxnet malware was specifically created by
government agencies in the United States and Israel to attack
Iran's nuclear facilities in 2010 [38]. We can regard the
vulnerability brokers to be a gray market, which can be
legitimate from the point of view of national priorities.
However, considering the amount of funding that governments
can bring to the table, such markets will reduce the number of
public disclosures [39]. “The Grugq” a Bangkok-based
security researcher, is regarded as an influential global
vulnerability broker. He arranges deals between vulnerability
discoverers and western government agencies for a 15%
commission [6]. A vulnerability auction site WabiSabiLabi
was active a few years ago [40].

C. Online Forums

Online forums exist where information about vulnerabilities
and exploits can be exchanged. In some cases the exchange
may not involve money—rather, the members (called
hacktivists) have a special or private agenda to attack specific
organizations. LulzSec was a famous hacktivist group that
attacked several user accounts and websites in different
countries in 2011. Anonymous is a loosely connected network
of hacktivists located in different places that choose the same
targets to attack. It is likely that such groups do not have
access to zero-day vulnerabilities since they would be too
valuable to reveal without any financial gain. It is likely that
they rely on installations that have not yet applied the patches
needed.

D. Vulnerability Black Market

The vulnerability black market is not a regulated market
and it is not controlled by any laws. This market allows any
groups or organizations such as cyber criminals, terrorists, or
government agencies to buy vulnerabilities. The price paid to
the vulnerability discoverers is said to be five to ten times the
amount of the other vulnerability markets, depending on the
attributes of the vulnerabilities [6]-[41]. The estimated price
range given by some in-the-field experts for a zero-day exploit

is given in Table II [20]-[22]. Many governmental and
commercial organizations, such as the International Monetary
Fund, Intel, the Indian Defense Ministry, and the Pacific
Northwest National Laboratory, have suffered from the
malicious attacks [42]. Government agencies in several
countries have programs to develop new cyber weapons, and
they may be significant players in the black market for zero-
day vulnerabilities [43].

E. The Consumers of Zero-Day Vulnerabilities

Ultimately, the buyers of vulnerability information are
either software developers who intend to eliminate the
vulnerability by developing a patch, or an organization that
intends to use it for purposes that would seem malicious to its
opponents. When a government agency is a buyer, it can bring
a substantial amount to money to the market that other buyers
may be unable to match. This may raise the prices of the
vulnerabilities and in turn encourage more experts to enter the
profession of vulnerability discovery.

In the next section, we examine the vulnerability
discoverers themselves, and what motivates them. The
discussion relies on information about actual individual
discoverers rather than abstract characterizations.

III. THE VULNERABILITY DISCOVERERS

The motivation for vulnerability discoverers has been
considered briefly by researchers in the past [44], but has
never been studied using actual data. The discovery and
disclosure of vulnerabilities are processes that are significantly
impacted by the economics involved [45]. A few researchers
have considered theoretical modeling of the vulnerabilities
market. This paper asks these questions: who are the actual
vulnerability finders, and what motivates them?

Vulnerability discovery is done by either researchers
affiliated with a major organization (and who generally follow
proper disclosure policies) or by freelance researchers, who
may sell their findings, either in the legitimate or in the gray or
black markets.

Software development organizations such as Google or
Microsoft have divisions dedicated to security-related work.
They are responsible for the development of security patches.
They also discover some of the vulnerabilities in their own
products. However as Table III shows, a large fraction of the
vulnerabilities, perhaps a majority of them, are discovered by
outside discoverers. These external discoverers have their own
motivation, which may be different from the motivation of
those engaged in discovering vulnerabilities internally in a
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software  development organization. Many  external
discoverers are freelancers either working on their own or on

contract basis. Some of the external discoverers are part of
organizations that provide security services.

TABLE IV
THE TOP VULNERABILITIES DISCOVERERS ON OSVDB
Discoverer Country Period #Vuln  # Vuln types Why they’re interested Stopped/Continued
rot Latvia 2005-08-09 t02010-09-16 810 10 N/A N/A
Janek Vind "waraxe" Estonia 2003-08-08 t02013-03-21 319 8 Vulnerability website N/A
Lostmon Lords Spain 2004-06-20 t02009-08-15 279 8 Security Researcher Worked until July 2012
rgod Ttaly 2005-06-06 t02012-08-29 277 12 Hacker Worked until Aug. 2012
Luigi Auriemma Italy 2000-07-08 t02013-03-16 267 9 Hobby N/A
Russ McRee USA 2008-01-14 to 2012-03-02 237 Specialist in security N/A
Aliaksandr Hartsuyeu Lithuania 2005-12-28 t02011-02-03 229 6 Security Company Still working 2012
James Bercegay USA 2003-06-03 t02008-09-04 200 12 Web developer Worked until 2011
Kacper Poland 2006-05-12 t02007-08-10 199 3 N/A N/A
luny N/A 2006-05-18 to 2006-07-13 142 6 N/A N/A
Diabolic Crab N/A 2004-09-25 to 2005-07-12 140 6 N/A N/A
JeiAr USA 2003-05-29to 2004-05-04 120 7 Web developer Worked until 2011
Tan Chew Keong Singapore 2004-07-29 to 2009-09-28 102 9 Information Security Specialist N/A
Stefan Esser Germany 2000-11-09 to 2012-06-03 86 10 Security Consultant Still do jailbreak until 2012
M.Hasran Addahroni Indonesia 2006-02-09 to 2009-02-07 80 2 Security Gossiper&Bugs Hunter N/A

A. Top Discoverers

To understand the vulnerability discovery process, we
examine the records of the top vulnerability discoverers. Since
each of them has successfully discovered a significant number
of vulnerabilities, we can presume that they did not just get
lucky—rather, they have a system that has been demonstrated
to work. To find the top vulnerability discoverers, we obtained
data from the OSVDB database(untii May 2013).We
identified the top fifteen vulnerability discoverers in the
database who found the most vulnerabilities, as given in Table
IV. The actual names are not identifiable in some cases; they
are generally known by the login identifier that they use in
their blogs. Table IV includes some of information about them
obtained from blogs and discussion boards in addition to
OSVDB. The top five discoverers in Table IV are:

e 10t: He is a Latvian associated with a group named
Unsecured Systems [46]. He discovered 810
vulnerabilities between Aug. 9, 2005 and Sept. 16, 2010.
No additional information about him could be located.

e Janek Vind or "waraxe": He runs an interactive software
vulnerability and security website [47]. Janek is from
Estonia and his collaborators are from Australia, Turkey,
Argentina, and other countries. They discovered 319
vulnerabilities between Aug. 08, 2003 and Mar. 21, 2013.

e Lostmon Lords: He is a security researcher from Spain
[48]. He discovered 279 vulnerabilities between June 20,
2004 and Aug. 15, 2009, as recorded by OSVDB.
According to his blog [49], he continued to discover
vulnerabilities from Nov. 2009 to July 2012, but
apparently disclosed them in such a manner that he is not
identified as the discoverer in OSVDB.

e rgod: He is Andrea Micalizzi from Catania, Italy. He was
36 years old when he died in 2006 [50]. However, one of
his friends has continued to use the rgod login. Together,
they discovered 277 vulnerabilities between June 6, 2005
and Aug. 29, 2012. According to rgod’s website, rgod’s

friend is still discovering vulnerabilities but he is not
identified as the creditee in OSVDB.

e Luigi Auriemma: He is from Milan, Italy [51]. He
discovered 267 vulnerabilities between July 8, 2000 and
Mar. 16, 2013.
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Fig. 2 Vulnerabilities discovered yearly

Fig. 2 gives a plot of the yearly discoveries of all of the top
discoverers (line marked with a diamond). Year 1 corresponds
to the first year of the discovery. Most of the top discoverers
here are credited with discovering the vulnerabilities during
the first three years (line marked with a rectangle). However, a
few discoverers have continued to discover vulnerabilities for
several years. This raises an intriguing question. Why do some
very successful discoverers disappear from the scene after two
to three years? A possible explanation is that, during those two
to three years, they acquire the notoriety of being
accomplished vulnerability discoverers. After that, they start
offering their services to software developers or security
service companies on a contract basis or as employees. Some
of them may be able to start their own small organizations. In
both cases, they are able to obtain steady and significant
remuneration rather than a few rewards from the reward
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programs. This is supported by the information that some of

them have provided us, as discussed below.

TABLE V
TOP VULNERABILITY DISCOVERERS” ANSWERS TO SPECIFIC QUESTIONS ABOUT THEIR VULNERABILITY DISCOVERING AND REWARD PROGRAMS

Discoverer Motivating Factors Stop Discovering Impact of Rewards Programs Applying to Rewards Programs
DISCOVERER 1 Hobby and lifestyle choice No N/A No
DISCOVERER 2 Make his website more popular No Limited impact No
DISCOVERER 3 Curiosity No. He has a company Not much impact ZDI and iDefense
DISCOVERER 4 Enjoyment Yes. Not enough time Mostly, yes No
DISCOVERER 5 Fun, profit, auditing No Yes ZDI and iDefense
DISCOVERER 6 Lean new discovering skills No Yes All major programs
DISCOVERER 7 Enjoyment No. Part of his job Mostly, yes Many programs
DISCOVERER 8 Passion, profit, learn new technologies Yes. Not enough time Yes Many programs

Table IV illustrates the global distribution of vulnerability
finders. A significant number of them are in eastern and
western Europe, with a few in the Far East, in addition to
some in the United States. This shows why the legal
framework within a single country cannot regulate the
vulnerability markets. Thus, while ideal vulnerability markets
can be proposed, they cannot be implemented. Ultimately,
economics will govern the markets.

B. Qutsider and Insider Discoverers

One key question in understanding the vulnerability
discovery process is whether a discoverer is part of the
software product team or is an outsider. This will help us to
understand what motivates discoverers to find and report
software vulnerabilities. To address this question, we
examined two well-known open-source software products (as
example): Safari and Google Chromium (Table III). The
period we investigated was from July 1, 2012 to December 31,
2012, and we used the OSVDB as the data source.

As shown in Table III, for these two products, the majority
of the vulnerabilities discovered were found by outsiders.
Finifter et al. [52] have also found this to be true for
particularly for Google Chrome although not for Firefox. This
demonstrates the importance of outsider discoverers and the
potential significance of providing discoverers with more
enticing vulnerability reward programs, or other forms of a
legitimate market. It is definitely worth knowing what would
motivate the discoverers to participate in such reward
programs.

C. Direct Information

Some of the vulnerability markets are secretive, specifically
the gray market, where the brokers serve as intermediaries,
and the black market. They are, however, believed to be of
great significance, and government agencies are emerging as
vulnerability buyers. To understand the motivations and
mechanics of different markets, we decided to directly contact
the top discoverers of OSVDB to seek information. We were
able to locate contact information for many of them. We then
contacted them and asked some key questions, including the
following:

1) What motivates you to discover software vulnerability?

2) How and when did you start?

3) What specific tools do you use
vulnerability?

for discovering

4) Did you stop working as a vulnerability discoverer? If so,
when and why did that happen? If not, why not?

5)Do you think that vulnerability reward programs will help
reduce black market transactions and encourage the use of
legitimate markets? Please explain.

6) Did you apply to one of the current vulnerability reward
programs, and if so, why?

7)If you have discovered a vulnerability, when would you
consider selling your vulnerability to a broker? Please
explain.

8)In your view, are there any specific steps that software
developers or government agencies can do to reduce the
security risk to society? Please explain.

9) Do you have any other comments?

Considering that freelance vulnerability discoverers can
sometimes be secretive, we were pleasantly surprised when
several of them actually responded; although most of them did
not reply to us. The following section includes some of the
answers to the above questions. To ensure their privacy, we
have replaced the discoverers’ names with aliases. Table V
summarizes the responses.

e Discoverer 1: He uses his own tools, “specifically [his]
hands and mind, in preference to automated tools”. He has
not sold a vulnerability in the past ten years. He does not
find the reward program to be attractive. He never sold his
own discovered vulnerability to brokers or any buyers, but
he has sent vulnerabilities directly to the software venders.

e Discoverer 2: The main reason he became a vulnerability
discoverer was that he wanted to promote his own website
and his source code review service. He only uses his own
tools, which are offered on his organization’s website. He
states that that vulnerability reward programs are of limited
use, as the black markets offer more money. Like
Discoverer 1, he does not apply for any reward programs.

e Discoverer 3: He started in 2002 while following Bugtraq
and other mailing lists. He uses both public and proprietary
tools to discover vulnerabilities. Although he now runs his
own company, he still finds the time for discovery work. He
states that reward programs pay very little for exclusive
information and bug patches, which can be sold for much
more on the black market. Nevertheless, he has submitted
some vulnerabilities to the ZDI and iDefense reward
programs in the past.
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Fig. 3 Vulnerability flow through markets to zero-day exploitation or patching

e Discoverer 4: He started in 2008 and focuses entirely on
web application security flaws, largely specific to free and
open source applications. To discover vulnerabilities, he
uses a combination of tools such as Burp Suite, OWASP
ZAP, and a number of Firefox plugins (Tamper Data), as
well as simple manual testing. He thinks that, for the most
part, vulnerability reward programs will help to reduce
black markets and encourage legitimate markets. He
acknowledges that money is always a motivator and if
vulnerability discoverers are paid well via the legitimate
market, hopefully they will be less likely to sell the bug on
the black market. He claims that he does not sell
vulnerabilities. He always coordinates his findings with
Secunia but does not take any further action regarding the
vulnerability.

e Discoverer 5: He believes that the most profitable option for
a vulnerability discoverer is to offer software security
auditing services. His first discoveries were done between
1992 and 1993. The tools that he uses for discovering
vulnerabilities are Notepad++ for PHP and other scripting
languages, which allow him to search specific text strings
through multiple files and color-coding. He also uses
Apache/PHP/MySQL on his home PC, and all of his web
application research is done using @localhost. Discoverer 5
usually works manually, without automatic vulnerability
scanners. He believes that vulnerability reward programs
will surely lessen damage, and is aware of hundreds of
zero-day findings sold to ZDI and other vulnerability
reward programs. He has worked with ZDI and iDefense
because they pay for findings, arrange all communications
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with developers, and give him credit in the public advisory.
Discoverer 6: He began to delve further into discovering
after he did an interesting exercise during a computer
security lab when he was a university student. He uses
popular open-source tools, such as the ones distributed with
Kali Linux, as well as his own scripts. He is still working in
vulnerability discovering as a web application security
pentester. He thinks that vulnerability rewards programs
should be lucrative since pentesting requires a great deal of
time, which results in a personal output of money and
effort. Therefore, if one cannot earn money through
legitimate channels, he will sell his discovered
vulnerabilities on the black market. He is an active
participant in all major bug bounty programs for two
reasons: money and renown in the community. However, he
claims that he himself has never considered selling the bugs
he discovers to a broker.

Discoverer 7: He began doing so in his early teens by
finding security issues in the online games that he played.
He used various intercepting proxy/tools for replaying
requests, such as LiveHTTPHeaders or Burp Proxy, for
vulnerability discovering. He is still involved in
vulnerability discovering as a full-time employee on the
Product Security team at Facebook. He has submitted issues
to many of the bug bounty programs that currently exist; he
believes that these programs are a great way to apply his
skills and have his efforts rewarded and recognized. As a
responsible vulnerability discoverer, he always tries to
disclose an issue to the vendor before selling the
vulnerability to a broker.


http://waset.org/publication/Software-Vulnerability-Markets:-Discoverers-and-Buyers/9997791

International Science Index Vol:8, No:3, 2014 waset.org/Publication/9997791

World Academy of Science, Engineering and Technology
International Journal of Computer, Information Science and Engineering Vol:8 No:3, 2014

e Discoverer 8: He used HttpWatch and Burp Suite to capture
the http traffic and did the rest of the work manually. He
has taken a break from discovering vulnerabilities since he
did not get enough time. He thinks that legal rewards
programs offer white-hats good money, so there are fewer
chances that white-hats will become black-hats. He has
been participating in rewards programs for the past year and
a half. He only reports vulnerabilities to vendors, and
claims that he never thinks about selling vulnerabilities to
brokers or anyone else. If a vendor does not respond
properly, he discloses the vulnerability in a blog post, but he
does not sell it. He believes that government agencies
should support and encourage new rewards programs, such
as HackerOne (a bug bounty program for the internet).

We note that many of the discoverers acknowledge the
significance of the gray market and the black market in
vulnerabilities. Many of them have found it profitable to
engage in contract work after having established credentials as
expert vulnerability finders.

Another notable observation from this study is the fact that
the freelance discoverers appear to rely on their expertise more
than on specific tools. Some of them have developed their own
tools based on their experience. This suggests that the
discovery of previously unknown vulnerabilities is a research
activity requiring considerable technical skill, rather than
something that can be completely automated using algorithmic
methods. This should be contrasted with vulnerability
scanning tools that look for known, i.e. already disclosed,
vulnerabilities.

D. Study Limitations

There is not yet enough data to start development of key
hypotheses regarding the mechanics of multiple vulnerability
markets. Considering the nature of the field, it will not be
possible in the near future to obtain representative samples.
Here, we explore some potential limitations of this research
due to the size of the sample and its potential bias.

Sample Size: We tried to analyze the OSVDB dataset to
find the top discoverers there because other databases do not
include the names of discoverers. Unfortunately, the OSVDB
database is not available for direct analysis. We relied on some
manual analysis in addition to their reports to identify a larger
number of top discoverers. We thus left out the discoverers
who have discovered only a small number of vulnerabilities.
We attempted to locate the email addresses of the top
discoverers on OSVDB and sent emails to the individuals. We
were happy to note that several of the discoverers were willing
to share information with us. It is unlikely that a significantly
larger sample of top discoverers would be willing to
participate in a study. We have also contacted some of the
discoverers who have been active in several vulnerability
rewards programs. Only three of them have responded so far.

Sample Bias: It is likely that those who responded to the
questions were much more likely to be on the “white hat” side
of the business. However, some of the respondents candidly
acknowledged the lure of the black market, although none of
them actually directly acknowledged having been a part of it.
Innovative methods need to be developed that would allow
researchers to better assess the black market in vulnerabilities.

E. Potential Impact of Money Flow

In the past few years, several government agencies
associated with different countries have started investing in
offensive and defensive capabilities for engaging in cyber
warfare and espionage [20]. In comparison with conventional
military hardware, the cyber capabilities are potentially much
more cost-effective. Reports suggest that some vulnerabilities,
along with their exploits, can bring a significant amount of
money. This could cause a significant shift in the markets. As
we discuss, it might lead software developers to be more
aggressive in their reward programs.

IV. VULNERABILITY MARKETS AND THE RISKS TO SOCIETY

A few researchers have recently evaluated security risk
based on the vulnerability life-cycle [53].However, they have
not considered the impact of the vulnerability markets. Fig. 3
shows the vulnerability flow involving the markets.

As Fig. 3 shows, even disclosed vulnerabilities can be a
source of risk. Some vulnerabilities can be disclosed without a
patch either because of logistics reasons or because they are
judged to be inconsequential (state e, Disclosure without
Patch). When the patch is available, some users may not apply
it, immediately leaving it in an exposed state (state e,, Patch
not Applied). Some of the conventional vulnerability scanning
products offer protection against such states.

There is no protection against zero-day vulnerabilities,
however, which have not been publically disclosed (state ey
Keep until Ready).We can note that the captive market has
two options: sell the vulnerability to software developers or
keep it until it can be used for an attack, for example. Even
highly secured systems can be potentially exploited using the
zero-day. They can be expensive to acquire, but can be used
for cyber warfare, cyber terrorism, espionage, or an attack on
vital institutions of an opposing nation.

Fig. 3 shows the three states ey, €y, €pn, in Which the
vulnerability is exposed. The risk due to an exploitation of a
vulnerability during a time window (t1, t2) is given by [53] as
in (1):

Risk(t,,t,) = jz P(e,)A dt.Exploitation impact (1)

4

where i is one of the one of the exposed states (e, ewp, €pn) and
A; is the transition rate from that state to the exploitation state.
P(ey) is the probability of being in the state e;.

Note that a zero-day attack is only possible for a
vulnerability passing through the unregulated markets, with
the exception of a captive market (such as a defense lab)
where the objective is to discover vulnerabilities for
exploitation.

A significant fraction of the cyber-attacks on systems
belonging to individuals or organizations occur though e, €y,
An attack through ey, is through a known risk, and one
through e, could be considered a consequence of negligence.
However, an attack through e, would be completely
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unexpected, and, depending on the target and the type of
breach, can have devastating consequences on an organization
or a society.

As we observe, a large fraction of successful vulnerability
discoverers are from regions that are not as industrially
developed. Some of these regions are also known for their
sophisticated vulnerability exploiters [54]. This suggests that
economics might play a significant role in potential
approaches for keeping the society safe.

An attractive reward program based on vulnerability
criticality can provide a significant alternative to the gray and
the black markets. A few software developers and security
organizations now run a small number of such programs.
These programs ensure time for patch development before a
disclosure. Some of the top discoverers that we contacted
suggest that sometimes the reward programs do not pay
enough, and a better reward may be obtained on the black
market (although none of them admitted to selling any
vulnerabilities in such a market.)

We note that after a few years of very successful
vulnerability discovery, many of the top discoverers
apparently disappear from the scene as credited discoverers.
Some of them suggest that they find it more profitable to
contract out their security auditing services to software
developers. This can also significantly reduce the risk to the
society.

Companies and organizations need to design attractive
vulnerability reward programs for their products. This will
allow the legitimate markets to compete with the black
market.

Some reward programs, such as the one for Google
Chrome, appear to have been successful. While the amount of
money committed to the reward programs is only a tiny part of
the company’s revenues, Google is giving out some of the best
monetary rewards.

A significant part of the global vulnerabilities market is
quite opaque. Even the emerging legitimate markets have not
been studied in detail, although some mathematical studies
based on the classical market theories have appeared. There is
a need to examine actual data and practices in order to
understand the vulnerability discovery and disclosure.

The zero-day vulnerabilities with exploits are a serious
issue. The number of high-profile attacks that use the zero-day
has increased sharply during the first three months of 2013
[55], demonstrating the amount of risk associated with the
unregulated markets [56]. Mechanisms need to be developed
to make it more profitable for researchers to sell their
discovered vulnerabilities in the legitimate markets, therefore
reducing trading in the unregulated markets.

VI. CONCLUSION AND FUTURE WORKS

This paper has identified multiple vulnerability markets
where the exchange between the discoverers and the buyers of
the vulnerabilities takes place. We have examined the
motivation and methods of wvulnerability discoverers by
studying the motivation and methods of discoverers. The most
successful vulnerability discoverers are identified, and their

motivation and techniques have been examined.

While vulnerability discoverers use some tools— including
those that they have developed themselves—they rely on their
expertise and insight to a considerable extent. It must be kept
in mind that tools for finding known vulnerabilities are
completely different, and are not of use for discovering new
vulnerabilities.

We find that a large fraction of the discoverers are from
outside of the software development organizations, and that
their key motivation is a monetary reward. The vulnerabilities
are disclosed in a proper and responsible way when they are
traded though the legitimate markets. Reward programs and
contract-based software review services are the major
components of the legitimate markets. Organizations that act
as vulnerability brokers may deal in either the legitimate or the
black market. The vulnerability discoverers acknowledge that
the black markets can often be attractive. Reports suggest that
government agencies from different countries may make up an
increasingly significant part of the black market buyers. This
suggests a need for expanded and more attractive legitimate
markets.

The research reported in this paper demonstrates the needs
for further examination of the markets in more detail. There is
a need to collect data about the transactions in the regulated
and the unregulated markets so that the processes can be
modeled accurately. Because this is a dynamically changing
field, studies such as this need to be repeated in order to see if
there are any observable trends in terms of the vulnerabilities
that end up in the legitimate and black market periodically,
and the subsequent risks to society.
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